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Abstract:

This research paper aims to study the European Union legal
framework of electronic evidence in civil and criminal cases. In fact,
the EU adopted many legal rules, some of which are internal and others
are international, related to the use of electronic evidence in civil and
criminal cases. This new rules are adopted in the context of its digital
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justice transformation. The research reached a number of conclusions
and proposals, the most important of which is that the special digital
nature of the e-evidence requires special digital means of dealing with
it. Therefore, the EU developed a particular technological system, to
make it easier and faster for authorities to access directly to e-
evidence, regardless of the location of the data. However, the problem
remains in the security of this system itself, and the possibility of being
exposed to hacking or cyber-attacks, which means the destruction of
electronic evidence.

Keywords: European Union; reglements; E-evidence; proof; the rules.
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'-Réglement (UE) 2023/1543 Du Parlement Européen Et Du Conseil du 12 juillet 2023 relatif
aux injonctions européennes de production et aux injonctions européennes de conservation
concernant les preuves électroniques dans le cadre des procédures pénales et aux fins de
I'exécution de peines privatives de liberté prononcées a l'issue d'une procédure pénale,journal
Officiel de I'Union Européenne,N° L191/118,Du: 28/07/2023, Disponible sur: https://eur-
lex.europa.eu/legal-content/FR/TXT/PDF/?uri=CELEX:32023R1543
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' - Lignes Directrices du Comité des Ministres du Conseil de 'Europe sur les preuves
électroniques dans les procédures civiles et administratives, Publié le: 30/07/2079
Consulté le: 01/07/2024, Disponible sur:
https://search.coe.int/cm#{%22 CoEldentifier%2 2:[%220900001680902dc9%22],%22sort
%22:[%22CoEValidationDate%20Descending%22]}

2_Preuve Electronique: Améliorer l'accés transfrontalier aux preuves électroniques,
Commission Européenne, Publié le: 17/04/2018, Consulté le: 01/07/2024, Disponible sur:
https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-

cooperation/e-evidence-cross-border-access-electronic-evidence_en
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1_Xavier Linant De Bellefonds, Le Droit du Commerce Electronique, Ed. Presses Universitaires

de France, Paris, 2005, p. 85.

2 \Vincent Richard, La refonte du reglement sur 'obtention des preuves en matiére civile,

Revue critique de droit international privé, Ed. Dalloz, Paris,N°:1,2021/1,p.67.
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_Article 1,Réglement (UE) 2020/1783 du parlement européen et du conseil du 25 novembre

2020 relatif A la coopération entre les juridictions des Etats membres dans le domaine de

I'obtention des preuves en matiére civile ou commerciale (obtention des preuves), Journal

Officiel de I'Union Européenne, N° L405/1, Du: 02/12/2020, Disponible sur: https://eur-
lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A32020R1783

2.Obtention des preuves en matiére civile et commerciale: synthése du document, Eur-lex,
Publié le: 26/01/2021, Consulté le: 02/07/2024, Disponible sur: https://eur-
lex.europa.eu/FR/legal-content/summary/taking-of-evidence-in-civil-and-commercial-

matters.html
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1_ Article 4, Réglement (UE) 2020/1783 du parlementeuropéen et du conseil du 25 novembre

2020 relatif a la coopération entre les juridictions des Etats membres dans le domaine de

I'obtention des preuves en matiére civile ou commerciale (obtention des preuves), Op.cit.

2.Obtention des preuves en matiére civile et commerciale: synthése du document, Op.cit.

3 Ibid,
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"Article 1, Réglement (UE) 2020/1784 Du Parlement Européen ET Du Conseil du 25
novembre 2020 relatif  la signification et a la notification dans les Etats membres des actes
judiciaires et extrajudiciaires en matiére civile ou commerciale (signification ou notification
des actes), Journal Officiel De L'Union Européenne, N°: L405/40, Du: 02/12/2020, Disponible
sur: https://eur-lex.europa.eu/legal-content/fr/TXT/?uri=CELEX%3A32020R1784
2-Synthése des Documents: Transmission des actes judiciaires et extrajudiciaires entre les pays
de I'Union européenne, Eur-lex, Publié le: 27/01/2021, Consulté le: 03/07/2024, Disponible
sur: https://eur-lex.europa.eu/legal-content/FR/LSU/?uri=CELEX:32020R1784
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' -Article 3, Réglement (UE) 2020/1784 Du Parlement Européen ET Du Conseil du 25
novembre 2020 relatif a la signification et a la notification dans les Etats membres des actes
judiciaires et extrajudiciaires en matiére civile ou commerciale (signification ou notification
des actes), Op.cit.

2-Ibid.

>~ Article 4, Réglement (UE) 2020/1784 Du Parlement Européen ET Du Conseil du 25

novembre 2020 relatif a la signification et a la notification dans les Etats membres des actes
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judiciaires et extrajudiciaires en matiére civile ou commerciale (signification ou notification
des actes), Op.cit.

1. Synthése des Documents: Transmission des actes judiciaires et extrajudiciaires entre les
pays de I'Union européenne, Op. cit.

2 _Réseau judiciaire européen en matiére civile et commerciale: Au sujet du réseau, E-Justice,

Publié en 2024, Consulté le: 20/07/2024, Disponible sur:  https://e-

justice.europa.eu/431/FR/about_the_network
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_Article 2, Décision du Conseil du 28 mai 2001 relative a la création d'un réseau

judiciaire européen en matiére civile et commercial, Journal Officiel De L’Union

Européenne, N°: L174,Du:27/06/2001, Disponiblesur: https://eur-lex.europa.eu/legal-

content/FR/ALL/?uri=CELEX%3A32001D0470
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'~ Olivier Leclerc & al, Preuves Scientifiques et Technologiques, Le Cahiers De Droit, Ed.
Université de Laval, Québec, Canada, N°: 15,2022, p.241.

2_Olivier Leclerc&al, Op.cit, p.241.

3.Un meilleur accés aux preuves électroniques pour lutter contre la criminalité, Conseil
Européen, Publié le: 11/01/2024, Consulté le: 04/07/2024, Disponible sur:
https://www.consilium.europa.eu/fr/policies/e-

evidence/#:~:text=la%20navigation%20Sections
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1_Guillemine Taupiac Nouvel, Le Droit Européen de la copération judiciaire pénale: Genése

d'un modeéle répressif transfrontiére, Archives de Politique Criminelle, N°: 41, Ed. Pédone,

Paris, 2019/1,p. 61.

2_ Antoine Mégie, L'institutionnalisation d'un pouvoir judiciaire européen incertain en quéte

de légitimité: 'unité de coopération Eurojust, Politique européenne, Ed. L' Harmattan, Paris, N°:

23,2007/3,p-p.57-58.

3. Preuve Electronique: Améliorer I'accés transfrontalier aux preuves électroniques, Op. Cit.
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T _L'UE franchit une étape importante vers la numérisation des systémes judiciaires,

Commission européenne, Conseil Européen, Publié le: 08/12/2023, Consultéle: 09/07,/2024,
Disponible sur: https://www.consilium.europa.eu/fr/press/press-releases/2023/12/08 /eu-
takes-important-step-towards-digitalisation-of-justice-systems/

2-Réglement (UE) 2023/1543 du Parlement européen et du Conseil du 12 juillet 2023 relatif
aux injonctions européennes de production et aux injonctions européennes de conservation
de preuves électroniques dans le cadre des procédures pénales et pour I'exécution de peines

privatives de liberté a l'issue de procédures pénales, Op.cit.
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_Un meilleur accés aux preuves électroniques pour lutter contre la criminalité, Op.cit.

2_Preuve Electronique: Améliorer I'acces transfrontalier aux preuves électroniques, Op.cit.

3. 1bid.
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"Article 1, Directive (UE) 2023/1544 du Parlement européen et du Conseil du 12 juillet2023

établissant des régles harmonisées concernant la désignation des établissements désignés et

la désignation des représentants [égaux aux fins de la collecte de preuves électroniques dans
le cadre des procédures pénales , Journal Officiel De [ Union Européenne, N° L1917, Du:
28/07/2023, Disponible sur: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv%3A0J.L_.2023.191.01.0181.01.ENG

2. L'UE franchit une étape importante vers la numérisation des systémes judiciaires,

Commission eu ropéen ne, Op.cit.
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. L'UE franchit une étape importante vers la numérisation des systémes judiciaires,

Commission eu ropéenne, Op.cit.

% Article 3, Réglement (UE) 2022/850 Du ParlementEuropéen ET Du Conseil du 30 mai 2022
relatif a un systéme informatisé pour I'échange électronique transfrontiére de données dans
le domaine de la coopération judiciaire en matiérecivile et pénale (systéme e-CODEX), Joumal
officiel de I'Union européenne, N°: L150/1, Du: 01/06/2022, Disponible sur: https://eur-
lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A32022R0850

3~ E-CODEX: Systéme informatisé pour I'échange électronique transfrontiére de données dans
le domaine de la coopération judiciaire en matiére civile et pénale, Eur-lex, Publié le:
05/09/2022, Consulté le: 12/07/2024, Disponible sur: https://eur-lex.europa.eu/FR/legal-
content/summary/e-codex-computerised-system-for-the-cross-border-electronic-exchange-

of-data-in-the-area-of-judicial-cooperation-in-civil-and-criminal-matters.html
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1_ Article 2, Décision 2008/976/JAl du conseil du 16 décembre 2008 concernant le Réseau
judiciaire européen, Journal Officiel De L'Union Européenne, Du: 24/12/2008,N°: L348/130,
Disponible sur: https://eur-lex.europa.eu/legal-content /FR/TXT/HTML/?uri

=CELEX:32008D0976
2 Objectif du RJE, E-Justice, Publié le:07/10/2020, Consulté le: 23/07/2024, Disponible sur.

https://e-justice.europa.eu/22/FR/ejn_in_criminal_matters?init=true
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"_Deuxiéme Protocole additionnel & la Convention sur la cybercriminalité relatif au
renforcement de la coopération et de la divulgation de preuves électroniques (STCEn©224),
Conseil De L'Europe, Publié en 2022, Consulté le: 17/07/2024, Disponible sur:

https://www.coe.int/fr/web/cybercrime/second-additional-protocol
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1-Le Deuxiéme Protocole additionnel & la Convention sur la cybercriminalité adopté par le
Comité des Ministres du Conseil de I'Europe, Conseil De L'Europe, Publié le: 17/11/2021,
Consulté le: 18/07/2024, Disponible sur: https://www.coe.int/fr/web/cybercrime/-/second-
additional-protocol-to-the-cybercrime-convention-adopted-by-the-committee-of-ministers-
of-the-council-of-europe

Z_Article 2, Deuxiéme Protocole additionnel ala Convention surla cybercriminalité relatif au
renforcement de la coopération et de la divulgation de preuves électroniques, Disponible sur:
https://rm.coe.int/1680ad0df7

3.Un meilleur accés aux preuves électroniques pour lutter contre la criminalité, Op. cit.
“_Article 2, Deuxiéme Protocole additionnel 4 la Convention surla cybercriminalité relatif au

renforcement de la coopération et de la divulgation de preuves électroniques, Op.cit.
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T_Article 2, Deuxiéme Protocole additionnel ala Convention surla cybercriminalité relatif au
renforcement de la coopération et de la divulgation de preuves électroniques, Op.cit.

2. Un meilleur accés aux preuves électroniques pour lutter contre la criminalit, Op.cit.
3.Deuxiéme Protocole additionnel i la Convention sur la cybercriminalité relatif au
renforcement de la coopération et de la divulgation de preuves électroniques (STCEn°224),

Op. Cit.
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1. Un meilleur accés aux preuves électroniques pour lutter contre la criminalité, Op. cit.

2_Le Comité des Ministres adopte des lignes directrices sur les preuves électroniques dans les
procédures civiles et administratives, Conseil De L'Europe, Publié le: 31/01/2019,
Consulté Le: 15/07/2024, Disponible Sur:
https://www.coe.int/fr/web/cdcj/digital-evidence/-
/asset_publisher/7dbce86mcocc/content/committee -of-ministers-adopts-
guidelines-on-electronic-evidence-in-civil-and-administrative-proceedings

3. 1bid.
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1_Le Comité des Ministres adopte des lignes directrices sur les preuves électroniques dans les
procédures civiles et administratives, Op.cit.

2. 1bid.
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1 -Lignes directrices du Comité des Ministres du Conseil de I'Europe sur les preuves

électroniques dans les procédures civiles et administratives, Op.cit.
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a. Reglements & Décisions Européennes:

Réglement (UE) 2020/1783 du parlement européen et du conseil
du 25 novembre 2020 relatif & la coopération entre les juridictions
des Etats membres dans le domaine de I’obtention des preuves en
matiére civile ou commerciale (obtention des preuves), Journal
Officiel de I'Union Européenne, N°: L 405/1, Du: 02/12/2020.
Reglement (UE) 2020/1784 Du Parlement Européen ET Du
Conseil du 25 novembre 2020 relatif a la signification et a la
notification dans les Etats membres des actes judiciaires et
extrajudiciaires en matiére civile ou commerciale (signification ou
notification des actes), Journal Officiel De L’Union Européenne,
N°: L405/40, Du: 02/12/2020

Réglement (UE) 2022/850 Du Parlement Européen ET Du Conseil
du 30 mai 2022 relatif a un systéme informatisé pour I’échange
électronique transfrontiere de données dans le domaine de la
coopération judiciaire en matiére civile et pénale (systéeme e-
CODEX), Journal officiel del’Union européenne, N°: L150/1, Du:
01/06/2022.

Réglement (UE) 2023/1543 Du Parlement Européen Et Du Conseil
du 12 juillet 2023 relatif aux injonctions européennes de production
et aux injonctions européennes de conservation concernant les
preuves électroniques dans le cadre des procédures pénales et aux
fins de I’exécution de peines privatives de liberté prononcées a
I’issue d’une procédure pénale, Journal Officiel de I’Union
Européenne, N°: L191/118.

Directive (UE) 2023/1544 du Parlement européen et du Conseil du
12 juillet 2023 établissant des regles harmonisées concernant la
désignation des établissements désignés et la désignation des
représentants légaux aux fins de la collecte de preuves
électroniques dans le cadre des procédures pénales, Journal
Officiel De L’Union Européenne, N°: L191, Du: 28/07/2023.
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Décision du Conseil du 28 mai 2001 relative a la création d'un
réseau judiciaire européen en matiére civile et commercial,
Journal Officiel De L’Union Européenne, N°: L1174, Du:
27/06/2001.

Décision 2008/976/JAl du conseil du 16 décembre 2008
concernant le Réseau judiciaire européen, Journal Officiel De
L’Union Européenne, Du: 24/12/2008, N°: L348/130.

b. Oeuvrages:

Xavier Linant De Bellefonds, Preuve ET Signature Electroniques,
Le Droit du Commerce Electronique, Ed. Presses Universitaires de
France, Paris, 2005.

c. Revues Académiques:

Antoine Mégie, L'institutionnalisation d'un pouvoir judiciaire
europeen incertain en quéte de légitimité: l'unité de coopeération
Eurojust, Politique européenne, Ed. L'Harmattan, Paris, N°: 23,
2007/3.

Guillemine Taupiac Nouvel, Le Droit Européen de la copération
judiciaire pénale: Genése d’un mode¢le répressif transfrontiere,
Archives de Politique Criminelle, N°: 41, Ed. Pédone, Paris,
2019/1.

Olivier Leclerc & al, Preuves Scientifiques et Technologiques, Le
Cahiers De Droit, Ed. Université de Laval, Québec, Canada, N°:
15, 2022.

Vincent Richard, La refonte du reglement sur Il'obtention des
preuves en matiere civile, Revue critiqgue de droit international
privé, Ed. Dalloz, Paris, N°:1, 2021/1.

Xavier Linant De Bellefonds, Le Droit du Commerce Electronique,
Ed. Presses Universitaires de France, Paris, 2005.

. Sitographies

Deuxieme Protocole additionnel a la Convention sur la

cybercriminalité relatif au renforcement de la coopération et de la
divulgation de preuves électroniques (STCE n° 224), Conseil De
L’Europe, Publi¢ en 2022, Consulté le: 17/07/2024, Disponible sur:

https:/iwww.coe.int/fr/iweb/cybercrime/second-additional-protocol
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https://www.cairn.info/le-droit-du-commerce-electronique--9782130533795.htm
https://www.cairn.info/editeur.php?ID_EDITEUR=PUF
https://www.cairn.info/editeur.php?ID_EDITEUR=PUF
https://www.cairn.info/revue-politique-europeenne.htm
https://www.cairn.info/editeur.php?ID_EDITEUR=HAR
https://www.cairn.info/revue-politique-europeenne-2007-3.htm
https://www.cairn.info/revue-politique-europeenne-2007-3.htm
https://www.cairn.info/publications-de-Guillemine-Taupiac-Nouvel--698483.htm
https://www.cairn.info/revue-archives-de-politique-criminelle.htm
https://www.cairn.info/revue-archives-de-politique-criminelle-2019-1.htm
https://www.cairn.info/publications-de-Vincent-Richard--705110.htm
https://www.cairn.info/revue-critique-de-droit-international-prive.htm
https://www.cairn.info/revue-critique-de-droit-international-prive.htm
https://www.cairn.info/revue-critique-de-droit-international-prive-2021-1.htm
https://www.cairn.info/publications-de-Xavier-Linant-De-Bellefonds--52997.htm
https://www.cairn.info/le-droit-du-commerce-electronique--9782130533795.htm
https://www.cairn.info/editeur.php?ID_EDITEUR=PUF
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E-CODEX: Systéme informatis¢ pour I’échange électronique
transfrontiere de données dans le domaine de la coopération
judiciaire en matiére civile et pénale, Eur-lex, Publié le: 05/09/2022,
Consulte  le:  12/07/2024, Disponible  sur:  https://eur-
lex.europa.eu/FR/legal-content/summary/e-codex-computerised-
system-for-the-cross-border-electronic-exchange-of-data-in-the-
area-of-judicial-cooperation-in-civil-and-criminal-matters.html

Le Comité des Ministres adoptedes lignes directrices sur les preuves
électroniques dans les procédures civiles et administratives, Conseil
De L’Europe, Publié le: 31/01/2019, Consulté Le: 15/07/2024,
Disponible Sur: https://www.coe.int/fr/web/cdcj/digital-
evidence/-
/asset_publisher/7dbce86mcocc/content/committee-of-
ministers-adopts-guidelines-on-electronic-evidence-in-
civil-and-administrative-proceedings

Le Deuxiéme Protocole additionnel a la Convention sur la
cybercriminalité adopté par le Comité des Ministres du Conseil de
'Europe, Conseil De L’Europe, Publié le: 17/11/2021, Consulté le:
18/07/2024, Disponible sur:
https:/iwww.coe.int/friweb/cybercrime/-/second-additional-
protocol-to-the-cybercrime-convention-ad opted-by-the-committee-
of-ministers-of-the-council-of-europe

Lignes Directrices du Comité des Ministres du Conseil de
IEurope sur les preuves électroniques dans les procédures
civiles et administratives, Publié le: 30/01/2019, Consulté le:
01/07/2024, Disponible sur:
https://search.coe.int/cm#{%22CoEIldentifier%22:[%22090000168
0902d¢9%22],%22s0rt%22:[%22CoEValidationDate%20Descendi
ng%22]}

L'UE franchit une étape importante vers la numérisation des
systemes judiciaires, Commission européenne, Conseil Européen,
Publié le: 08/12/2023, Consulté le: 09/07/2024, Disponible sur:
https:/iwww.consilium.europa.eu/fr/press/press-
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releases/2023/12/08/eu-takes-important-step-towards-digitalisation-
of-justice-systems/

- Objectif du RJE, E-Justice, Publié le: 07/10/2020, Consulté le:
23/07/2024, Disponible sur:

https://e-justice.europa.eu/22/FR/ejn_in_criminal_matters?init=true

- Obtentiondes preuves en matiere civile et commerciale: synthése du
document, Eur-lex, Publié le: 26/01/2021, Consulté le: 02/07/2024,
Disponible sur: https://eur-lex.europa.eu/FR/legal-
content/summary/taking-of-evidence-in-civil-and-commercial -
matters.html

- Preuve Electronique: Améliorer I’accés transfrontalier aux preuves

électroniques, Commission Européenne, Publié le: 17/04/2018,
Consulté le: 01/07/2024, Disponible sur:

https://commission.europa.eu/law/cross-border-cases/judicial-

- cooperation/types-judicial-cooperation/e-evidence-cross-border-
access-electronic-evidence_en

- Réseau judiciaire _européen en matiere civile et commerciale: Au
sujet du réseau, E-Justice, Publié en 2024, Consulté le: 20/07/2024,
Disponible sur:

https://e-justice.europa.eu/431/FR/about_the network
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Abstract

The study aimed at exploring the viability of the electronic
witness as evidence of adultery and fornication according to the Islamic
Law. The study used the descriptive analytic methodology to reach the
targets in question. To gather the required data, a review of literature
was administered. The study came to the conclusions; first, the
electronic witness is considered a means of evidence in general
according to the view of most Scholars of Islamic Jurisprudence;
second, the electronic is not accepted as a means of evidence of the
crime of adultery and fornication since it i a witness on a witness and
this means of evidence is not permitted for the crimes of prescribed
penalties according to the most supported opinion in the Islamic
Jurisprudence. The study recommended that the legislator to make full
use of the electronic witness as evidence in the civil and criminal
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articles except for the crimes of prescribed penalties and Kkilling in
retaliation.

Keywords: the Electronic Witness, Evidence of Adultery and
Fornication.
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Introduction

Itis widely known that a scholar specialized in Islamic sciences
at Al-Azhar university has accused an Egyptian actress of committing
adultery when he was hosted by a space channel lately. He directed this
accusation on basis of the pornographic scenes this actress presents in
her films. The actress made a lawsuit against him in the Egyptian court.
He has been sentenced a one-year-imprisonment because he has been
convicted of the crime of slander and libel (1).

No doubt that the Islamic law stresses respecting dignity and
honor (2). So, it prohibits adultery and fornication and forbids all the
routes leading to them. However, it accentuates its means of evidence
and it prohibits slander (3) and imposes certain penalties (4) for this
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crime in order that nobody can dare to falsely accuse virtuous men and
women of adultery or fornication and spread indecency in the Muslim
society.

In spite that it is agreed that the rule is that actors and actresses
are disobedient, questions have risen about if it is permissible to take
televised scenes or electronic witness as evidence of adultery and
fornication. Specifically, one wonders if actors or actresses who film
pornographic scenes can be judged as adulterers and fornicators. In
other words, it is asked whether pornographic scenes in films or series,
live or recorded, in the cinema, the internet or any electronic media can
be used as evidence that the persons who have played these scenes are
judged as adulterers or fornicators and thereby deserving the Islamic
penalty of adultery and fornication or they won’t be judged adulterers
or fornicators since they are not seen committing this crime face to face
and thus, the person who accuses them of this crime shall be considered
a slanderer and shall be inflicted the punishment due for slanders (5).

In this light, the current study seeks to explore and investigate
whether the electronic witness can be evidence of the crime of adultery
and fornication according to Islam teachings and how authentic it is.
These points will be tackled in further detain in the coming three
sections.

1. The Definitions of Adultery, Fornication and Electronic Witness
Evidence

This part highlights the definitions of adultery, fornication and
electronic witness evidence. These topics will be dealt in further detail
in the following two sub-sections.

1.1. The Definitions of Adultery and Fornication

Linguistically, adultery is voluntary sexual intercourse between a
married person and a person who is not their spouse. Fornication is
consensual sexual intercourse between a man and especially single
woman who are not married to each other.

According to the Islam conception, adultery means entering a
sane adult male’s penis inside the vagina or the anus of a female outside
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marriage or outside the possession of one’s right hand, or getting it into
a male’s anus (6). Fornication means the same but it is restricted to an
illicit sexual intercourse between a married male or female and a single
one. This means that a male’s sexual affair with another male is
considered adultery and fornication. But, a female’s sexual intercourse
with another female is not viewed as adultery or fornication. Kissing,
hugging, groping or any other act that aims to get sexual pleasure with
somebody is not viewed as adultery or fornication as long as there is no
intercourse. Too, if the two persons who are having sexual intercourse
are not at puberty or mad, their intercourse is not considered adultery
or fornication. If one of them is neither adult nor sane, he is not viewed
as adulterer or fornicator, but the other is.

It is evident that the Islamic definition of adultery and fornication
is broader than the linguistic one. According to dictionary definition,
sexual intercourse between males is not regarded as adultery or
fornication, but it is by virtue of Islam codes.

1.2. The Definition of Electronic Witness Evidence

Evidence, according to dictionary definition, is the available body
of facts, information, documents, etc. indicating whether a belief or
proposition is true or valid. In light of the Islamic concept, evidence
means providing facts, information, documents, etc. In a law court to
give reasons for believing that something is true or present (7).

Witness, linguistically, means seeing an event happening,
especially a crime or an accident. According to the Islamic definition,
witness is giving opinion in a law court because of their knowledge or
practical experience of a particular subject even without a request (8).
‘Electronic’ means using, based on, or used in a system of operation
that involves the control of electric current by various devices such as
cameras, computers, mobile phones, faxes, etc. Inthis light, electronic
witness evidence is providing digital facts, information, documentsin a
law court to give reasons for believing that something is true or present.
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2. The Ruling of Evidencing Using Electronic Witness according to
the Islam Codes

Using witness for evidencing is permissible in Islam. This is
stressed by evidence from the Holy Qur’an, Hadith, the Islam Scholars’
consensus and reason as follows:

a. Evidence from the Holy Qur’an:

Allah, exalted be He, says, “And bring to witness two witnesses
from among your men. And if there are not two men, there a man and
two women from those who you accept as witnesses” (9). Ibn Katheer,
may Allah be merciful to him, said, “His saying, exalted be He, (and
bring to witness two witnesses from among your men) is an order from
Allah, exalted be He, to use witness as evidence” (10).

b. Evidence from Hadith:

Ibn Abbass, may Allah please him and his father, repoerted that
Hilal Ibn Umayyah accused his wife of committing adultery with
Shareek Ibn Sahmaa’ at the sitting of the Messenger, peace and
blessings of Allah upon him. The Messenger of Allah, peace and
blessings of Allah upon him, said, “If you do not provide the evidence
of your accusation, you shall be inflicted the penalty of slander”. Hilal
said, “O, Messenger of Allah, if any one of us sees his wife committing
adultery, will he seek evidence?”. The Messenger of Allah, peace and
blessings of Allah upon him, continued saying, ““If you do not provide
the evidence of your accusation, you shall be inflicted the penalty of
slander” (11). What is meant by ‘evidence’ in this Hadith is witness
(12). This Hadith stresses that witness is an Islamic means of evidence”
(13).
c. Evidence from the consensus of scholars of Islam:

The scholars of Islam unanimously agreed that witness is an acceptable
means of evidence. At-Termezi,may Allah be merciful to him, said,
“The scholars from the Companions of the Messengers, peace and
blessing of Allah upon him, unanimously accepted witness as a means
of evidence” (14). Ar-Rahibani El-Hanbali, may Allah grant him
mercy, said, “The scholars of Islam agreed with consensus that witness
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is an accepted means of evidence” (15).
d. Evidence from reason:

The need to settle disputes makes it obligatory to adopt witness
as a means of evidence ("16).

Thus, witness which is giving facts, information, documents, etc.
about an incidence which one has heard or seen face to face to give
reasons that it is true is accepted as legal evidence. Like witness,
electronic witness means giving information, facts, documents, etc.
about an incidence to emphasize that it is true or present. However, it is
different from witness as it provides information, facts, documents, etc.
about incidence which one has heard or seen face to face but by way of
an electronic medium such as a camera, a computer, a mobile phone the
internet, etc. One asks whether electronic witness can be an acceptable
means of evidence as it the case of witness. Scholars of Islam disagree
about this issues. There are two schools of thought on this question that
are shown as follows:

® The first school of thought:

The scholars who support this view see that the means of evidence
that are acceptable are those emphasized by the Holy Qur’an, Hadith
and the consensus of the Companions such as witness, confession and
taking oath with a witness (17), Al-Qasamah (18), Al-Qiyafah (19), Al-
Qura’ (20) and An-Nukul (21). The judge has to be restricted by these
means of evidence only. He is prohibited to accept any other means of
evidence. Therefore, according to this viewpoint, the electronic witness
is not acceptable as a means of evidence since it is not mentioned in the
Holy Qur’an or Hadith. Most Hanafi, Maliki, Shaf’ie and Hanbali
scholars support this point of view (22). They stress their opinion by the
following evidence:

- Evidence from the Holy Qur’an:

Allah, exalted be He, says, “And bring to witness two witnesses
from among your men. And if there are not two men, there a man and
two women from those who you accept as witnesses” (23). This holy
verse orders to bring two men witnesses. Ifthere are no two men, a man
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and two women are accepted on condition that all of them are Muslims
and righteous. If Allah, exalted be He, had legalized a means of
evidence other than witness, he would have mentioned it. This is
stressed by His saying, exalted be He, “And bring as witnesses two
righteous men from you and establish the testimony for Allah™ (24).
This holy verse orders to take witness as a means of evidence and what
Is acceptable is two righteous Muslim men. This is also confirmed by
His saying, exalted be He, “And let a scribe write it down in justice
between you” (25). This holy verse orders to take writing as a means of
evidence (26). This scribe is who the two witnesses shall witness.

As to the confession, it has been evidenced by His saying,
exalted be He, “O, you who believe! Stand out firmly for justice, as
witnesses to Allah, even though it be against yourselves, or your
parents, or your kin” (27). His saying, exalted be He, “Stand out firmly
for justice, as witnesses to Allah, even though it be against yourselves”
indicates that witnessing one’s self is a confession. That’s, Muslims are
ordered to take confession as a means of evidence as well (28).

- Evidence from Hadith:

Ibn Abbas, may Allah please him and his father, narrated that the
Messenger of Allah, peace and blessings of Allah upon him, said, “If
people are given what they claim, many will allege that they have rights
in others’ property and souls. So, whosoever makes allegations of
something, they shall give evidence on it. And who denies, they shall
take the oath” (29). Evidence in this Hadith means witness. That’s, the
plaintiff, who makes allegations of something or accuses someone else
in a law case of having done something illegal, has to bring witnesses.
The defendant, who is accused of having done something illegal, shall
swear by Allah, exalted be He,that they are innocent (30).

- Evidence from reason:

The supporters of this opinion affirm that the judiciary system
obligates that evidence has to be restricted to given means people are
certain about or people’s souls and possessions shall be exposed to loss
by the decisions of unjust judges that base their decisions on weak and
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uncertain evidence (31).
® The second school of thought:

This opinion thinks that means of evidence are not restricted to a given
number. Specifically, every means of evidence is acceptable as long as
it can prove that something is right and the judge is certain about it. In
this case, the judge has to give their decision by virtue of this means of
evidence. According to this opinion, the electronic witness is accepted
as a means of evidence if it can show that something is true and the
judge has no doubt about it. The supporters of this viewpoint are lbn
Taymiyya and Ibn EI-Qaiyyem from the Hanbali school and Ibn Farhun
from the Maliki school (32). They support this viewpoint for the
following three reasons:

First; this limited means of evidence that are mentioned in the Holy
Qur’an and Hadith are meant to maintain and ensure rights not to give
evidence on them. Evidence is something different. The means of
evidence that the judge bases their decision on are broader than the
ways Allah, exalted be He, has guided the right’s owner to preserve this
right using them. This does not entail that if there is a means to preserve
rights other than mentioned in the Holy Qur’an or Hadith will not be
accepted.

Second; there is nothing in the Holy Qur’an or Hadith that the judge
is prohibited to make a decision basing on a means of evidence other
than those mentioned in the Holy Qur’an and Hadith. The Messenger
of Allah, peace and blessings of Allah upon him, made some of his
judgments depending on means of evidence other than the supporters
of the first point of view mention. The Messenger of Allah, peace and
blessings of Allah upon him, used the statement of a wet nurse as a
means of evidence in law cases.

Third; the aim of giving evidence is to establish justice. So, if any
means of evidence can prove right and do justice, it is acceptable.
Establishing justice and preserving rights by any legal means of
evidence are demanded otherwise they shall be lost.
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® The most supported point of view:

After demonstrating the evidence of the two previous opinions, it is
clear that the second shool of thought is the most supported. This
viewpoint that is stressed by Ibn Taymiyya and Ibn EI-Qaiyyem from
the Hanbali school and Ibn Farhun from the Maliki school and that
emphasizes that means of evidence are not limited to a given number,
but every legal way that can prove rights and the judge is certain about
is an acceptable means of evidence. This is to ensure ease and establish
justice. This is what conforms with the act of the Messenger of Allah,
peace and blessings of Allah upon him. This is what can open the door
for new eligible means of evidence. This is what reflects the
adaptability of the Islamic laws and their eligibility for every age.

Indition, the first school of thought has no evidence neither from the
Holy Qur’an nor Hadith that prohibit any means of evidence other than
those mentioned in both of them or restrict means of evidence in certain
number. Furthermore, it is evidenced that the Messenger of Allah, peace
and blessings of Allah upon him, and his Companions, may Allah
please them, have used means of evidence that are not mentioned in the
Holy Qur’an or Hadith. This indicates that although Islam explicitly
mentions given means of evidence, it does not object to using any other
eligible means of evidence. That’s, Islam approves every appropriate
means of evidence that helps with settling disputes (33).

Thus, not confining means of evidence to those mentioned in the Holy
Qur’an and Hadith is what serves the public good. This helps with
maintainng rights and doing justice. Sometimes it is difficult to prove
an incidence with the means of evidence mentioned in the Holy Qur’an
and Hadith and people’s rights won’t be fulfilled as a result. But this
does not mean that these means are used haphazardly. They are
employed with regulations that control their use in a way that achieves
rights and does not misuse them.

Bearing this into mind, it is evident that the most supported point of
view in the Islamic jurisprudence is that the electronic witness is

authentic and it is accepted as a means of evidence provided that it can
prove rights and the judge has no doubts about it. It is legalized since
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there is an urgent need for it. If it is not permitted, people might undergo
hardships in proving their rights without it and their rights will be
difficult to obtain as a result.

3. The Ruling of Evidencing Adultery and Fornication by
Electronic Witness

It has been mentioned above that the electronic witness is accepted as a
means of evidence according to the most supported school of thought
in Islam. But, one wants to know whether it can be acceptable in
evidencing adultery and fornication. In order to answer this question,
adultery and fornication means of evidence and witness over witness’
ruling according to Islam ought to be highlighted. These points will be
dealt with in further detail in the coming lines.

3.1. The Means of Evidence of Adultery and Fornication

Adultery and fornication, according to Islam, is to be evidenced
by four righteous Muslim men. This witness must be face to face.
Specifically, these four men must prove that they have seen the
adulterer’s penis inside the vagina of their spouse. Too, the statement
of this witness must be identical regardless of persons, time or place.
This witness also must be explicitly stated. This is stressed by the
following evidence:

® Evidence from the Holy Qur’an:

- Allah, exalted be He, says, “Those who commit immorality, i.e.,
unlawful sexual intercourse of your women, bring against them
four witnesses from among you” (34).

- Allah, exalted be He, says, “And those who accuse chaste women
and then did not produce four witnesses, lash them eighty lashes
and do not accept from them testimony ever after. And those are
the defiantly disobedient” (35).

- Allah,exalted be He, says, “Why did who slandered not produce for
it four witnesses?” (36).

- Az-Zarkashy, may Allah be merciful to him, said, “These holy
verses stress that nothing accepted in evidencing adultery and
fornication but four righteous Muslim men. And they all must have
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seen this crime face to face” (37).
® FEvidence from the consensus of the scholars:

It is unanimously agreed that adultery and fornication is to be
evidenced by the testimony of witnesses (38). Ibn Rushd, may Alah be
merciful to him, said, “The scholars of Islam unanimously agreed that
adultery and fornication is evidenced by witness. The number of
witnesses mustn’t less than four. All of them must be righteous Muslims
men. Women’s witness is not acceptable. Children’s testimony is not
acceptable either. This witness must be face to face. That’s, the four
witnesses must explicitly confirm that they see the two adulterers or
fornicators having full sexual intercourse. Their testimony must be
identical irrespective of place and time (39). Az-Zarkashy, may Allah
be merciful to him, said, “Notless than fourmen witnesses are accepted
to give evidence of adultery and fornication. This is agreed
unanimously. Women’s witness is not accepted here. Only Muslims’
witness is accepted. These witnesses must be well behaved.
Furthermore, they must identify the two adulterers or fornicators (40).

Thus, according to Islam codes, adultery and fornication is
evidenced only by face to face witness. There must be four religious
Muslim men who have seen, face to face, the adulterers or the
fornicators having full sexual relationship. It is also stipulated that their
witness is exactly the same. In this case, this witness is accepted. But if
they report that all or some of them have not sen this crime face to face,
their witness is not approved. Specifically, if four religious Muslim men
have seen adulterers or fornicators having full sexual affair by way of
an electronic media such as televised cameras, mobile phones, video
footage or on the internet, their witness is not accepted since they have
not seen it in reality. That’s, electronic witness is not approved as a
means of evidence of adultery and fornication according to Islam laws.
This because this witness is neither genuine nor authentic. Electronic
scenes might be fabricated and falsified. Too, The electronic witness is
not a direct one. However, some scholars argue that the electronic
witness is like witness over another witness. In other words, it is like
someone reports something from another. It is the latter who is the
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primary source but the former is just a secondary one. They confirm
that if it is proved that the main source is authentic, the electronic
witness shall be regarded a witness over a witness and thus it will be
accepted as a means of evidencing adultery and fornication. Others
argue that the electronic witness is not a witness over witness since it is
not a human source. Itis just a machine and the machine is subject to
misuse. Therefore, it won’t be accepted as means of evidence
particularly for crimes with prescribed penalties such as adultery and
fornication. In order tosettle this question, the witness over witness idea
ought to be highlighted. This point shall be tackled in further detail in
the coming section.

3.2. The Witness over Witness as a Means of Evidence of Adultery
and Fornication

This section will demonstrate the definition, ruling and
requirements of the witness over witness. It shall also spot light on the
ruling of the witness over witness as a means of evidencing crimes with
prescribed penalties, i.e, Hudud, including adultery and fornication.
These points shall be dealt with in the two following sub-parts.

3.2.1. The Definition, Ruling and Requirements of the Witness over
Witness

Witness over witness means reporting something by a secondary
source from a primary one in the law court. The secondary source is a
person who has not seen the incidence by himself. The primary source
is the person who has witnessed the incidence face to face. Thus, the
witness over witness is a secondary source of information not a primary
one.

The witness of a righteous Muslim based on another the testimony
of another religious Muslim is generally accepted in Islam (41). This is
stressed by the following evidence:
® Evidence from the Holy Qur’an:

Allah, exalted be He, says, “And bring to witness just men from
among you and establish the testimony for the acceptance of Allah”
(42). This holy verse indicates that the witness, as a means of evidence,
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is generally accepted irrespective of being of primary or secondary
source.

® The evidence from consensus of Islam scholars:

The scholars of Islam have unanimously agreed that the witness
over witness is accepted (43). Many a scholar has reported this
unanimity. Ibn Qudamah, may Allah be merciful to him, said, “The
witness over witness is permissible. This is agreed by the consensus of
the scholars of Islam” (44). Az-Zarkashy, may Allah grant him mercy,
said, “The witness over witness is unanimously agreed upon” (45).

® The evidence from reason:

The need to maintain rights and settle disputes makes it necessary
to legalize the witness over witness. It is sometimes difficult to secure
a primary source witness and thus, rights might not be obtained and
disputes might not be settled (46).

Nonetheless, the witness over witness won’t be accepted unless
four requirements are fulfilled (47). First, it is accepted if it is difficult
to get a main source witness. Second, it is obligatory that the witness is
a practicing, religious and righteous Muslim. Third, the witness has to
identify the person whom he has reported from. Fourth, the original
witness must have demanded the reporter to keep the witness.

3.2.2. The Ruling of the Witness over Witness in the Crimes of
Prescribed Penalties

The scholars of Islam unanimously agreed that the witness of the
righteous Muslim that is reported from another religious Muslim is
accepted in the financial crimes (48). lbn Qudamah, may Allah be
merciful to him, said, “Abu-Ubeid reported that both the scholars of
Hijaz and Irag have unanimously agreed that the witness over witness
is approved in financial law cases since it is not accepted, the witness
to Wagf, i.e., endowments, shall not be valid. And it will be difficult to
make for things whose witnesses died. Thus witness over witness is
accepted for the need for it (49). Al-Qirafi, may Allah grant him mercy,
said, “The scholars of Islam have unanimously agreed that the witness
over witness is permissible” (50). However, the scholars disagree about
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the legality of the witness over witness the law cases of prescribed
penalties including adultery and fornication issues. There are two
different school of thought concerning this question. They are as
follows (51):

® The first school of thought:

The supporters of this school stress that the witness over witness
is not accepted as a means of evidence in law cases of prescribed
penalties, i.e., Hudud, and Qisas, i.e., retaliation crimes. The supporters
of this school are En-Nakha’l, Ash-Sha’bi, Abu-Hanifa and his
companions, Al-Hanabela, Ash-Shafie’ school of thought as it is stated
in their more authentic version. A-Qadduri, may Allah be merciful to
him, said, “The witness over witness is not approved as a means of
evidence of the crimes of prescribed penalties and retaliation” (52). Ibn
Qudamah, may Allah grant him mercy, said, “The witness of the
righteous Muslim over the witness of another righteous Muslim is
accepted in everything except for the crimes of prescribed penalties”
(53). This school has based its opinion on the following evidence (54):

First, the crimes of prescribed penalties, i.e., Hudud, is based on the
principle that no penalty is given on suspicious proof. And the witness
over evidence is doubtful since it is subject to fault, forgetfulness and
lying.

Second, the witness over witness is accepted because of the
necessity for it and there is need for it since concealment in the case of
the crimes of adultery and fornication is better.

® The second school of thought:

The supporters of this school think that the witness over witness
is accepted as a means of evidence in all law cases including those
related with prescribed penalties, i.e., Hudud and retaliation, i.e., Qisas.
This school is suported by Malik, Al-Laithu Ibn Sa’d, Ash-Shafie’ in a
saying, Abu-Thawr and Ibn Hazm. Al-Qirafi, may Allah be merciful to
him, said, “The witness over witness is permited in law cases of Hudud,
i.e., crimes of prescribed penalties, divorce and in every thing. The
witness of two men that is based on the testimony of a great number of
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people is accepted, but the witness of less than two men reporting from
another is not approved. The witness of women reporting from a man
is not approved unless there is a male witness with them and this is in
the financial crimes only. There must be a man with women witnesses
in order to accept their witness in the financial crimes and provided that
all of them are religious and righteous” (55). The supporters of this
school base their opinion on the following evidence:

First, Allah, exalted be He, says, “And bring two witnesses from
among your men” (56). This holy verse does not make a condition that
the witness shall be reported by a primary source. Thus, a second source
witness is accepted (57).

Second, as the crimes of prescribed penalties, i.e., Hudud, are
evidenced by a primary source witness, they also can be proved by a
secondary source witness as it the case with the financial crimes (58).

Third, since the witness over confession is accepted in the crimes
of adultery and fornication, the witness over another is also approved
(59).

Fourth, specifying the crimes of prescribed penalties, i.e., Hudud,
with certain evidence is not accepted unless there is evidence from the
holy Qur’an and Hadith and there is no evidence from either of them on
that (60). Ibn Hazm, may Allah be merciful to him, said, “There is no
evidence from the holy Qur’an, Hadith, the consensus of Islam scholars
or reason prohibits using the witness over witness as a means of
evidence” (61).

® The most supported opinion:

The most supported opinion in this issue is that of the first school
of thought that confirms that the witness over witness is not accepted as
a means of evidence in the crimes of prescribed penalties, i.e., Hudud

and retaliation, i.e. retaliation. This opinion is mostly supported because
the evidence it depends on is more authentic than the second school’s.

Thus, the electronic witness is not accepted as a method of
evidence in the crimes of adultery and fornication since it is a witness
over witness. It is a witness that is based on another one. That’s, it is

57



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

not a face to face witness. Only face-to-face witness that is approved in
the crimes of prescribed penalties, i.e., Hudud including adultery and
fornication.

The evidence the second school of thought that affirm that the
witness over witness, as a means of evidence, is accepted in all cases
including the crimes of prescribed penalties and retaliation is criticized
as follows:

First, Allah, exalted be He, says, “And bring two witnesses from
among your men” (62). This holy verse emphasizes that the witness
must have seen the event otherwise he shall not be considered a witness.
This means that he has seen the crime or accident face to face. But in
case of the witness over witness, he has not seen the event face to face
but indirectly, i.e.,by way of a medium whether human or electronic.

Second, the crimes of prescribed penalties and retaliation are not as
the financial ones. The former are the rights of Allah, exalted be He.
They do not accept forgiveness, cancellation, mitigation or
augmentation of penalty if they reach the law court. These crimes also
require a certain system of evidence. They demand a given number of
witnesses. Retracting confession is accepted in these crimes. Women’s
testimony is not approved either. But other crimes, such as disciplinary
ones, are the rights of humans. They accept forgiveness, cancellation,
mitigation or augmentation of punishment. They do not require a certain
number of witnesses. Retracting confession is not approved. Women’s
testimony is accepted. Thus, it is wrong to regard the witness in the
prescribed penalties and retaliation as the testimony on property.
Specifically, it is unfair to accept the witness over witness in the crimes
of prescribed penalties and retaliation since these crimes are not the
same as other crimes including property ones.

Third, legalization of the witness over witness in the crimes of
prescribed penalties and retaliation by analogy with that of the crimes
of property is not admitted since the possible forgetfulness and fault in
the witness over witness might result in human losses if it is accepted
as a means of evidence in the crimes of retaliation and prescribed
penalties including adultery and fornication. But in the case of property

58



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

crimes, the probable fault or forgiveness in the witness over witness
shall not lead to any loss in souls. What they can result in is a material
one.

Fourth, legalization the witness over witness in the crimes of
prescribed penalties for the nagging need as it is the case with property
crimes is not right since crimes of property are very greater in number
in comparison with those of prescribed crimes and retaliation. Thus, the
need to document property using the witness over witness is much
greater. If the witness over witness is not approved as a means of
evidence in the property crimes, people possibly find it difficult to
document their property because the face-to-face witness might die, get
absent or get ill and people lose their rights as a result (63).

In short, the electronic witness, as a means of evidence of
adultery and fornication, is not accepted according to Islam codes since
it is not a face to face witness. It is an indirect witness. It is a witness to
another one. Only face to face witness is approved by virtue of the most
supported school of thought in Islam. That’s, the crimes of adultery and
fornication need four religious Muslim men who have seen these crimes
face to face to be proven. Thus, televised pornographic scenes won’t be
considered as crimes of adultery or fornication since the doers of these
scenes are not viewed committing adultery or fornication face to face.
Nevertheless, those who accuse the doers of these scenes of committing
adultery and fornication shall not be subject to the prescribed penalty
of slander because the doers of these scenes are ill reputed. It should
also be taken into consideration that although televised sexual
intercourse between a married person and a person who is not their
spouse is not considered as a crime of adultery or fornication, this does
not mean that they shall escape punishment. According to Islam, they
shall be inflicted a disciplinary penalty because of their immoral act.
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Conclusion

The current study aimed to explore the authenticity of the

electronic witness as an means of evidence of adultery and fornication
in light of Islam teachings. The study came to the following results:

1.

Evidencing using electronic witness is providing digital facts,
information, documents in a law court to give reasons for believing
that something is true or present.

. The electronic witness is generally accepted as a means of evidence

according to Islam teachings provided that it can prove rights and the
judge is fully certain about it. Itis permitted in order that people’s
rights are fulfilled. People are sometimes unable to give bring a
witness who has seen a given event face to face because of being
dead or absent somewhere. Therefore, Islam legalizes the electronic
witness since people are in urgent need for it.

. Although the electronic witness is generally approved as a means of

evidence, it is not accepted as a means of evidence in the crimes of
adultery and fornication according to Islam codes. It is not accepted
since it is not a face to face witness. According to Islam, the crimes
of adultery and fornication have a certain system of evidence. It is
necessary that the witness of these crimes to be face to face. There
must be a given number of witnesses. These witnesses mustn’t be
less than four men. These men must be religious and righteous
Muslims. Women’s witness is not accepted in these crimes. The four
men witnesses must confirm that they have seen the adulterers or the
fornicators having full sexual intercourse. These men’s witness must
be identical.

In light of the previous findings, the present study makes the

recommendation that the lawmaker can make use of the electronic
witness as a means of evidence in the civil law. He can also stress it as
a means of evidence in the criminal law except for the crimes of Qisas,
i.e., retaliation and Hudud, i.e., prescribed penalties including adultery
and fornication.
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Footnotes

(1) The crime of slander and libel is one of the crimes that touch honor
and dignity. Slander is legally defined as attribution of a given event
to a person if it is proven true, it brings forth shame and disrespect
to this person. See: Mahmoud Naguin Hosni, edition 2, p. 608.

(2) Honor means great respect for someone.lIt also means reputation.
See: Ibn Hajjar, no. Edition, vol. 1, p. 155.

(3) Slander, according to the Islamic conception, is accusing someone
of adultery, fornication or sodomy. See: Ibn Qudamah, no. edition,
vol. 9, p. 89.

(4) The punishment of the crime of slander is prescribed according to
Islam. The convicted of this crime shall be whipped eighty lashes.
See: Ibn Qudamah, no. edition, vol. 9, p. 84.

(5) A person who has committed the crime of slander shall not be
inflicted the prescribed penalty of this crime unless the slanderer is
sane and has reached puberty. Too, the victim must be a sane, adult
and chaste Muslim. However, the judge has the authority to sanction
him disciplinary punishment if necessary. Al-Buhuti, no. Edition,
vol. 6, p. 104.

(6) Al-Mawardi, edition 3, p. 278.

(7) Abdul-Mattalleb Hamdan, no. edition, p. 5.

(8) Ar-Rafie’, edition 1, vol. 13, p. 3.

(9) Surat Al-Bagarah, Chapter of the Cow, verse 282.
(10) Ibn Katheer, no. edition, vol. 1, p. 17.

(11) Narrated by EI-Bukhari. See: Al-Bukhari, edition 1, vol. 3, Hadith
no. 2671, p. 178.

(12) Al-Harawi, edition 1, vol. 6, p. 2439.
(13) Ar-Rahibani, edition 2, vol. 1, p. 591.
(14) At-Tirmizi, edition 3, vol. 2, p. 399.
(15) Ar-Rahibani, edition 2, vol. 1, p. 591.
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(16) Ibn Qudamah, no. edition, vol. 12, pp. 2-3.

(17) Most scholars of Maliki, Shaf’ie and Hanbali schools of Islamic
jurisprudence as well as Ibn Hazm confirm that a witness and the
oath of the plaintiff are accepted as a means of evidence when it is
difficult to bring forthtwowitnesses. This is evidenced by the Hadith
that is narrated by Ibn Abbas, may Allah please him and his father,
that the Messenger of Allah, peace and blessings of Allah upon him,
made a judgment on the basis of a witness and the oath of the
plaintiff. See: Muslim, no. edition, vol. 3, Hadith no. 1712,p. 1337,
Malik 1bn Anas, edition 1, vol. 4, pp. 34-35, Al-Mawardi, edition 1,
vol. 17, p. 73, Ibn Hazm, no. Edition, vol. 9, p. 396 and p. 405, Al-
Buhuti, no. Edition, vol. 6, p. 448.

(18) Al-Qasamanh is the oathes taken in Killing lawcases. Itis used when
someone is killed and the Killer is unknown or not certainly known.
The accused persons shall swear by Allah, exalted be He, fifty times
that they are neither thekillers nor knowing them. If they swear, they
shall be acquitted of this charge. If they refuse toswear, the avengers
of blood heir shall take fifty oaths that the accused persons are the
killers, and thereby, having the right to get the accused punished.
See: As-Sarakhsi, no. edition, vol. 13, pp. 106 - 121.

(19) Al-Qiyafa is a method term used to recognize a person’s trace in
determining lineage based on traits and likeness. The person who
does this job is called Qa’if. He is a person who has special skills to
see other people in connecting, determine the lineage based on the
signs and similarities between the parties studied. See: lbn El-
Qayyim, edition 1, pp. 167 - 182.

(20) Al-Qur’a means drawing lots. See: Ibn EI-Qayyim, edition 1, pp.
223 - 256.

(21) An-Nukul means retracting taking an oath.See: lbn El-Qayyim,
edition 1, pp. 89 - 95.

(22) Al-Qarafi, edition 1, vol. 12, p. 285, Ibn Nujeim El-Masri, edition
2, vol. 7, p. 205, Ar-Ramli, no. edition, p. 8, vol. 8, p. 333 and Al-
Buhuti, no. edition, vol. 6, pp. 331 - 332.
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(23) Surat Al-Bagarah, The Chapter of the Cow, verse 282.
(24) Surat At-Talag, The Chapter of Divorce, verse 2.

(25) Surat Al-Bagarah, The Chapter of the Cow, verse 282,
(26) 1bn El-Arabi, edition 3, vol. 1, p. 329.

(27) Surat An-Nisa’, The Chapter of Women, verse 135.

(28) The witness over oneself is regarded as confession. See: Az-
Zamakhshari, no. edition, vol. 1, p. 570.

(29) Narrated by El-Bukhari. See: Al-Bukhari, edition 1, vol. 2, Hadith
no. 2584, p. 100.

(30) Ar-Ramli, no. edition, vol. 8, p. 335.

(31) Inspite that most scholars of Islam agreed that means of evidence
are restricted to a given number, they disagree on this number. Some
of them thinks that they are only six: witness, confession, oath
taking, An-Nukul, Al-Qasamah and the judge’s knowledge. Others
see that they are more than this believing that there are five more:
conclusive signs, Al-Qiyafah, a witness with oath taking, the one
man and one woman witness and the witness of children. See: Az-
Zarkashy, edition 1, vol. 7, p. 315, Al-Merdawi, edition 2, vol. 12,
p. 81, Ibn Nujeim EI-Masri, edition 2, vol. 5, p. 49 and vol. 7, p. 205,
and Ar-Ramli, no. edition, vol. 8,p. 333.

(32) 1bn Tamiyya, edition 1, vol. 18, p. 229, Ibn EI-Qayyim, edition 1,
p. 76 and Ibn Farhun, edition 1, vol. 1, p. 240.

(33) Mohamed Salim EI-Awwa, no. edition, p. 300.

(34) Surat An-Nissa’, The Chapter of Women, verse 15.
(35) Surat An-Nur, The Chapter of Light, verse 4.

(36) Surat An-Nur, The Chapter of Light, verse 13.

(37) Az-Zarkashy, edition 1, vol. 7, pp. 301 - 303.

(38) Confession and pregnancy are also means of evidence of adultery
and fornication according to Islam codes. See: Ibn Qudamah, no.
edition, vol. 9, p. 64.
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(39) Ibn Rushd El-Hafeed, no. edition, vol. 4, p. 223.
(40) Az-Zarkashy, edition 1, vol. 7, pp. 301 - 303.

(41) 1bn Hazm, no. edition, vol. 8, p. 540, Ibn Qudamah, no edition,
vol. 10, p. 187, Al-Qarafi, edition 1, vol. 10, pp.288 - 289, Az-
Zarkashy, edition 1, vol. 7, p. 361, Al-Khateeb Esh-Sherbini, edition
1, vol. 6, p. 386 and Ibn Abedeen, edition 2, vol. 5, p. 499.

(42) Surat At-Talag, The Chapter of Divorce, verse 2.

(43) lbn Hazm, no. edition, vol. 8, p. 540, Ibn Qudamah, no edition,
vol. 10, p. 187, Al-Qarafi, edition 1, vol. 10, pp.288 - 289, Az-
Zarkashy, edition 1, vol. 7, p. 361, Al-Khateeb Esh-Sherbini, edition
1, vol. 6, p. 386 and Ibn Abedeen, edition 2, vol. 5, p. 499.

(44) 1bn Qudamah, no edition, vol. 10, p. 187.
(45) Az-Zarkashy, edition 1, vol. 7, p. 361.
(46) Al-Khateeb Esh-Sherbini, edition 1, vol. 6, p. 386.

(47) 1bn Qudamah, no edition, vol. 10, pp. 188 - 190, Az-Zarkashy,
edition 1, vol. 7, pp. 361 - 365, Al-Khateeb Esh-Sherbini, edition 1,
vol. 6, p. 387.

(48) 1bn Qudamah, no edition, vol. 10, p. 187.
(49) 1bn Qudamah, no edition, vol. 10, p. 187.
(50) Al-Qarafi, edition 1, vol. 10, p. 291.

(51) Ibn Hazm, no. edition, vol. 8, pp. 540 - 542, 1bn Qudamah, no
edition, vol. 10, p. 187, Ibn Qudamah, no edition, vol. 10, p. 187, Al-
Qarafi, edition 1, vol. 10, pp.288 - 289, Al-Khateeb Esh-Sherbini,
edition 1, vol. 6, p. 386 and Ibn Abedeen, edition 2, vol. 5, p. 499.

(52) Al-Qadduri, edition 1, vol. 9, p. 185.

(53) bn Qudamah, no edition, vol. 10, p. 187.

(54) Az-Zarkashy, edition 1, vol. 7, p. 361.

(55) Al-Qarafi, edition 1, vol. 10, pp.288 - 289.

(56) Surat Al-Bagarah, The Chapter of the Cow, p. 282.
(57) Al-Qarafi, edition 1, vol. 10, p. 291.
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(58) Al-Qarafi, edition 1, vol. 10, p. 291.

(59) Al-Qarafi, edition 1, vol. 10, p. 291.

(60) Ibn Hazm, no. edition, vol. 8, p. 542.

(61) 1bn Hazm, no. edition, vol. 8, p. 540.

(62) Surat Al-Bagarah, The Chapter of the Cow, p. 282.
(63) Ibn Duwiyyan, edition 7, vol. 2, pp. 497 - 498.
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Abstract:

The rapid technological development and the massive economic
opening have caused the proliferation of electronic commerce, as well
as the transactions and the electronic contracts that accompany it
between absent or unknown people who have never dealt with each
other, which makes these transactions involve many risks for fear of
losing the rights and security of one of the parties concerned.

In order to create the element of trust and security in the field of
electronic contracts and transactions between these parties, the Algerian
legislator hastened to establish the electronic certification authority as
a legal mechanism and neutral party aimed at protecting the contracting
parties by promoting and developing the use of electronic signature and
certification and ensuring the reliability of their use.

Keywords: National electronic certification authority, The new
technology, Legal security, Electronic transactions, Electronic
signature and Certification.
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Abstract:

This study aims to explore the role of digital evidence in civil
litigation and assess the effectiveness of current legal frameworks in
protecting such evidence and ensuring its credibility before the courts.
It also seeks to highlight the technical and legal challenges associated
with safeguarding digital evidence from tampering and breaches, while
analyzing best practices used to ensure its integrity from collection to
presentation in court.

The study found that current international and national legal
frameworks require continuous updates to keep pace with rapid
technological advancements. It emphasized the importance of
enhancing collaboration between legal and technical entities to
effectively protect digital evidence, recommending the adoption of
technologies such as encryption and digital signatures as essential
standards for preserving evidence integrity. Additionally, the study
underscored the need to balance the protection of individuals' privacy
with ensuring access to necessary digital evidence for achieving justice
in civil cases.

Keywords: digitization, evidence, proof, procedures, transactions
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Abstract:

Our study deals with one of the most important topics related to
electronic transactions, which is the responsibility of the provider of
electronic certification services, as its bodies prove that the electronic
signature is attributed to the person who owns it, so it issues an
electronic authentication certificate showing the validity of the dataand
information provided.

However, if the provider of electronic certification services
breaches his obligations, he has a responsibility to bear the
consequences, and therefore we will try in this study in some detail to
show the existence of this responsibility and its absence in the light of
what was stated in Law No. 15/04 specifying the rules of electronic
signature and certification of comparative legislation.

Keywords: electronic certification — service provider —
contractual liability — tort — certification certificate.
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The electronic signature is a means of proving electronic
documents:

-An analytical study in light of Law n° 15-04 relating to electronic
signature and authentication-
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Abstract:

The scientific and technological development that the world has
witnessed, especially in the field of communication, has led to the
spread of new methods of transactions. After they were carried out in
the traditional way, they were now carried out electronically, which
made legislation think about establishing mechanisms through which to
protect the right of parties. Thus, the so-called electronic signature
appeared, which it recognized, it achieves in electronic transactions.
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2 Art 1365 du code civil frangais créé par I'ordonnance n°2016-131 du 10/02/2016: « 'écrit
consisteenunesuite delettres,de caractéres,de chiffres,ou de tousautressignes ousymboles,

dotés d'une signification intelligible, quel que soi leur support».
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* «la condition dinaltérabilité suppose I'écrit ne puisse etre modifié par Iés parties ou par les

tiers » Stéphanie Caidi, la preuve et la conservation de I'écrit dans la société de I'information,

Mémoire présenté a la Faculté des études supérieures envue de I'obtention du grade Maitrise

en droit (L.L.M), Université de Montréal, Décembre 2002,p 22.
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" Ordonnance n°2016-131 du 10 février 2016, modifié I’ Article 1367 Art 4 « la signature
nécessaire a la perfection d'un acte juridique identifie son auteur. Elle manifeste son
consentementauxobligations quidécoulentde cetacte. Quand elle estapposée par un officier
public, elle confére lauthenticité a [lacte». Disponible sur le liens:
https://www.legifrance.gouv.fr/codes/id/LEIARTI000032042456/2016-10-01, consulté
le18/08/2024,'heure de consultion: 18: 28.
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TLa différence entre signature électronique simple, avancée et qualifiée, article disponible sur
le lien: https://blog.signaturit.com/fr/signature-electronique-simple-avancee-et-quaelles-

differences, consulté le: 20/08/2024.
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" Art 1367-2 code civil francais modifier par ordonnance n°2016-131du 10/02/2016art4:
«Lorsqu’elle est électronique, consiste en l'usage d'un procédé fiable didentification
garantissantson lien avec I'acte auquel elle s'attache. La fiabilité de ce procédé est présumée.
Jusqu'a preuve contraire ».
eyl oSl g ASIY) @aadlly auderl) dolall uelgall suml) 04-15 (g5l e 09351 2
Aty sladll alel JJuS 4uad; of 2igilall didlad oo oAU adoddl oy Sy ¥
Wege AT Anwlsy Wiy @ 4l 5l Bgum90 G A @ouai Bl do dotny ¥ il ol (g ASTY)
" ASIY) pudsdloLisY
* Art 1367/2 du code civile francais « lorsqu'elle est électronique, consiste en l'usage d'un
procédé fiable d'identification garantissant son lien avec I'acte auquelelle sattache. La fiabilité
de ce procédé est présumé, jusqu’a la preuve contraire ».
) G ASIY 4 yall 3gaall Az (de A ASIY lasBoall 555 3T e lalidl doma dama®
183144 4o - 4o <2017 04 bl s 5201 02 sutall (il igm Ama 5505
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Décretn®2017-1416 du 28 septembre 2017 relatif 4 la signature électronique, JORF n° 0229
du 30/09/2017,Art 01: «.. lorsque ce procédé met en ceuvre une signature électronique
qualifiée.

Est une signature électronique qualifiée une signature électronique avancée, conforme a
l'article 26 du réglement susvisé et créée a l'aide d'un dispositif de création de signature
électronique qualifié répondant aux exigences de l'article 29 dudit réeglement, qui repose sur
un certificat qualifié de signature électronique répondant aux exigences de l'article 28 de ce

reglement ».
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bl ad 058G 0 die (29 dizm (e Zaladl aelgall 2T (gpud il pald ALy

T Art 1 du décret n°2017-1416 «la fiabilité d'un procédé de signature électronique est
présumée, jusqu’a preuve du contraire, lorsque ce procédé met on ceuvre estune signature
électronique qualifiée.

3.17794 ¢ @l 2z colaled! deze dezxo
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Gl g3Lall e 8,28 1369 8Ll (aig «(gyslimd) Gkl gilall (e 324 551 a3 G
o @3 Fnassll Byl e 39 AT Apaney ) lyymell slae] J) SLal i) qudyall
-2005 gy lly? csaslianall izl allas (asaill 972-2005 @85 o gusydl U5 ay
-#2005/08/10 gsslzy cnasshl dyls sLadll oyl (aiazll 973

ol pyoell Az Ao lid) o g ddl (o Bgum sl ig AT audsill siasg
czger Alaall el adl HLakl o gull e 17 8301 831 pas e 2l g ASTY!

234 ol pudi cnlalad ) dazme dazea !
Article 1369 code civil «ll peut &tre dressé sur support électronique s'il est établi et conservé
dans des conditions fixées par un décret en censuel d’Etat », modifié par ordonnance n°2016-
131 du 10 février 2016, portant réforme du droit du contras, du régime général et du preuve
des obligations, JORF n°0035 du 1février 2016, texte n°26.
?Décrit n°2005-972 du 10aoiit 2005 modifiant le décrit n° 1956 -222 du 29 février 1956 pris
pour l'application de I'ordonnance du 02 novembre 1945 relative au statut des huissiers de
justice. JORF page 13095.
4 Décret n° 2005-973 du 10 aoiit 2005 modifiant le décret n° 71-941 du 26 aofit du 26
novembre 1971 relatif aux actes établis par les notaires. JORF n° 186 du 11 ao(it 2005 page
13096. Disponible sur le site:
https://www.Legifranse.guov.fr/jorf/id/JORFTEX000000812471/. (Consulté: le
25/08/2024).
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T Art.17 modifié par décret n°2020-1422 du 20/11/2020, instaurant la procuration notariée
adistance art1,JORF n°0282 du21/11/2020:

« L'acte doit étre signé par le notaire au moyen d'un procédé de signature électronique qualifié
conforme aux exigences du décret n° 2017-1416 du 28eptembr2017 relatif & signature
électronique.

- Cette signature est apposé par le notaire dés acte établi, si besoin aprés réunion des annexes
al'acte. -Pour leursignature, les parties et les témoins doivent utiliser un procédé permettant

I'apposition surl'acte notarié, visible a 'écran, de I'image de leur signature manuscrite.

175



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

aad (Slyymell ] ol Gigilall Capmtll e JS 63l saums (Sar ¥ 4ild s LI
dze patll a1 elasy tyi 0938 H9uuo ol (cpadlaall Bal)) @ 3> suid e 0555
SLal
St Ogalall § Laelanlly Ag ASIY Syl o gl Al @lasy Lo dzgy ¥
Syl o g3l Jaaa? S Lad dalall uelgally qalall cpaiug I

S 0g3lall (e 1368 8ol M5 e ALkl i (suuas (qudyall gkl (ST
o ez 3Ll uz sy @Jy 63T poolie Lyl iz o 0gslall o Ly 33U a3 § ¢l
Gob e Sl Jiluogl Uy LS Jdadl il § Juady alall ols ol LY
4l iy gl o (Dt (S Sz Aagan| I Jgum sl Ylaas | ASYI LI
Olall ey Sl Al d> @ aeleadl g5 of S Yl ey ¥ Cns Jdo s
il ke il e 2l &yl g3k 3 Juadll s § o lall dauly dala
-2 sl yymell g3l Ulana @hasy 1LY o Blasl o Gigild (as 59y Wl -1 (cpiaeld
) yyell g5l Wlie elay Blas) of Ligild (ol 3929 pue Ul
sl el g5l plaiy 3las! ol yas 3929 > -1-3
10l el LS elaks Jgild (ol 399 Ul> -1-1-3

Ol cppll as¥ Aol¥ | Jaay iy ALl sua @laty sild (ad azg 13)
Cipns ild] § oldSa o il dellag Lo Slelyeg Ogilall gaday ol pile oalall
Sl o 5587 Jo¥1 £9idls 4u8yall e Basyll iyl (plad A Mk (eae i3l

A le pommelec, D. VALETTE, Maitriser les outils, Université Numérique Juridique
Francophone,
https://cours.unif.fr/repository/coursefilearea/file.php/137/Cours/D53%20Le%20Pommel
ec%20Valette/co/methodologie.html,p 11.

176



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

s 2l 9o Ley Bl (el syl 2aS ey O (galall (e o Jlallog !
Tdre @9 e pn oy G9AST] pyma pilaty oF
LS A oY 3L Wlana oty Bl BLas a9 g WL -2-1-3

S Bad ) aelgall o cudy aladl allaidly 3lass ¥ LAY As g 5Ll slyall
Ly AL qudyall gy idl ol el 808kl Balll M5 (a9 cdiallies oy Las
G5 day of wdall alys) Ll Aigae Zales duwanas ol 55T (e Juls memys e Blas¥ll
pliob sl (@alall Lo el ey & uSall o g ASTYI (e 48 ol Zolead) i Slte
Sl eadais @ ondslall 8]

el § Loy dode (o BTN dms gty (@ Sndl § Lolmy) (02 lal) 93 GAno
sode oy 4051 3] ccllzudly Bzl j2lill 592y Wl §9 Aols LYWL slasll by adl
Jud cpudlasll o O3ledl Bas ¥ Wys ALY 3l pean w38 oledV
Aniay olall sl 1308 cellzall § bogae Jiatg® capnall Bl Gland oo lall
spbass 3 edl Jadadl o el (G wdadl doull ekl s g digasany a5y Blasl
(9 ASTY
A LS ¥ g5l iy igdls i of ALY o BLaTH 3929 sLatsl &I -3-1-3

13) Blolead) T Lagdaselanall alel LY § Lglude 0585 o oY1 § (o 5iay
oy O gvalall e Dldl o 39 el Mals Laylre¥ LU Lo g, &l Lpd ydlg3
Mariuns gudpidl $all dele (ai le cas LSkl Jiluogl S oIzl giladl lda &
O 13) Lol el 1) Jguo sl diall 5 el ) ¢ 9208 Sl 1o (3 Zasel sl dilioDlo

602 o @il azpe « ol umlsll e mali !

ol Al A8Latl ols « Jo¥) Aadall e Jo AT adpilly doliell uelyall c (i) Glint (sue 2
209 o <2009 « sLes

ool ilall § ohsaSll Jud Amg bl (Agall 8okl Gl § ealall Al (Lmyssl @llus
315 4o <2015-2014 Zena L)l Baad | (i l) ALl o it cazma Aasl>

177



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

15) Slio g3ball Al o 555 Yy MalS Sl s Db dlogy s i 8y @ gyl sl
aay (ST Lin 3o Lisg AST Laud 93 ey O (s 09 309 Sl e 9 ASI] s slad
JeLs Lo o 398 ae Joypd (e 05 Y il (o lall (s pud gl s Jogy s e
A JWly dogyd Fiwl of mied cilS (Al ALy piety Yo Mol pmy ¥ it
AL S Azl LS laiel e 359! Jdudly (oalall sl gkl Al

Baclalls Ag ASU) o 24 jlate Lelas milyyme (92 La11 (e (oyaT o Gotuns
Wadz () Jguo sl Vot | 5,891 91 48l mn ASY) ol g Dlndloda § dadall
o S Ogasinns GoASIY adonll el Aalall BLull o Zegams Slele o
Moge S e 09l w9 craypeel
: 33919 o ASIY 1yl ey 3Ll ygum -2-3

G e o 3Ll (29 AL Houall um] G Syl g3l Heuat (Sa
o L) oy 339 oo 9 pe L1 9 ASTHN syl o 5Ll ¢ G e 859 syme 9 00
@l G ASTH syl o bl (doadl ool pyelly Jaguiddl g ASTY! oyl
ool Gosdl 5=l
:@usd! Gradl syl Liguo g Liig AST) LBl adodl el o g3liadl -1-2-3

Ligbuce iay el gum g Laudigs Jasmy (! g ASTYI oyl o ) L) s
pdsdll Amimy (02d5 ABglsll Aiyd, atety (SShl ppadl § Jasdl audnl]
Gl el s e Bmmmam 55Lad] Slslya ] O 15 ylSG] (e ¥ 3] gAY
0 03904 Sld] e 4y clunady (0 (e pdsg 0)lSS] Spzmay dizeie udsy I @)l
b5l 285l o ASIY syl (oolall ) alaiun @ 1318 dule 289 gl unsll
Qosd @l oyl e Bginsll g ASTY

299 o il pape (Al el g, !

178



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

a5l Lol (LAl ()9S5 dadg (e ] diiud §ysdl ppmells clivay oo sl 13] La
oY1 Jdadl T J) Ly Wl s @9 &l G (oo moglade (upye O
‘13?;_._\.5.2.”%.‘.“)@315.1.52)\ dl J}ﬂ}uyw\

1 @01 Boed syl e T i ASIY 5yl (o g3l -2-2-3
2B o)l Al (s & Ao i) At iy ateny ¥ g Jagud) 2B gl
235l gy o SSAT I3 s (0g3lall Loty G Lnslgually b im sl i ASTY
Qg 4y ety (0 e DLW eie Ay domall Agydy aiaty ¥ ol g ASTY)
Fadll G agem ¥ (oalall 018 359 §re syome ae Jarun Lo AST) syme ilis Al §

T Qosl ol sl w2 Leily Loy
vyl @ ysdl sy (nndl g ASTY 5yl oy gLl -3-2-3

G o ASTH pyoell mie &Y il il § Al odn s90m5 (Sar ¥
oliely (gudyall o dddl ) ¢ gelll 05 I clapbo dll il o o @5l el
A9 AT calall AT dais § 1sl,

O elgn aladl Calsgll ds s IS (e oyl Bigall g ASIY 5yl S
ol Ladsg cLadY Zagll 2l degazme oo iyl 451 Y] Lidg o Lo AST)
e dinss oSy ¥ 4T Y] dmpongs e LS udall addll § Lol g ASH!
eolal Lpuan) dalully dalaie g3l § dvadll Alis (2459 ol G)sdl 5yl
oe bl Led 093 @ Aaledl g5 J) lan o 0gs LS AaLadl welall ) go, Iy
Baagaml) Yo o0y 391 Sl Toe oo

602 o ¢ Bl pzys ¢ AL dmlodl e ol
.57804 ktsi ] LgALfJJ‘ ..\_'>|3.“ .A.g.:cal.mz
99 o (3l g2 e é\:o.LE.LE’

179



- abilaydly olumdd! - Goll oldd Jilug jekas Jb @g«éjﬂdyﬁ.ﬂ—
Asls -4

@ Al Buclall e 2olsusall solatll 5T oy 2wyl pounsl (iapanll
aslsall 3 gommydl ol aidy Cummy (LSO Jdadly Blag Lo 2ot LY Al
Az L (v Audyelly A ASIYT lyyael] s Blglaed ] my ikl gLl 3 Aol
d) 438 o8 850 2alas Sy Jagons o3 Lasls ol Byt Jilug g ¥ il LeS
e g (e e Lgaslad Wl § il Jlalll 228 g1 ¥ ¢ ig ASIYI LIS
S5 s 3osll LS Sl oalall e Lo L3Sy (Ldaslsy 45Lt) slLI 31
s5aalle daal
pldl-1-4
G Bgyls § dlais oy by Gig ASTH 5yl Ay dd el @2 Gyl dd) 1
Akl yulae sz @ 4T ¥ diedlw
EUPVPRE WPV-IFN RHAEVEN PERTEION) {JCUSSCAN O REPDMPER[E3 [FSS-AN
Al sg9us ey O oSy stalae 48 sy oo pabs Syl sda (o)lad
L g3l Al 2SO s ons esll] Als § (210
daylal i galall i Ll o oSl "o ) g e o ASTY QLS Sl .3
Sz 0538 yoie ol (uaBlal) usT8sl)) (e auad Blay o Gosll el pe
(Sl Bl Aaps § Jum o (g ASIYI pyoell 468 s
Dol bl pe Wplia g ASIY) ppmll Bz s @ pola)l Aol wan .4
i ¢ Lud Wy s tl o sy (Alelall BT cny 3Las¥ of Ligalall (aidly
bl Ay
sl B otll Milew s>y g gl Gig ASTYI audoddl atay i) gpddl .5
) uzmaly egall S (0 Gl gl Ay g ASTY 5ymell siasg gudadl!
&4 M3 JWlly cioud oo Taeudl g ASIYN adgall 3y ¥ (651 A (0 i
ldogyts 3azs G Ausgutdl B9all 3 Byall (oS Las) v lall ool 2uzemdl § Lo

180



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

dlacy g ASTY! Gatall 3oL dS densiud| Sloadl alasiwly da4ilall
s &3

e lally Lo il (o guaidly dolad) uelgall oy due gun ol LEW! uelyd il
Aol Lo e 5350 631 A 00 22 ¥l e lgall clliSy A (10 29 ASTYI
A a3 § @alall

Bloludl Toeay 051,8) @2y Auig AT Aoy Il oyl gyl gy ikl Cojiay ¥
A ASTH LLSTly 380! (e BLSI G Auads o]l

.6

1ol gl

Lig AST) Aadgll 2adell Lagoey dalazll Aludl Loydy dalatll pulas dyiss
(bl Ogilal (e 5,8 323 Balll § 4] Hladl

G tilae st Gl e A9 ATy AL 0S¥ (o Blolad) Tie Jonas
& swidrdll il Cadga it e o ot LolSI Y o (0o lall e ey
Sl 0elall e 1368 35U

Tier d>ge G9ild et § >l aer Wgleay Sl pllas § ol 5ale
de ol Gigilall pwany psdy sl g 4¥ (LYl § pugl dalu oolU
L Bl

e Comgiud (J wldpuatll Jodad 309 ASTY 2Ll LY § el sole)
oOlel ad) jLadl dads gl slglud ! Tuce Junds (oyay losy

A

:8|).L| 458

Bob oo Lelnl o @l aeslall wldpndl oLl ( aee bwldl de pus

181

A

2



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

dajgletd igilall alladl cldliag o AT ldY! clyaes (goguall lee 3
9 2010 (Jo¥) Aadall A8 gaml glell olygdida

Slo edo¥) Aadall (g ASIY audsilly Aol welgall (aay Olut s 4
2009 (ples caiieully ,adl) 48Lal

Sedbasatll ls (Jo¥1 dagdall (g ASHYI sl Sl cnilais dazma uiysl .5
2009 cgles caiiplly

Lo ga 5l AGll Aadall g AN 8)leetll gl Gigilall allaidl ey oy 03] .6
2014 liadl o addly Acllal)

eJo¥ Andatl by ially Asull slell 3 Lo ASIYI L) (aldleall el cagy .7
2012 (ples caueilly ,add 28Lanll s

:60ygaS | &l gyl

Ul - 5la0 Aaalpa- (Gl agdl) ¥ e cludlastl Sl cois daial, 1
Laeled) Ll (Olyag Aasle colid) Ggilall § olysaSaldl Balid Judd Eania
2011/2010

sysiS ] Juid Amg ol Akl 3ol § oYl § ealall dale dmpngl @l o .2
-2014 Apne et Bl Ay all ALl o i) azms Basl (alidl Ogilall §
315 4o 2015

s S| o guai]l

Gitailly a8 il dalall uelgall suz=ll 2015/02/01 §#,5L104-15 w8, ogilall .1
2015/02/10 §80Lall 06 ¢ 5z «craig ASTY!

G5l 5875 w8y 1a¥1 @aisg Juny :2005/06/20 § #5341 10-05 03, ¢gilall .2
& ball 44 6 5 7 eailly Jaall Gull gsslall aatlly (1975/09/26
:2005/07/20

182



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

k) coatlly Jotakl 2 3¥ls Akl s 2 ¥ (g3l3 pauaal) 09-08 o3, Ggilall .3
2008/04/23 38yLall 21§ 5z 2008/02/23 3

g ASY) 2adgll Aagdell Laso il sumll (142-16 o3 duaiall pgurdl .4
2106/05/08 @ 5yLall (285 ;7 2016/05/05 § #53l!

ud yad| AU ax LA
1. le pommelec, D. VALETTE, Maitriser les outils, Université
Numérigue Juridique Francophone,
https://cours.unjf.fr/repository/coursefilearea/file.php/137/Cours/D53
%20Le%20Pommelec%20V alette/co/methodologie.html
2. Stéphanie Caidi, la preuve et la conservation del’écrit dans la société
de linformation, Mémoire présenté a la Faculté des études
supérieures en vue de’obtention du grade Maitrise en droit (L.L.M),
Université de Montréal, Décembre 2002, p 22.

Ordonnance:

1. ordonnance n°2016-131 du 10 février 2016, portant réeforme du
droit du contras, du régime général et du preuve des obligations,
JORF n°0035 du 1février 2016, texte n°26.

Décrets:

1. décret n°2020-1422 du 20/11/2020, instaurant la procuration
notariée a distance art 1, JORF n°0282 du 21/11/2020 .

2. Décret n° 2017-1416 du 28 septembre 2017 relatif a la signature
électronique, JORF n° 0229 du 30/09/2017.

3. Décrit n° 2005-972 du 10 aolt 2005 modifiant le décrit n° 1956-
222 du 29 février 1956 pris pour I’application de I’ordonnance du
02 novembre 1945 relative au statut des huissiers de justice. JORF
page 13095.

4. Décret n°2005-973 du 10 ao(t 2005 modifiant le décret n° 71-941
du 26 ao(t du 26 novembre 1971 relatif aux actes établis par les
notaires. JORF n° 186 du 11 ao(t 2005 page 13096. Disponible sur
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Abstract:

Scientific progress and the rapid development of technology and
its impact on the legal aspect in particular contributed to the
development of legal rules, as communication between people across
time and space became easy. Itenabled them to conclude huge contracts
and deals via the Internet, and abolished the paper supports and replaced
them with new electronic methods that formed a proof system based on
codes, secret keys, numbers and electronic datavia the screen, known
as the electronic signature, which is considered the condition that gives
validity to the electronic document so that it is reliable in proof.
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Abstract

Evidence is one of the important topics in law, as it directly
contributes to determining the fate of legal disputes. Civil evidence is
the means that parties resort to in civil lawsuits to prove aright or deny
a claim, Evidence is considered important, as the judge relies on it to
build his ruling. Its concept and application differ according to legal
legislation and countries, and with the development of societies and
scientific and technological progress, It has become necessary to re-
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evaluate traditional means of proof that have long relied on written
documents and personal testimonies, and support them with modern
means based on technology and digitization, A problem was raised
revolving around the concept of civil proof and the aspects of
digitization in it?, and the answer was in this intervention, where the
means and aspects of digitization in the field of civil proof were
addressed.

Key words: Civil proof, technological development, digitization,
role, aspects.
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Summary:

Digital evidence has become a vital component in proving facts
within the modern legal system due to rapid technological
advancements and the increase in digital interactions. Digital evidence
covers a broad range of data, including emails, smartphone records,
geolocation tracking, and social media content, which can support fact
verification or reveal criminal actions. In this context, digital evidence
is a valuable asset for analysis and truth verification but also brings
legal and technical challenges associated with privacy concerns, data
integrity, and ensuring its reliability and admissibility in court.

From a legal standpoint, digital evidence must comply with
stringent procedures to guarantee its integrity and prevent
manipulation. It must be preserved in a way that guards against
alteration or tampering to ensure its reliability. Contemporary legal
frameworks offer specific guidelines for the collection, analysis, and
presentation of digital evidence, establishing standards to ensure its
integrity and deter any interference that could undermine its legal
validity.

Digital evidence significantly contributes to identifying
cybercrime perpetrators and is also effectively utilized in areas like
financial fraud cases, cybercrime investigations, and family law.

Keywords: Digital Evidence - Legal Proof - Modern Technology
- Tampering and Manipulation - Cybercrime
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Abstract:

This study is concerned with demonstrating the extent of the
authority of digital evidence in civil proof as a contemporary and new
means of proof that has had a significant impact on the development of
the rules of evidence, and in line with the technological development
witnessed by modern means of communication, the research aimed to
demonstrate the truth of digital evidence and the extent Accepting it in
evidentiary systems, as well as establishing its legal authority as
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evidence that has the same strength equivalent to traditional evidence,
is a departure from reaching its authority as evidence recognized by
legal legislation, most notably the Saudi legislator in the field of proof,
with the necessity of explicitly stipulating digital evidence as proof in
the civil field, By the Algerian legislator, to include its recognition
before the civil judge.

Keywords: Proof system:, Authentic, Digital devices , Digital
transformation.
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Abstract:

Technological development led to theemergence of new methods
in electronic transactions that were not knownin the past, Where we are
facing a new type of documents accepted in evidence, which are
electronic documents that depend on a new type of writing that differs
from traditional paper writing .
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And as it is well known, writing is not considered complete
evidence in proof unless it is signed, accordingly, the absence of the
signature deprives any document of its authenticity in proof, be it paper
or electronic documents. This led to the requirement that certain
conditions must be met in order to enhance signature confidence on the
part of most legislations that added legal validity to the electronic
signature.

Keywords: - electronic signature - authenticity of the electronic
signature in proof - the described electronic signature- electronic
signature functions.
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"Loi n®2000-230 du 13 mars 2000 portant adaptation du droit de la preuve aux technologies

de linformation et relative a la signature électronique,).O.R.F,n°62 du 14 mars 2000.

@i 301y Al 3 SLaY1 3 s AN sl B (5”63 3mn iy sl olny?

dras Aobaid Wy Agilall cluwhull slga¥l dlze " (0415 Gglall Al ¢ g e Aulys)
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- Laurent Garnier, L'authentification notariale électronique, mémoire pour l'obtention du

diplome supérieur de notariat, faculté de droit, université de Montpellier 1, 2003 -2004,

disponible sur: www.droit-tic.com
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- Cabinets FANTANEAUX, La Signature électronique, revue Fiscalité européen et droit

international des affaires »,n°125, paris,2001, disponible sur le site: www.fontaneaux.com

" Eric A. CAPRIOLI, « Aspect Légaux Et Réglementaires de la signatures Electronique »,

Article Disponible sur Le Site: www.caprioli-avocats.com

2 Julien ESNAULT, La Signature Electronique, Mémoire de DESS de droit du multimédia et de
l'informatique, Université de droit, déconomie et de science sociales, Paris Il Pentheaon -assas,
année universitaire 2002-2003,P5.

3 Art 3/1 (décret n°2001-272 du 30 mars 2001 pris pour I'application de l'article 1316-4 du
code civile et relatif & la signature électronique ,).0.R.F,n°0077 du 31 mars 2001, page n° 19):
« un dispositif de création de signature électronique ne peut étre regardé comme sécurisé que
s'il satisfait aux exigences définies au | et que s'il est certifié conforme a ces exigences dans les
conditions prévues au ll.

I- Un dispositif sécurisé de création de signature électronique doit :

1- Garantir par des moyens techniques et des procédures appropriées que les données de
création de signature électronique :

a) Ne peuventétre établies plus d'une fois et que leur confidentialité est assurée ;

b) Ne peuventétre trouvées par éduction etque la signature électronique est protégée contre
toute falsification ;

) Peuventétre protégées de maniéres satisfaisant par le signataire contre toute utilisation
par des tiers;

II- N'entraineraucune altération du contenu de l'acte a singer et de ne pas faire obstacle a ce

que le signataire en ait une connaissance exacte avant de signer ».
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" Art 5: «Effet juridique électronique:

1- les états membres veillent a ce que les signatures électroniques avancées basés sur un
certificats qualifier et crée par u dispositif sécurise de création de signatures.

a) Rependant aux exigences légales dunesignaturea l'égard de données électroniquesde la
méme maniére qu’'une signature manuscrit répond a ces exigences a I'égard de données
manuscrit au imprimées sur papieret;

b) Soient recevables comme preuves en justice ».
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"« Les états membres veillent a ce que I'efficacité juridique et la recevabilité comme preuve en
justice ne soient pas refuse a une signature électronique a la seule notif que:

-lasignature se présente sous forme électronique Ot

- Quelle ne repose pas sur un certificat qualifié Ou

- Quelle ne repose pas sur un certificat qualifié par un prestataire accrédité de service de
certification Ou

- Quelle n'est pas créée par un dispositif de création de signature ».
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" Art 6 Satisfaction de l'exigence de signature:«l. lorsque la loi exigela signature d'une certaine
personne cette exigence est satisfaite dans les cas d'un message de données s'il est fait usage
d'une signature électronique dont la fiabilité est suffisante au regard de l'objet pour lequelle
message de données a été créé au communiquée compte tenu de toutes les circonstancesy

compris toute convention en la matiére ».
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TArt 6.3: «une signature électronique est considérée fiable en ce qu'elle satisfait a I'exigence
indiquée au paragraphe 1 si:

a) Lesdonnées afférentes ala création de signature sont dans le contexte dans lequel elles
sont utilisées, liées exclusivement au signataire ;

b) Lesdonnées afférentes ala création de signature étaient,au moment de la signature, sous
le contréle exclusif de signataire ;

c) Toute modification apportée ala signature électronique aprés le moment de la signature
décelable ; et

d) Dansle cas ou l'exigence légale de la signature a pour but de garantir lintégrité de
l'information alaquelle elle se rapporte, toute modification apportée a cetteinformation apres
le moment de la signature est décelable ».

ZArt 6.4: «ale paragraphe 3 ne restreint pas la possibilité pour tout personne :

a) D’établir de toute autre maniére, aux fins satisfaire l'exigence visée au paragraphe 1, la

fiabilité de la signature électronique, ni.
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b) D’apporter de preuves de la non- fiabilité de la signature électronique ».
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2 Art 1416/4 du code civil et relatif  la signature électronique: «lorsqu’elle est électronique,
elle consiste en l'usage d'un procédé fiable d'identification son lieu avec I'acte auquel elle

s'attache. La fiabilité de procédé est présumeée, jusqu'a preuve contraire, lorsque la signature

291



- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

slazd¥l § &atlly Lol 2004 Glaz 21 flsy 75-04 @) Gsilall s LS
&412000/03/13 (35318 3o e catall syl alasdl JooSid sl 51 (08,
bl BIAY e 75-04 (g3lall uST LS cudall dmal 203 AL o e i
piasl e (ais Ay udpadl Gull Og3ladl e 171108 85 s cpe U3 g Gig ASTY)
Aayhy Laxyy Sumtay Of 0Se Gl dee Amial QLS e a3liin Ledie
Dy A

AT B ol Lisa g Al Jilae oy LY @udaily (g, all )il oy o
cldg Aale mualan G5 Laily (Gl 0g3lall ogias (ve diadin yols (ai cizga
15 g ASTY aud gl ie LS ccnalpglas (pe ol ¥l Jilaog (e Toloy Lo oladluel B
Gyd iy L Bgige 45lid) § Aeaseiadl Upusll o do Jasedl aud il Al
(99 Az etl) ae Ledilas g ig ASTYI audotll (o e 93 (e oudyall gid)

& Golsg Wslall cileas aude Gab o @iy b g9 2 ¥l ol sigdl : ¥
/1316 851 3 8oylsd Ayl aslis § (yud pudotll 1 Alid (o Buaias Bl

électronique est créée, l'identité du signature assuré et lintégrité de l'acte garantie, dans les

conditions fixées par décret en conseil d'état ». www.legifrance.gouv.fr

"Art 1108-1 (crée parloi n 2001-575 du 21 juin 2004- art JORF 22 juin 2004): «lorsqu’un écrit
est exigé pour la validité d'un acte juridique, il peut étre établi et conservé sous forme
électronique dans les conditions prévue aux article 13116-1 et 136-4 et, lorsqu’un acte
authentique estrequis,au secondalinéa de l'article 1317.

Lorsque’est exigé une mention écrite de la main méme de celui qui s'obligent ce dernier peut
I'apposer sous forme électronique si les conditions de cette apposition sont de Nature garantir
qu’elle ne peut étre effectué que par lui- méme ».

2 Art 1(Décret 2001-272 du 30 mars 2001): «... 2- signature électronique sécurisée: une
signatu re électronique qui satisfait,en outre, aux exigences suivantes:

Etre propre au signataire,

- Etre Crée par les moyens que la signature puisse garder sous sans contrdle exclusif.
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- Garantir avecl'acte auquelelle s'attache unlien tel que toute modification ultérieure de l'acte
soit détectable ».
178 0o e @ladl amll i ol e !
358 o« @lad) amyll callys dasall e ?
Art1 (Décret 2001-272 du 30 mars 2001): «Au sens du présent décret, on entend par :
Signature électronique: une donnée qui résulte de l'usage du procédé répondant aux

conditions définis a la premiére phrase du second alinéa de I'article 1314 -4 du code civil ... ».
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The Impact of Electronic Civil Evidence on the Judge's Personal
Conviction

sl gsidl 2¥ol
21.3\))_& dasl>

mourad.47dz@gmail.com

sl
Gl S s JoiS sslatll allae cye ylaeS i ¥ 3SL s 3950 oS il
Logans Le,d Cilidas Aigilall cdlalall Jlme § S0l 591 pinlall llall s
Q@ Bl teold) e (LI 391 L 0 Bugae Wolasl 3,87 Cm (2l cdlolall
59 AT Baaal 0n crgos limriol LY yuolis nls  silall Sl
LJSa] J oo Lo Iy o ASTY! oLl g ¥l sl (e iz g3 plal Byl
o9 A9 ASTH! Jiluogl Aaalsy gilall ol Bz gie Jo> somets Auigild
Al gel § Lp oLl ¢ Liasl

Aelis oLyl Al (Gl alayl gAY Al i lall claSd

Abstract

-The emergence of the Internet as a manifestation of the great
technological development witnessed by the contemporary world has
had a great impact on the field of legal transactions in its various
branches, especially civil transactions, as it has produced many patterns
that have had a profound impact on the established principles of legal
thought, especially the elements of proof, as we have become, under
this new electronic environment, in front of a new type of evidence:
electronic proof, and this has led to a legal problem centered around the

307


mailto:mourad.47dz@gmail.com

- Sbilayly St - Skl SLEY! Jilug yglas b § 8,0 Jgmall

extent of the validity of legal proof by electronic means and the extent
of the judge’s conviction of it in the civil suit.

Keywords:_Electronic environment-Civi proof-_Evidence-_Judge's
conviction
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The means of proof have witnessed great development
throughout history, and have been affected by the development
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witnessed by technology in various aspects of civil and commercial life
in the modern era. It has become necessary to keep pace with
technology and adopt modern means of proof known as digital
evidence.

This is what prompted us to write this article, which addressesthe
issue of the role of digital evidence in civil proof and the extent of its
recognition as authoritative evidence in light of Algerian legislation and
comparative legislation, which are represented in documents or signed
contracts resulting from dealing wusing modern means of
communication, and this is by addressing Its concept, characteristics,
types, and validity before the judiciary.

Keywords: digital proof, electronic document or contract,
authenticity of electronic document, electronic signature, authenticity
of electronic signature.
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