Dﬁm MOHAMED KHIDER UNIVERSITY OF BISKRA

45 FACULTY OF EXACT, NATURAL AND LIF sciENcES LRP NI IEEE¢ [IEEE Xplore" @.

THE =
INTERNATIONAL
SYMPOSIUM ON - B
INNOVATIVE

INFORMATICS

-.\.L. Nm OF BISKRA 4

CERTIFICATE OF >..._.mzu>znw/

This is to certify that
Anwar Noureddine BAHACHE

s e

R i

Scanné avec CamScanner

has presented the paper entitled R
“An Efficient ECC-Based Authentication Protocol for Secure RFID Healthcare ,
Applications”

during the IEEE International Symposium on iNnovative Informatics of Biskra (ISNIB'2025)

held at Mohamed Khider University, Biskra, Algeria, January 28-30, 2025.

Program Chair

S e

COMPUTER SCIENCE DEPARTEMENT

s ALGEMA STCTION


https://v3.camscanner.com/user/download

An Efficient ECC-Based Authentication Protocol
for Secure RFID Healthcare Applications

Anwar Noureddine Bahache
National Higher School of Mathematics
(NHSM)

Algies, Algeria

Abstract—As Internet and Communication Technologies (ICT)
evolve, RFID (Radio Frequency Identification) has become essen-
tial in healthcare for efficiently tracking and managing tagged
medical devices. While RFID tags are extensively used on various
healthcare assets, they are exposed to serious security and privacy
risks, such as eavesdropping, data tampering, and interception,
which threaten the confidentiality of healthcare professionals and
patients. Despite the development of multiple lightweight RFID
authentication schemes, many still suffer from vulnerabilities
like replay, impersonation, and de-synchronization attacks. To
address these limitations, we present a robust and efficient
RFID authentication scheme designed specifically for IoT-enabled
healthcare applications. By integrating Elliptic Curve Cryptog-
raphy (ECC), our scheme delivers strong security with a low
computational footprint, ensuring resilience against all evaluated
attack types. Comprehensive security and performance testing
demonstrate that our protocol offers an effective balance of
security and efficiency, making it an ideal and secure choice
for real-time healthcare environments.

Index Terms—RFID systems, authentication protocols, health-
care applications, Elliptic curve cryptography, security

I. INTRODUCTION

With rapid progress in ICT and automated medication
systems, RFID and WBAN technologies are increasingly
integrated into healthcare to improve patient safety [1], [2].
As a fundamental tool in pervasive computing, RFID allows
for the unique, simultaneous identification of multiple items
over a shared channel. RFID applications span a wide range,
including automated payments, access control, toll systems,
personnel tracking, e-healthcare, and supply chain manage-
ment [3].

In healthcare, RFID brings advantages such as theft preven-
tion, decreased human error, increased productivity, and cost
savings. Emerging smart healthcare systems utilize RFID for
continuous monitoring, mobility, and remote access to patient
data through cloud-based servers. While patient misidentifica-
tion remains a challenge, RFID helps mitigate such risks by
supporting precise asset and patient tracking, enhancing safety,
and improving operational efficiency. Despite these benefits,
concerns over security, privacy, and safety continue to limit
broader adoption [4], [5].

Our contribution is an ECC-based RFID authentication
scheme specifically designed for healthcare systems, effec-
tively safeguarding patient data and medical records over
vulnerable wireless channels between tags (e.g., patients) and
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readers (e.g., medical staff). Unlike secure channels used
between readers and servers, the wireless connection between
tags and readers remains exposed, requiring a strong RFID
authentication solution. The primary goals of our protocol
include:

o Establishing mutual authentication among the tag, reader,
and server.

o Ensuring compliance with security requirements for
RFID healthcare systems.

o Providing resilience against known security attacks.

o Achieving lower computational and storage costs for
resource-constrained environments.

Our ECC-based scheme not only enhances security but also
maintains efficiency, offering a practical solution for secure,
real-time healthcare applications.

The remainder of our paper is organized as follows: Section
IT presents existing related works in literature. In Section III
we present our system model and detail the different steps
of the proposed protocol. In Section IV a security analysis is
presented followed by a performance analysis in SectionV,
with a discussion. Finally, our manuscript is concluded in
Section VI.

II. RELATED WORK

In recent years, various RFID authentication schemes have
been introduced to secure RFID systems against diverse
security threats. Low-cost RFID systems face challenges in
ensuring complete security and privacy due to insecure com-
munication between tags and readers. To address these issues,
we review previous schemes along with their cryptographic
methods, strengths, and weaknesses.

Noori et al. [6] presented a scalable, efficient ECC and hash-
based protocol for healthcare, allowing low-cost addition or
revocation of devices and focusing on secure, scalable RFID
communication.

Zhu Feng [7] critiqued Safkhani and Vasilakos’s protocol
[8] and proposed a secure RFID protocol based on hash
and square root operations. Although effective in privacy, its
high resource demand highlights a trade-off between security
and performance. Xie et al. [9] addressed back-end server
vulnerabilities in RFID by incorporating an indistinguishabil-
ity obfuscation technique. Extending to cloud storage, they



reduced on-device costs and mitigated data leakage risks asso-
ciated with traditional servers. Salem et Amin [10] designed a
privacy-preserving protocol for Telecare Medicine Information
Systems (TMIS) using El-Gamal cryptography to safeguard
patient safety.

Lately, Agrahari and Varma [11] applied ECC-based Qu-
Vanstone certificates for mobile, secure, and scalable health-
care authentication with minimal computation and key size
requirements. Izza et al. [12] proposed an ECC and ECDSMR-
based RFID protocol to improve Naeem et al. [13] scheme for
wearable healthcare networks (WBANS), focusing on strength-
ened security over the internet.

Song et al. [14] introduced ZKAP, a zero-knowledge RFID
authentication protocol, offering strong privacy features but
lacking formal security verification. Shariq and Singh [15]
recently proposed a lightweight RFID-enabled protocol for
healthcare, leveraging vector space properties to enhance se-
curity and efficiency. However, it was found to be vulnerable
to tag anonymity and impersonation attacks [16]. Kumar et
al. [17] introduced a privacy-preserving, lightweight mutual
authentication and session key generation scheme aimed at
establishing secure communication for RFID-enabled IoMT
devices.

III. PROPOSED PROTOCOL

Our proposed protocol includes two primary phases: Ini-
tialization and Registration, which may be further split, and
Authentication.

A. System model

The proposed RFID-based healthcare system architecture
consists of several key components: RFID tags, an RFID
reader, and a Trusted Authority (TA) responsible for regis-
trations and management of the system.

o RFID Tags: Each patient or healthcare entity is assigned
an RFID tag that contains unique identification informa-
tion. These tags can store various types of data, including
patient medical history, allergies, medications, and other
relevant health information.

o RFID Reader: The RFID reader is a device that emits
radio waves to communicate with RFID tags. It can
read and write data to the tags within its range. In
the healthcare system, the reader is typically placed
at strategic locations to facilitate the quick retrieval of
patient information.

o Trusted Authority (T'A): The Trusted Authority is re-
sponsible for managing the registration and authentication
processes within the RFID-based healthcare system. It en-
sures that only authorized personnel can access sensitive
patient information.

The operation of our RFID-based healthcare system can be

described as follows:

1) Registration: When a new patient is admitted, the T'A
registers the patient in the system. This process involves
issuing a unique RFID tag to the patient and storing their
relevant information in the secure database.

Trusted
authority

L

Authentication and
key agreement

B e

Tags

secure

Fig. 1. RFID system for healthcare application.

2) Data Retrieval: When a healthcare professional needs
to access a patient’s information, they use the RFID
reader to scan the patient’s RFID tag which represents
a direct communication to the 7'A. The reader retrieves
the associated data from the 7'A’s database, allowing
for quick and efficient access to the patient’s medical
history.

3) Access Control: The T'A enforces strict access control
policies to ensure that only authorized personnel can
access sensitive data. This includes authentication mech-
anisms to verify the identity of healthcare professionals
before granting access to patient information.

4) Data Security: To protect patient information from
unauthorized access and ensure data integrity, the sys-
tem employs various security measures, including ECC,
hash, secure communication protocols, and regular se-
curity audits.

Figure 1 represents our basic RFID architecture model.

B. Enhanced Key Generation Scheme with Increased Re-
silience to Adversaries

« Initialization by Trusted Authority (TA):

— The TA selects an elliptic curve I, over the finite
field F;,, where ¢ is a prime number, and a base point
P of order n on E,.

— TA generates its private key o € [1,n — 1] and
computes the public key:

TAy=a-P (1)



— TA computes a salted hash H(«) = H(«||s), where
s is a securely generated salt, which will be used to
obscure « further in later computations.

o Entity U, Key Component Generation with Hash-
Based Masking:
- Each entity U, selects a random integer ¢, € [1,n—
1].
- U, computes a masked value for d,, using a blinding
factor and hash-based masking:

dy, = H(cy||ry) - P ()

Where 7, is a randomly chosen nonce. This prevents
an adversary from deducing ¢, from d,,.

- U, sends (d,,H(ID,||r,)) to the TA, where
H(ID,||ry) is a hash of U,’s ID concatenated with
ry, adding session-specific randomness to protect
ID,.

o Trusted Authority’s Enhanced Computation for Entity
U,:

— The TA selects a random integer w, € [1,n — 1]
and computes a session-based “blinded” intermediate
point:

yv:(wv'P)+H(dv||s)'P (3)

Here, H(d,||s) introduces an additional level of
obscurity with salt s, making it difficult to reverse
engineer d, from y,,.

— TA computes z, by including both H(«) and the
hashed identifier H(ID,||r,):

2o =Wy + ((Yo)e + HIDyl|ry)) - Hs(e) mod n
4)
- TA sends (yy, 2y) to U,.

o Entity U,’s Final Secret Key Calculation with Multi-
layer Hashing and Verification:

— U, computes its private key x, by combining z,, ¢,,
and the session nonce 7,:

2y = (2o + H(cy||ry)) mod n (5)
— U, verifies its key z,, using multi-factor verification:
Ly 'P:yv+((yv)w+H(1Dv||rv)) “TAp (6)

Here, H(ID,||r,) further binds the identity and
session randomness, ensuring that even if some ele-
ments are exposed, they cannot be easily correlated
or reused by an adversary.

C. Authentication phase

This scheme provides mutual authentication between a
reader Ur and a tag Ug by incorporating random values and
timestamps to ensure session uniqueness and prevent replay
attacks.

o Initialization by TA and Shared Information:

— The elliptic curve E,, base point P, and the public
key of TA, T'A,, are known to both Ur and Ug.

— Both entities (reader Ur and tag Ug) have unique

identifiers IDgr and IDg, as well as pre-shared
hashed identifiers H(IDp) and H(IDg) with the
TA.

o Mutual Authentication Protocol:
— Step 1: Up Initiates Authentication.

x Up selects:
- A random nonce rp € [1,n — 1],
- A random ephemeral value Ry for added secu-
rity,
- And generates a current timestamp 1'r.
* Upr computes the initial message for Ug:

Ml:xR'H(IDRHTRHRR”TR)'P (7)
x Upg sends (Ml,yR,IDR,H(T‘RHRR),TR) to Ug.

— Step 2: Ug Verifies U and responds.

* Ug checks that the timestamp 7T’r is within an
acceptable range to ensure freshness.
x Ug verifies M, by checking:

Ml:xR'H(IDRHTRHRR”TR)‘P (8)

If verification is successful, Ug proceeds with the
response.

Ug then selects:

- A random nonce rg € [1,n — 1],

- An ephemeral random value Rg,

- And generates a current timestamp T’s.

*

x Ug computes its response message:

MQiJSS'H(IDsuT‘SnRsﬂTs)'P (9)

*

Ug calculates a session key Kpg:

Krs = H(zs - yrllrrllrs||Rel|Rs||Tr[|Ts)
(10)
x Ug sends (Ms,ys,IDg, H(rg||Rs),Ts) to Ug.
Step 3: Upr Verifies Ug and completes Authentica-
tion.
x Up checks that the timestamp 7's is within an
acceptable range for the freshness of the message.
x Upg verifies My by checking:

MQ:$5~H(IDSH?"5||R5||T5)~P (11)
If the calculated M> matches that sent by Ug, Ugr

confirms the authenticity of Usg.
* Upg computes the session key K rg independently:

Krs = H(zr - ysl|rrllrs||Rr||Rs||Tr||Ts)
(12)

o Final Session Key and Secure Communication:
— Both Ui and Ug now share the same session key

Krg, which is used for encrypted communication.

— To secure each exchanged message, Ur and Ug use

symmetric encryption with Krg as encryption key.

— Each message is prefixed with an MAC derived from

Krgs, which ensures data integrity.

Figure 2 summarizes the authentication process.
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Step 1: Initiate Authentication
Select rr, Rg, and T
M1 =TR -H(IDR || TR || RR H TR) - P
Sends (Ml,yR,IDR,H(TR || RR),TR)

Step 2: Verify and Respond
Verify M; and Tr
Select rs, Rs, and Ts
My =2s-H(IDs ||rs || Rs || Ts)- P
Krs =H(zs yr | rr |Irs | Rr || Rs || Tr || Ts)
Sends (MQ,y57[D57H(rS H RS),TS)

Step 3: Verify Response
Verity M, and T's
Derive Krs = H(a:R - Ys || TR || TS || Rr H Rs H Tr H TS)
Calculate matching Krs and starts the session

Both Ugr and Ugs now share Krgs for secure communication.

Fig. 2. Authentication process of the proposed protocol

IV. SECURITY ANALYSIS

In this section, we assess the security of the proposed
protocol using the robust Dolev—Yao (DY) threat model [18],
which permits attackers to intercept, alter, and replay messages
transmitted over a public network channel. Additionally, we
present a comparison of our protocol with existing authenti-
cation protocols, highlighting security features (see Table I).

This analysis summarizes the defense mechanisms of the
protocol against various security threats.

1) Replay Attack Resistance

o The protocol uses timestamps Tz and Tg, ensuring
messages are fresh. Each entity checks the times-
tamp to confirm it is within an acceptable range.

¢ Random values rg,rs and ephemeral values
Rpr, Rs make each session unique, preventing reuse
of old messages.

2) Man-in-the-Middle (MitM) Attack Resistance

o ECC-based key generation and message validation
ensure that only someone with legitimate private
keys can authenticate.

o The session key Kprg requires knowledge of mul-
tiple parameters (private keys, IDs, random values,
timestamps), making it infeasible for an adversary
to compute without access to all inputs.

3) Impersonation Attack Resistance

o Mutual authentication is achieved by verifying com-
puted messages M7 and M, alongside timestamps
and random values.

o Hashing of IDs ensures only legitimate parties with
correct private keys can generate valid responses.

4) Session Key Freshness and Independence

o The session key Kpgrg is derived from both pri-
vate keys xr and xg, along with unique session
parameters (nonces, ephemeral values, timestamps),
ensuring uniqueness for each session.

o Even if a previous session key is compromised, it
cannot be reused in future sessions due to the unique
values generated each time.

5) Resistance to Key Compromise Impersonation (KCI)
Attacks

e Deriving Kpg from both private keys and unique
session parameters prevents an adversary with ac-
cess to one private key from impersonating the other
party.

o ECC-based mutual authentication ensures that key
compromise does not lead to full protocol compro-
mise.

6) Forward Secrecy

o Unique random values and timestamps ensure for-
ward secrecy; compromising xp or xg in the future
does not allow reconstruction of past session keys.

7) Resistance to Known-Key Attacks

o Each session key K g is independent due to the use
of ECC-derived keys, random values, and unique
timestamps. Previous session keys do not aid in
deriving future keys.

8) Data Integrity and Confidentiality

o A Message Authentication Code (MAC) derived
from Krg ensures message integrity. Unauthorized
modifications lead to MAC verification failure.

o Symmetric encryption (e.g., AES) with Krg guar-
antees confidentiality, making messages readable
only by the parties who share Kpg.

The comparison (see Table I) reveals that most protocols do
not fully satisfy all essential security and privacy requirements.
However, our proposed protocol not only meets all these
requirements but also resists every discussed attack, ensuring
robust protection across all fronts. This makes our protocol
a superior choice for secure, resilient RFID authentication in
vulnerable environments.

TABLE 1
DIFFERENT SECURITY REQUIREMENTS AND ATTACKS IN THE STUDIED
PROTOCOLS

Protocol | A1 | A2 | A3 | Ad | A5 | A6 A7
[6] v v * v * * N
[71 v v v v * v *
[10] v v v v v v v
[11] Ve * v v * * v
[12] X X X v * X v
Our v v v v v v v

v': Ensure/Resist x: Fails to ensure/resist * : not discussed
Al: Anonymity A2: Forward/Backward secrecy

A3: Untraceability A4: Replay attack A5: DoS attack

A6: Desynchronization attack A7: Impersonation attack



TABLE II
PERFORMANCE EVALUATION OF THE STUDIED PROTOCOLS

Protocol Computational cost Communication cost Storage cost
[6] Tecyvm + 2T +2Ts 4L Lepcyv +4L
[7] 3Ty +Tvmobs 9L+ 3Lp 2Lp
[10] 3Ty +2Tvops + TvurLr 3L+ 2Lp 3L+ Lp
[11] 2Tgcym +Teca + 2Ty +3Tyurr | 2Lecm + Lip + 2L Lecwm +6L+ Lip
[12] 3Tecym + 61Ty +Ts 6L +3Lgcm +5Lrs | Lip +2L+3Lgcm + L
Our 2Tgom + 3Ty 5L+ 2Lpg 2Lpcom + Lip

V. PERFORMANCE ANALYSIS

We employed the RELIC Toolkit [19] for implementing
both symmetric and asymmetric cryptographic operations,
leveraging its lightweight, efficient framework for asymmetric
algorithms. The experimental setup was hosted on the FIT
IoT-LAB: Open Experimental IoT Testbed [20], [21], which
includes a wide range of low-power wireless nodes and mobile
robots, enabling large-scale IoT testing. Our implementation
was run on an ST B-L475E-IOTO1A board, which features a
64-Mbit Quad-SPI (Macronix) Flash memory, an Arm Cortex-
M4 core with 1 Mbyte of Flash memory, and 128 Kbytes of
SRAM.

Table IIT outlines the cryptographic primitives used across
the frameworks we analyzed, along with the respective com-
putational times and energy consumption observed in our
implementation. Also, table IV presents the communication
cost assumptions.

Figure 3 presents the computational, communication, and
storage costs for the studied protocols on the tag side. Below,
we analyze the performance based on these metrics.

o Computational Cost: Among existing schemes, Noori et
al. [6] achieves the lowest computational cost at 261.95
ms due to the use of low-cost crypto-primitives. In
contrast, protocols like Salem et al. [10] and Agrahari

TABLE III
PERFORMANCE OF IMPLEMENTATION OF CRYPTOGRAPHIC PRIMITIVES

Operation Notation | Timing (in ms)
Hash function/RNG (SHA-256) Trr 0.154
Symmetric Enc/Decryption (AES-128) Ts 0.288
Scalar point multiplication (Curve BN-P254) | Tpcoar 261.066
ECC Addition (Curve BN-P254) Teca 197.68
Modular operation TvioD 520.432
Modular square/exponentiation operation Tyviobps 577.432
Modular multiplication TyvurT 50.2

TABLE IV
ASSUMPTIONS FOR COMMUNICATION COST CALCULATION

Notation | Description Value
Lrp |Length of ID 32 bytes
L Length of hash function result and symmetric key 32 bytes
Lgcar | Length of ECC point 128 bytes
Lrs |Length of timestamp 4 bytes
Lp  |Length of large numbers and modulus operation result| 128 bytes

et al. [11] require significantly higher times (1205.526
ms and 870.72 ms, respectively) due to the intensive use
of ECC and quadratic residue operations. Our proposed
protocol offers a balanced alternative, requiring only
522.594 ms while maintaining strong security without the
computational strain of extensive ECC operations.

o Communication Cost: Protocols such as Salem et al.
[10] and Agrahari et al. [11] maintain lower communica-
tion costs of 352 bytes, whereas Zhu et al. [7] incurs up to
672 bytes. Our protocol achieves a further reduction, with
only 168 bytes, offering efficient communication while
preserving security standards.

o Storage Cost: For storage, Xie et al. [10] uses just 224
bytes, making it suitable for RFID systems with limited
memory. Our protocol improves on this with a minimal
storage requirement of only 96 bytes, making it ideal for
RFID systems with strict memory constraints.

In summary, even though Noori et al. [6] manage to be
the most efficient in terms of computation it still fails to
protect against various attacks and doesn’t provide all security
and privacy requirements. On the other hand, our protocol
balances security and efficiency by reducing computational,
communication, and storage costs. This positions it as a
highly practical solution for RFID applications in resource-
constrained environments.

VI. CONCLUSION

In this research, we introduced an advanced lightweight
RFID authentication scheme tailored for IoT-enabled health-
care environments, addressing core security and privacy chal-
lenges in tracking medical assets. Leveraging Elliptic Curve
Cryptography (ECC), our protocol offers a strong security
foundation with low computational and storage requirements,
making it well-suited for resource-limited RFID tags. Com-
prehensive security analysis showed that our protocol effec-
tively mitigates attacks such as replay, impersonation, and de-
synchronization, outperforming many existing schemes vul-
nerable to these threats.

Performance evaluations confirmed the protocol’s efficiency,
underlining its practical applicability for real-time healthcare
scenarios. This balance of robust security with minimal re-
source demands positions our scheme as a viable and secure
choice for healthcare systems where data privacy and opera-
tional reliability are essential.
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Fig. 3. Costs of the related protocols and the proposed protocol

Future work will consider verifying the proposed protocol
using one of the well-known tools such as AVISPA and
expanding the scheme’s adaptability to evolving RFID stan-
dards and optimizing its performance for large-scale imple-
mentations, reinforcing its value in safeguarding IoT-driven
healthcare applications.
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