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Implementation and Performance Evaluation of
Public-Key Algorithms in Constrained Devices

Fares Mezrag * and Noureddine Chikouche °

(b) LIAM Laboratory, University of M’sila
M’sila, Algeria.

Abstract

Designing efficient and lightweight cryptographic schemes is crucial for resource-constrained de-
vices. This research paper evaluates the performance of five well-established public-key crypto-
graphic schemes on three such devices: IOTLAB-M3, Arduino-Zero, and Decawave DWM1001.
The evaluated schemes fall into two categories: integer factorization-based (RSA and Rabin) and
elliptic curve-based (ECIES, ECDH, and ECDSA). Through comprehensive experiments, the paper
compares the computational time and energy consumption of these schemes. The findings provide
valuable insights for selecting the optimal cryptographic schemes to use in resource-limited envi-
ronments.

Keywords: Security, public-key cryptography, constrained device, performance.

1 Introduction

To ensure the security of resource-constrained devices, it is essential to implement fundamental se-
curity measures, including authentication, data confidentiality, and data integrity. Additionally, the
development of lightweight, efficient, and secure cryptographic schemes is crucial to accommodate
the limitations of these devices.

Cryptographic techniques, such as Symmetric Key Cryptography (SKC) and Public Key Cryp-
tography (PKC), can be employed to guarantee security properties like confidentiality, integrity,
authentication, and non-repudiation. While SKC offers advantages in terms of computational ef-
ficiency and energy consumption, key distribution poses significant challenges. In contrast, PKC
provides greater flexibility and simplifies key distribution, but it often incurs higher computational
costs, which can be prohibitive for resource-constrained devices.

Recent research [4, 5] suggests that the application of PKC on resource-constrained devices
is feasible. This paper aims to evaluate the performance of well-known public-key cryptographic
schemes on three constrained devices: IOTLAB-M3, Arduino-zero, and DWM1001. Specifically,
we assess the computational time and energy consumption associated with these schemes on the
aforementioned devices.

2 Methods

This section explores various public-key algorithms and their development contexts.
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2.1 Studied public-key algorithms

This paper analyzes a performance evaluation of five prominent public-key algorithms: RSA, Rabin,
ECDH, ECIES, and ECDSA.

e RSA algorithm: RSA (Rivest—Shamir-Adleman) is an asymmetric cryptographic algorithm
introduced by Rivest, Shamir, and Adleman [1]. Its security relies on the computational
difficulty of factoring large integers. To achieve this, a massive integer, N, is employed to
derive a public key (e) and a private key (d). Encryption is performed using the public key,
while decryption necessitates the corresponding private key.

e Rabin algorithm: The Rabin cryptosystem is a public-key encryption algorithm proposed
by Michael Rabin [2]. Its security is predicated on the computational intractability of integer
factorization, a problem forming the foundation of numerous contemporary cryptographic
systems. The algorithm’s security is provably equivalent to the difficulty of factoring large
integers.

e ECDH algorithm: Elliptic Curve Diffie-Hellman (ECDH) is a key exchange mechanism
based on elliptic curves helping two parties establish a shared secret key (Pairwise Key)
through an open and insecure channel. Alice secretly selects an integer k4 (as private key)
and computes the point Q@4 = k.G (as public key) which will be sent to Bob. In turn,
Bob secretly chooses kp and computes Qp = kp.G that will be sent to Alice. Both parties
compute the shared key sk = ka.Qp = kp.Qa = ka.kp.G .

e ECIES algorithm: Elliptic Curve Integrated Encryption Scheme (ECIES) is a public-key
encryption scheme based on ECC. The scheme is designed to be semantically secure in the
presence of an adversary capable of launching chosen-plaintext and chosen-cipher text attacks.
Please refer to [3] for further details. Next, we demonstrate how to exchange a message using

ECIES.

e ECDSA algorithm: Elliptic Curve Digital Signature Algorithm (ECDSA) is a public-key
digital signature scheme based on elliptical curves. Suppose Alice wants to send a signed
message to Bob. First, Alice must create a private key k4 € Z7 and a public key Q4 = ka.G.
Bob requires QA to verify the authenticity of Alice’s signature.

2.2 Implementation of public-key algorithms

We implemented the ECIES, ECDSA, ECDH, RSA, and Rabin cryptographic algorithms within
the C programming language and the RIOT-OS [6], a lightweight operating system optimized
for resource-constrained devices. Utilizing the RELIC toolkit [7], a suitable asymmetric crypto-
graphic library for resource-constrained devices, we employed 3072-bit RSA /Rabin schemes and
256-bit Elliptic Curve Cryptography (ECC) schemes to achieve a 128-bit security level. The per-
formance of the investigated public-key-based cryptographic algorithms was evaluated on three
resource-constrained devices from the FIT IoT-LAB testbed [8]: the IOTLAB-M3, Arduino-zero,
and DWM1001.

3 Results

To assess the performance of the studied algorithms, two key metrics were considered: computa-
tional cost and energy consumption.
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3.1 Computational cost

The results, as depicted in Figure 1, indicate that the Rabin scheme incurs significantly higher
computational costs compared to the other evaluated schemes. Consequently, the Rabin scheme is
deemed computationally expensive and unsuitable for resource-constrained devices.

In contrast, the remaining schemes, as evidenced by the data presented in Figure 1, demonstrate
suitability for deployment in resource-limited environments.
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Figure 1: Computational cost of cryptographic operations.

3.2 Energy consumption

To determine the energy consumed during computation, we applied the following equation: Weomp =
V+C'xt. In this formula, Weem, signifies energy in millijoules (mJ), V represents the supply voltage,
C denotes the current consumption during CPU running mode, and ¢ corresponds to the specific
runtime in seconds.

Figure 2 presents a comparison of total energy consumption for key generation and crypto-
graphic operations. The data clearly indicates that the Rabin scheme is notably energy-inefficient
during computations, consuming significantly more energy than other schemes. The primary factor
contributing to the Rabin scheme’s increased energy consumption is its significantly higher com-
putational cost compared to other schemes. This increased computational cost directly translates
to greater energy consumption. Consequently, the Rabin scheme is energy-inefficient for resource-
constrained devices.

4 Conclusions

This paper presents a comprehensive evaluation and analysis of various public-key cryptographic
schemes on resource-constrained devices, including the IOTLAB-M3, Arduino-zero, and Decawave
DWM1001. The study focuses on comparing the performance of well-known public-key schemes
in terms of computational time and energy consumption, with the aim of identifying suitable
schemes for resource-constrained environments. The study also highlights the energy inefficiency
of the Rabin scheme, which significantly consumes more energy than other schemes due to its high

3
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Figure 2: Total energy consumption (Key generation / Cryptographic operations.

computational cost. This renders the Rabin scheme less practical for resource-constrained devices,
where energy efficiency is a critical consideration. Overall, the paper concludes that ECC-based
schemes are more suitable for deployment on resource-constrained devices
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