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Abstract

This thesis addresses the topic of digital data protection through the design and
development of a desktop application that relies on encryption and steganography
techniques. The project aims to enable users to encrypt text, audio, and
image files using RSA and AES algorithms, while integrating steganography
methods to hide data within various media. The proposed tool was developed
using the Python programming language, relying on specialized libraries for
cryptography, image and audio processing, and graphical user interface deve
-lopment. The work includes a theoretical study of encryption and security
concepts, an analysis of existing tools, followed by the design and implementation

of a practical application called SecureShield. The results showed that the



tool provides effective and user-friendly protection, making it suitable for
enhancing information security in everyday use.
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