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Abstract :

This study aims to explore the applications of artificial
intelligence in the field of cybersecurity and analyze how it is used
to improve protection against increasing threats and cyberattacks. It
also seeks to discuss the challenges faced when using artificial
intelligence in this field through the descriptive approach.
Ultimately, we reached a set of conclusions, the most prominent of
which is that artificial intelligence has contributed to improving the
ability to detect advanced attacks and abnormal activities more
quickly compared to traditional methods. Additionally, a set of
recommendations was reached that could enhance the effectiveness
of artificial intelligence in cybersecurity and reduce associated risks,
the most important of which is providing accurate and
comprehensive data to train intelligent models, while ensuring they

are continuously updated to keep up with new threats.

Keywords: Artificial Intelligence, Neural Networks, Robotics,
Encrypted Algorithms, Cybersecurity.
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Abstract

Cyber threats are considered dangerous phenomena that differ
in nature from traditional threats, as they pose significant challenges
to the security of individuals and nations. With technological
advancements and the emergence of artificial intelligence (Al) as a
powerful innovation influencing various fields, including
cybersecurity, this study aims to highlight the role of Al technology
in enhancing cybersecurity. The research relied on a descriptive
approach and concluded that there is an urgent need to adopt
specialized legislation to regulate the various uses of Al technology,
with the aim of protecting privacy and enhancing security. The study
also recommended the establishment of specialized bodies to address

this issue.

Keywords: Artificial Intelligence, Cybersecurity, Security,
Cyber Spacee, Artificial Intelligence Applications
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Chapter 05

Digital sovereignty in Algerian Iegislation

Mabhcer Lotfi

Faculty of Law and Political Sciences, University of Tlemcen

lotfi.mahcer@univ-tlemcen.dz

Abstract:

The wave of change in the field of providing and
communicating information has pushed all governments to shift
towards electronic administration. The profound qualitative and
quantitative transformations that the digital age is experiencing with
all its horizons, and that the digital revolution “has begun to affect
all aspects of life, especiaHy the impact of the digitai revolution on
the sovereignty of states, and that the digitai threat that has
transcended the traditional concept of sovereignty has produced a

new face of colonialism.”

The continuity of countries today depends on their ability to
protect their digital sovereignty from cyber security threats,” and a
cyber-defense strategy to establish a defense system that includes

many technical and legal aspects.
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The importance of digital transformation in Algeria and
measuring its impact on human probiems on the one hand and on
activating development and enhancing its sustainability on the other
hand. In this regard, we seek to compare the limits of the
contribution of digitai transformation in serving the public interest
by reviewing the reasons for adopting digitization through the

electronic administration mechanism.

Keywords: Digitai sovereignty, Digital Transformation, Public

Service, E-Government.
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Introduction

The wave of change in the field of information delivery and
communication has pushed all governments towards electronic
management. Therefore, we find several developments driving the
adoption of electronic management, including those related to
government officials who are developing new methods to improve
government work. This is to increase the efficiency of service delivery
and sometimes in response to pressures from citizens, the business

sector, or other parties related to government work.

And we find that in every country, there are real motivations
that call for the transition to electronic governance.
Considering other motivations. Depending on the economic and
political situation of this country, the most important of these

motivations are as follows.!

-The acceleration of scientific progress and technological
development: With the spread of electronic culture and the
advancement of communications, which have led to the
interconnectedness of human societies through globalization trends

towards a global village.

-The shift from traditional management styles to the new
management thinking based on communication and information
technology, understanding it from an administrative perspective that

focuses on defining the organization's strategic goals and exploring

! Yves Guichet, Constitutional Law ; Ellipses, Paris, 1996.
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The appropriate technologies capable of helping it achieve its
goals.

-There are many reasons that have prompted many countries
and organizations to hasten the implementation of e-governance in
their management, including:
-The internet as a global network has made the world a small and

homogeneous village.

- Globalization, which has been considered a driving force for

many countries to improve their services and rise to global standards.

To obtain the global quality certification for its service in terms

of citizen satisfaction on the other hand.

-The trend towards privatization has increased, as this trend
has pushed the new world of countries towards privatizing their

services.

-In addition to administrative procedures and complex

operations and their impact on increasing business costs.

- The difficulty of providing circulating data to employees in

the organization

-The necessity of achieving continuous communication among

employees as the scope of work expands

It becomes clear to us that the primary reason for accepting

the idea of electronic management, which is an alternative to
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traditional management, is the necessity to respond to the
requirements of both internal and external environments. The
internal environment generates a lot of information and employee
and worker records, which are difficult to control. Externally, due to
numerous transactions with partners, suppliers, and others, there is
an excess of information about them and a lack of control. Electronic
management relies on computers in its various transactions, which

contributes to controlling these aspects.

Based on the above, we pose the following question:

To what extent does the internet affect state sovereignty?
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1- Concept of Digital Sovereignty

1-1 The Concept of Classical Sovereignty

It seems there is no text to translate. Please provide the text
you'd like me to translate. Sovereignty is the fundamental legal
characteristic of the state. While the state shares with other entities
the acquisition of legal personality, it alone possesses sovereignty.
Meaning that it has the supreme authority that no other power or
body can surpass, and this makes it superior to all others, considering
itself as the supreme cornrnanding authority. Therefore, state
sovereignty simply means that it is the source of other authorities.
Sovereignty is original and inherent to the state, distinguishing it
from other political entities. Sovereignty Is a single, indivisible unit,
regardless of the number of public authorities, as these authorities

do not share sovereignty but rather share jurisdiction.1

Sovereignty is original and inherent to the state, distinguishing
it from other political groups. Sovereignty is a single unit that cannot
be divided, no matter how many public authorities there are, because
these authorities do not share sovereignty but rather share
jurisdiction. The term "sovereignty" is derived from the Latin word
"supraners,” meaning "the highest." This concept was developed by
the jurist Jean Bodin in his six books on the Republic in 1576.The

! Dominique Rousseau "the constitution or politics differently" Débat magazine, no. 64, March

1991, p. 183
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word "sovereignty" is derived from the Latin word "supraners,"”

meaning "the highest."

This concept was developed by the jurist Jean Bodin in his six
books on the Republic in 1576.

The term "sovereignty" is derived from the Latin word
"supraners,” meaning "the highest." This concept was developed by
the jurist Jean Bodin in his six books on the republic in 1576. Thus,
the sovereign nature of state authority means its independence and
lack of subordination to any other authority, enabling it to impose
its binding will on individuals and entities without dispute. It also
allows the state to exclusively organize the fundamental affairs of
society, whether related to private or public relations, through the

institutions created for this purpose.

So, the meaning of the sovereign nature of state authority 1s its
independence and lack of subordination to any other authority,
enabling it to impose its binding will on individuals and entities
without dispute. It also allows it to take sole responsibility for
organizing the fundamental affairs of society, whether related to
private or public relations, through the institutions established for

this purpose.1

So, the concept of the sovereign authority of the state refers to
its independence and its lack of subordination to any other authority,

enabling it to impose its binding will on individuals and entities

1 Favoreu Louis "Constitutional Law: Law of the Constitution and Constitution of the Law,"

French Review of Constitutional Law, no. 1, 1990, p. 79
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without dispute. It also allows the state to take sole responsibiiity for
organizing the fundamental matters of society, whether they pertain
to private or pubiic relations, through the institutions established for
this purpose. Consequentiy, sovereignty entails a set of

consequences.
Consequentiy, sovereignty entails a set of outcomes, which are:

- The state is the oniy institution that holds an inherent
authority not derived from any other authority that precedes or

follows it.

- This sovereignty, represented by that authority, is a supreme
sovereignty that is not surpassed by any other authority, neither

within the state nor outside it.

- The state, as the owner of that sovereignty, is the one that
determines and establishes its iegal organization throughout its
national territory, which includes moral principies and material
rules, without being influenced by factors other than the

requirements of national sovereignty.

- The state is the starting point and source of all authorities

that arise from that politicai and iegal organization.

- The state uniquely determines its competencies and the scope

of its influence.

- The state, as a result of the above, monopolizes the

manifestations of sovereignty that it exclusively holds, such as the
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pubiic force including the army and police, the minting of currency,

and SO Oon.

The state, as a result of the above, monopoiizes the
manifestations of sovereignty, such as the pubiic force, the army, the
poiice, the issuance of currency, and so on. Based on these resuits, it
can be said that the state's enjoyment of sovereignty makes its

authority original, supreme, unified, and indivisible.

Based on those results, it can be said that the state's enjoyment
of sovereignty makes its authority an originai, supreme, and

indivisible one.

1- Forms and manifestations of sovereignty: Sovereignty is
divided into iegal and poiiticai forms, and it is practically manifested
through various fields or aspects, both internaiiy and externaiiy, as

weii as regionally and personally.

A- Forms of sovereignty: The authority of the state is
characterized by being iegai and poiiticai sovereignty.

Legai sovereignty refers to the state's authority to issue
iegisiation through its representatives, enforce it, and punish anyone
who violates it. As for poiiticai sovereignty, it refers to the peopie in
its poiiticai sense, who are credited with choosing the poiiticai
officials who have the right to exercise iegai sovereignty. Thus, it is
the authority of the people to choose those who will be responsible

for managing public affairs in the state.
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B- Aspects of Sovereignty: Sovereignty has several fields or

aspects, the most important of which are:

- Internal sovereignty and external sovereignty: Internal
sovereignty refers to the supreme authority of the state exercised over
individuals and entities within its territory. Accordingiy, it can issue
orders, iegai rules, and generai directives that have binding force and
must be obeyed by individuals. It is also capable of performing all
actions of particuiar importance to governance and poiitics, such as
drafting the constitution, determining the system of government,
imposing taxes, maintaining order, managing pubiic facilities,
minting currency, directiy supervising the judiciary, monopolizing
internal and external defense tasks, and undertaking the mission of
maintaining security and public order... All these actions express

sovereignty in its positive sense.

The state is subject oniy to its independent and singuiar will,
due to the supremacy and elevation of its authority and the absence

of any higher or paraiiei authority.

As for external sovereignty, it is the sovereignty exercised by
the state in relation to other states, meaning the set of rights and
powers it exercises in the international community, in its foreign
relations, such as the right to conclude treaties and international
agreements, the right to dipiomatic representation and joining
international organizations, the right to declare or end war, as well
as the right to follow up on and protect the affairs of its nationals

abroad. Thus, sovereignty in this sense is of a negative nature because
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it does not impose specific actions on the state except for the
restrictions imposed by international law and the treaties and

agreements it has freeiy entered into.

However, a state's external sovereignty can be compiete or
incompiete. It is cornpiete if the state is fuiiy independent and not
subject to another state, which is referred to as fuily sovereign states.
External sovereignty is considered incomplete if the state retains
some aspects of its external sovereignty while iosing others, due to
its subordination to another state, such as protectorates and
territories under mandate or trusteeship, which are referred to as

partiaiiy sovereign states.

- Territorial sovereignty and personal sovereignty: Territorial
sovereignty defines the state's exercise of its sovereignty within the
boundaries of its territory, where it practices all aspects of
sovereignty, inciuding the authority to command and prohibit,
impose penaities, and issue laws and reguiations to be appiied to
everyone within its territory, regardiess of their affiliation with its
peopie. Therefore, territorial sovereignty is determined by the
presence of individuals within its territory, whether they are citizens
or foreigners, and as a result, the state has no authority over its

citizens if they are outside its territory.

As for personai sovereignty, it is where the state defines the
scope of its sovereignty over the individuals who make up its people
and enjoy its nationaiity, whom it calls "citizens or subjects" and who

hold its nationaiity. The state exercises personai sovereignty over its
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citizens, whether they are within the state's territory or outside it in
the territory of a foreign state. Accordingly, under this sovereignty,
the state has the right to track its citizens in foreign countries, but it
does not exercise this sovereignty over foreigners residing within its

territory because they are not its citizens.

Digitai sovereignty is considered one of the modern concepts
in management science, resuiting from many deveiopments that
contemporary societies have experienced since the transition to
electronic work to improve pubiic service and reduce material
expenses by introducing modern technoiogies and means, inciuding
information systems. The system is defined in two ways: one is a
concise definition, such as the foiiowing: a system is a set of elements
that integrate with each other to achieve a specific goai. The
expanded definition describes it as a set of interrelated components
that work together to achieve a common goal. Inputs are accepted

for systematic processes to produce outputs.

The definition of information is data that has the quaiity of
credibiiity and is presented for a specific purpose or goai.
Information is developed and elevated to the status of knowiedge
when used for comparison and evaluation of previous and specific
results and for the purpose of communication. As for the information
system, it is defined as a systematic way to store data and information
about each user with the aim of assisting in planning, decision-
making, and providing compiete reports on every activity that serves

the organization's goals.
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Lucas defined it as a set of procedures, software, machines,
installations, and methodologies necessary for data processing and
retrieval, which are essential for managing the organization's

activities.

As for the Human Resource Information System, it is defined
as a system designed to perform a specific function within the
organization's operations, specifically to manage human resources
and primarily to provide the information needed by managers to
make decisions related to the effectiveness and efficiency of human
resource utilization, enhancing performance levels to fulfill their role

in achieving organizational goals.
1-2 The concept of digital sovereignty

The concept of digital sovereignty and the changes occurring
in the global system, along with new transformations in concepts
and roles, have led to the emergence of new actors who now share
the sovereignty of states. This is achieved through the creation of
what is called soft power, which works to change concepts towards
reality by overwhelming the system with a massive amount of
information, making the ability to absorb it minimal. Therefore, one
of the most significant challenges we face today in decision-making
and achieving developmental goals is the ability to discern the

truthfulness of information.

Among the topics related to the concept of "digital
sovereignty" and "requirements for societal security and digital

development,” the lecture aims to "enable various national
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institutions to benefit from studies conducted by several Algerian
professors in the fields of cyber warfare and awareness plans, and to
address various terms and meanings, as stated by the organizers of

the scientific event."

It will work on this sensitive issue, which is experiencing
significant developrnents and qualitative leaps in its aspects related
to wars, influence, and espionage, with the aim of forming a scientific
culture on how to use virtual domains and maintain Vigilance against
any attempts to breach or attack the institutions and resources of the

nation.

This topic: "Based on regional and global contexts witnessing
widespread dissemination of modern technologies, virtual spaces,
and artificial intelligence, and their use to provoke crises and as a

weapon."

And in the context of supporting the efforts of the state and
various institutions to instill a cyber culture that contributes to

enhancing Algerian national security.

Countries, economies, and societies have come under the

threat of digital attacks. Sovereignty has taken on a digital face.

So, what does digital sovereignty mean? What are its pillars?
What is its relationship with political and economic national
sovereignty, and the security and stability of societies? And what is

its position in the international competition for influence?
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And technology has begun to be used to influence sovereignty,
so the borders of virtual countries must be protected from internal
concepts, especiaiiy those related to social media that need to be
regulated because they represent fertile ground for promoting
electronic campaigns that attempt to undermine the sovereignty of

countries and manipulate and destabilize pubiic opinion.

Digitai sovereignty is "the abiiity of countries to operate in the
electronic space and ensure that their rules are respected by various

actors in the virtual world."

The virtual space and its interactions, aiong with modern
technoiogies, are intensiveiy used in wars and conflicts. The latest
exampie was in Lebanon when the Zionist entity detonated
communication devices in the hands of their owners, resuiting in the
deaths of many of them, in addition to expioiting the virtual space

in psychoiogicai warfare.

The threat to sovereignty no ionger comes oniy from massive
armies and deadly weapons. It can also come from digitai devices
and programs that oniy need to manipuiate symbois, numbers, and

secret channels.

The concept of digitai sovereignty is "linked to the sensitivity
of data and electronic information and the importance of preserving
them," and that "many countries face significant chaiienges in

securing their cyberspace amid digitai transformations."
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Current threats "are not limited to military wars, but have
extended to digitai and software technologies that require adopting

new strategies and approaches."

Cyber threats are considered a new face of colonialism and
their impact on the sovereignty of nations, caiiing for the adoption
of defense strategies based on deveioping infrastructure and investing

in local human resources.

Algeria fully recognizes the importance of digital sovereignty
and strives to enhance it through the national digitai transformation
strategy outlined by the President of the Repubiic, Mr. Abdeirnadjid
Tebboune, in order to build an inclusive digitai economy, improve
pubiic services, and promote digital integration within the

framework Of PI‘OteCtil’lg and securing personal data.

2- The Status of Digital Sovereignty in Algerian

Legislation

He clarified in this regard that the Algerian legislator
"established state control over its digital space as a confirmation of
its sovereignty and an enhancement of the guarantee of the privacy
and sanctity of its citizens and anyone present on its territory,"
referring to Law 07-18 related to the protection of natural persons in
the field of processing personal data, which is considered "a
constitutional mechanism for establishing the legal framework for
the data processing system in our country, and addressing the

repercussions of the rapid development of information and
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communication technologies on private life, personal freedom,

honor, and reputation."

And also Law No. 12-12 dated 14 Sha'ban 1430, corresponding
to August 5, 2009, which includes specific rules for preventing and
combating crimes related to information and communication

technoiogies.

In this regard, he ernphasized that the President of the
Repubiic has given "special attention to protecting natural persons
in the field of personal data processing” through "mechanisms for
promoting and deveioping human rights and adapting care methods

to technoiogicai advancements."

He mentioned that Aigeria has worked on "keeping pace with
technological advancements in media and communication by
amending and enacting legislative texts that contribute to
strengthening digital sovereignty, including the Electronic
Communications Law, the Personal Data Protection Law, and the

Cybercrime Law."
1-1 Law and Digital Sovereignty

Algerian iegislation has addressed cybercrimes by issuing
general and specific laws. The Algerian Constitution of 2016 also
guaranteed the protection of fundamental rights and individual
freedoms. These constitutional principles have been enshrined in
practice through legislative texts included in the Penal Code and the

Code of Criminal Procedure.
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Criminal procedures that prohibit any violation of these rights.

The Algerian legislator addressed the criminalization of acts
affecting computer systems, amending the Penal Code by Law No.
04-10 dated November 10, 2004, which modifies and supplements
Ordinance No. 66-106 containing the Penal Code, under the title:

"affecting automated data processing systems."

This section includes eight articles from Article 394 bis to
Article 394 bis 7.

In this law, the local jurisdiction of the Public Prosecutor in
the field of cybercrimes has been extended, according to Article 37,
Paragraph 2 of the Code of Criminal Procedure (Order 15-02, 2015).
Local jurisdiction extends if it concerns drug offenses, organized
crime crossing national borders, crimes affecting automated data
processing systems, money laundering, terrorism, crimes related to
foreign exchange legislation, corruption, and smuggling (Ohaibia,

2018, p. 358).

The law also stipulates searches in Article 45, Paragraph 2 of
the same amended law. Additionally, Article 65 bis 3, Paragraph 5
states that in cases of crimes affecting automated data processing
systems, the competent Public Prosecutor can make technical
arrangements without the subject's consent to capture, intercept,
broadcast, and record speech made in private or confidential places,

whether public or private.
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Algeria sought to address the legal vacuum by strengthening
its legislative system, especially since 2009, when Law No. 09-04
concerning the special rules for the prevention and cornbating of
crimes related to information and communication technology was

issued on August 5, 2009. (Law No. 09-04, 2009).

This law also contained 19 articles distributed over 6 chapters

derived from international agreements.

International (Budapest Convention, 2001), and this law is in
line with national legislation, especially those related to combating
corruption, money laundering, and terrorism financing, as this law
stipulates the establishment of
The National Authority for the Prevention and Combating of Crimes

Related to Information and Communication Technology.
1-A Within the framework of Law 09-04

Digital transformation is considered one of the most important
features of the current era, on one hand, and on the other hand, it
makes it susceptible to risks such as hacking, exploitation, and
espionage. Therefore, it has become urgent to study the aspects of
criminal protection for this data within the framework of digital
transformation and the spread of artificial intelligence technologies
to ensure the security and safety of this data. Additionally,
determining which data should be protected under criminal law is

extremely difficult.
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Because this data cannot be restricted due to the diversity and
multiplicity of data types, the greatest difficulty lies in determining
what can be published and generalized, and what is the opposite, and
when it becomes criminal to do so the inability to establish a clear
standard for distinguishing between authorized and protected

information makes the picture unclear for all citizens.

According to the details and texts of Law 04-09!, the first
chapter included general provisions and clarified the purpose of the
law is to establish specific rules to prevent and combat crimes related
to information and communication technologies. This means
forming the basis for the automated processing of data as stipulated
in the Penal Code and any other crime that incites or facilitates its
use in an information system, electronic communication system, or
any other system, using the data mechanism being implemented. For
a specific program, information programs are defined as any process
of presenting facts, information, or concepts in a form ready for
processing in an information system. The legislator also addressed
the concept of electronic communications, which includes any
transmission or reception of signals, writings, images, or sounds by

electronic means.

or voices or different information by any electronic means. The

legislator has limited the scope of this law in consideration of the

1 Law No. 09-04 dated 14 Sha'ban 1430, corresponding to August 5, 2000. It includes specific
rules for the prevention and combating of crimes related to information and communication

technologies. Official Gazette No. 27, dated 16/08/2009.
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laws that ensure the confidentiality of correspondence.
And the freedom of societies in terms of the requirements of pubiic
order and the necessities of investigations or inquiries as outlined in
the provisions of the Criminal Procedure Code’. The second chapter
of the law addresses the subject of monitoring electronic
communications and the cases in which electronic monitoring may
be used to prevent acts considered terrorist, sabotage, or crimes
affecting state security. In the event of information being available
about a potential attack on an information system in a manner
similar to that which threatens public order, national defense, or state

institutions.

the national economy, within the framework of the law and
with written permission from the competent judicial authority.
Finally, the legislator clarified in Chapter Five the name of the
authority and its competencies, as it is a national body for preventing
and combating crimes related to information and communication
technoiogies. It specifically undertakes the activation and
coordination of operations to prevent and combat crimes linked to
information and communication technoiogy, and assist the judicial

authorities.

! Code of Criminal Procedure. Order No. 155- 66 dated 18 Safar 1386 corresponding to 2,
amended and supplemented by Law No. 13-23 dated August 5, 2023. Official Gazette No. 52.
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Where the judiciai police services are responsibie for
investigating crimes related to information and communication

technoiogiesl.

2-2 Achieving digital sovereignty

Algeria has made tremendous efforts to reach the readiness of
the National Digital Transformation Strategy project, which
generaiiy aims to change the digitai management styie and preserve
the information and data of Algerians, especiaiiy in the field of
investment in the financial and banking sector to realize the
infrastructure axis. This was crowned with the signing, last Aprii, of
the deal related to the establishment of the Algerian National Center
for Digital Services between the High Commission for Digitalization

and the "Huawei Consortium" in the capital and Blida.

The project aims to achieve digital sovereignty and work on
iocaiizing national information by reiying on a national information
system that includes the national interoperabiiity piatform, which
will connect sectoral information systems, as well as the national
database and the national interactive portal for digitai services that
includes 40 digital pubiic services for the benefit of citizens and

institutions.

The government is currentiy rnaking steady and serious strides
towards digitizing all sectors, with a focus on the financial and

banking sector, in line with the commitment of President

! According to the provisions of articles 12, 12, 15, 02, 02 of law 04-09. The previous source.
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Abdelmadjid Tebboune, which states, "Achieving digital
transformation to improve communication and generalize the use of
information technology, especially in public facility administrations,
and improving the governance of the economic sector, in line with
global technological developments supported by digital
transformation and artificial intelligence technology, such as the

reliance on blockchain technology."1

Algeria is considered one of the Arab countries that work on
preserving its digital sovereignty, at a time when there are individual
actions and programs for each country, awaiting a unified stance in
the field of communications and data security protection. This will
emerge from the meeting in Saudi Arabia, where there will be a
unified vision for protection and communications, and later a
program to empower Gaza, Sudan, and Arab countries still in a state
of war, including those that have lost their right to communications,
internet, and high—speed data. At the same time, the Arab League is
betting on Algeria's proposals in the field of infrastructure to achieve

comprehensive and purposeful connectivity in the Arab region.

Algeria possesses several factors that make it competitive for
the highest regional and international ranks. The political will from
the President of the Republic, who has made the dissemination of

modern communication technologies and the digitization of

! Al-Fatis, Muhammad bin Saeed, National Sovereignty in the Era of Virtual Geography, research

published at the following link: /http://www.google.com/amp/s/.annabaa.org/arabic/informatics
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government services one of the key pillars of his ambitious program

to revive Algeria's economy, has been a significant contributor.

"In Algeria, we find no meaning in technology if it is not
available to everyone regardless of social status or geographical
location. What the country has achieved in terms of connecting to
the fiber optic network and in terms of generalizing access for
families, individuals, and institutions to fixed or mobile internet is
evidence of this direction we Dbelieve in,” he stated.
The first phase will also see the commissioning of the first national
data center with all its components, including the infrastructure,
interoperability platform, national public service database, interactive
public service portal, and national cloud. During this period, 14 fully

digital public services will be put into operation.

The second phase is expected to be enhanced by the
commissioning of the second national data center with all its
components and infrastructure, including the interoperability
platform, the national public service database, the interactive public
service portal, and the national cloud. This will occur three months
after the first national data center becomes operational, launching 26

fully digital public services.

The implementation of these steps involves the creation of an
infrastructure consisting of two national data centers that meet the
approved standards, with the aim of hosting and centralizing
national data within the national territory.

This project is the first of its kind in Algeria in terms of the set
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objectives, its execution, scale, and the technologies used in its

components.

The goai is to improve the transfer of skills and expertise in
the field of executing such high—tech projects. Especiaiiy since some
stages of its impiementation will enable the involvement of
digitaiization actors and Algerian economic partners, aiiowing them

to benefit from expertise in this field.

Algeria has made significant strides in the digitai
transformation process, which is expected to eliminate bureaucracy,
adopt transparency in pubiic administration, and strengthen the
foundations of electronic governance, embodying the principle of

digitai national sovereignty.

These rapid steps are a manifestation of President Abdelmadjid
Tebboune's commitment, number 25, which states "achieving a
digitai transformation to improve communication and generaiize the
use of information and communication technoiogies, especiaiiy in
pubiic service administrations, and improving the governance of the
economic sector." In September, the President established the High
Commission for Digitaiization, which reﬂects—according to
experts—the importance the President piaces on the process.
In his evaluation of a presentation on digitai transformation in
Aigeria during a cabinet meeting last Tuesday, the President of the
Republic praised the "clarity of the vision for Algeria's digital
direction," reminding that "the main goai of this massive project is

to eliminate the bureaucracy that hinders projects, adopt
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transparency in managing public affairs, and accurateiy determine

the country's needs in all sectors."

The High Commission for Digitaiization, a public institution
of a speciai nature under the supervision of the Presidency of the
Republic and endowed with legal personality and financial
independence, is responsibie for ensuring the monitoring and

impiementation of the national digitaiization strategy.

It is also responsible for ensuring the alignment of the
digitization pians of the relevant sectors with the national digitization
strategy, evaluating the achievements of each sector, and Proposing
necessary corrections. Additionaily, it undertakes the identification
of priority projects and strategic investments, the mobilization of
human resources, and the financial tools specific to them. It also
proposes regulatory and iegal tools and/or any technical solution to
ensure the effectiveness and continuous improvement of the digital
transformation axes, and suggests any measures that would enhance

digitai sovereignty and deveiop the national product.

In this context, the High Commission for Digitaiization
launched national workshops on preparing the national digitai
transformation strategy, where participants confirmed that the
efforts of public authorities to establish a national strategy in this
field would achieve digitai sovereignty, which is an urgent need in
today's world. In the same context, the Council of Ministers, which

met the day before yesterday, approved the project to create a "base
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for storing and protecting electronic data by the Chinese company

Huawei."

The strategy is also expected to be reinforced by a specific law
on digitalization, which the High Commissioner for Digitalization,
Mariem Ben Mouloud, confirmed her body is currently preparing
the draft of this text, highlighting that it will be ready during the first
quarter of the next year as the regulatory framework for the field of

digitalization.

These rapid steps are a manifestation of President Abdelmadjid
Tebboune's commitment, number 25, which states "achieving a
digital transformation to improve communication and generalize the
use of information and communication technologies, especially in
public service administrations, and improving the governance of the

economic sector.”

In September, the President established the High Commission
for Digitalization, which reﬂects—according to experts—the
importance the President places on the process.
In his evaluation of a presentation on digital transformation in
Algeria during a cabinet meeting, the President of the Republic
praised the "clarity of the vision for Algeria's digital direction,"
reminding that "the main goal of this massive project is to eliminate
the bureaucracy that hinders projects, adopt transparency in
managing public affairs, and accurately identify the country's needs

in all sectors."
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The High Commission for Digitalization, a public institution
of a special nature under the supervision of the Presidency of the
Republic and endowed with legal personality and financial
independence, is responsible for ensuring the follow—up and

implementation of the national digitalization strategy.

It is also responsible for ensuring the alignment of the
digitization plans of the relevant sectors with the national digitization
strategy, evaluating the achievements of each sector, and Proposing
the necessary corrections. Additionally, it undertakes the
identification of priority projects and strategic investments, the
mobilization of human resources, and the financial tools specific to
them. It also proposes regulatory and legal tools and/or any technical
solution to ensure the effectiveness and continuous improvement of
the digital transformation axes, and suggests any measures that
would enhance digital sovereignty and develop the national product.
In this context, the High Commission for Digitalization launched
national workshops on preparing the national digital transformation
strategy, where participants confirmed that the efforts of public
authorities to establish a national strategy in this field would achieve
digital sovereignty, which is an urgent need in today's world. In the
same context, the project to create a "base for storing and protecting

electronic data by the Chinese company Huawei" was approved.

The strategy is also expected to be reinforced by a specific law
on digitization, which the Minister of the High Commission for
Digitization, Mariam Ben Mouloud, confirmed her agency is

currently preparing the draft of this text, highlighting that it will be
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ready during the first quarter of the next year as the regulatory
framework for the field of digitization.

Ben Mouloud explained that "the ultimate goal of digitization
lies in establishing a new model for managing administrations,
bodies, and pubiic and economic institutions by transitioning from
traditional paper—based management to digitai governance, which
primarily relies on the extensive use of modern digital technologies
to enhance transparency principies, strengthen the reiationship
between the administration and the citizen, and facilitate
transactions and administrative procedures by ensuring the provision

of high—quality, secure, and fast pubiic services at the lowest cost."

Establishing this would achieve a synergy in human and
material resources, rationalize state expenditures, reinforce the
foundations of electronic governance, and embody the principie of

digitai national sovereignty.
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Conclusion

In this article, we have demonstrated the importance of the
principle of digital sovereignty and the path it has managed to carve
over the past twenty years through various experiences of countries
and transnational organizations that defend this principle. We have
also demonstrated that digital sovereignty is built by taking into
account the political, economic, technological, and legal realities of
each country. The most important thing is to be aware of it and to
outline a strategy for building digital sovereignty by mastering the
country's technological trajectory and ensuring the weight of

regulation in this area on the economy.

Digital sovereignty has become a vital issue in the era of
advanced technology and digital transformation. With the increasing
reliance on digital technologies in all aspects of life, the need to
enhance the digital sovereignty of nations has emerged, ensuring
governments’ ability to protect their vital data, secure their digital
infrastructure, and control the technologies used within their
borders. Digital sovereignty is a fundamental element in achieving
national, economic, and social security, and it imposes new
challenges that require advanced strategies to achieve it the technical
aspect of digital sovereignty relies on the ability of countries to
develop and use local and independent technologies in sensitive areas
such as cybersecurity, big data, and artificial intelligence. This
requires the development of strong and resilient infrastructure,
independence in providing key digital services, and the

implementation of advanced cybersecurity standards.
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We conclude by saying that The widespread giobai
dissemination of information and communication technology, in
addition to Other indicators that reflect the growth of e-commerce
and civilian uses based on the information infrastructure, and its role
in the economy, poiitics, and the functioning of governments and
vital facilities, which has led to the erosion of the concept of state
sovereignty as it was understood before technoiogicai innovations
The new, especiaiiy the internet, which has transcended geographicai
boundaries, as countries, by entering the digitai age and the internet
in particuiar, have lost control over their sovereign space. This has
led to the rising strategic importance of the digitai domain.
Consequentiy, it has been suffering from the increase in cyberattacks,
privacy violations, and other risks that threaten the security and
stabiiity of the digital domain and its relation to trust in digitai
transactions. This has necessitated the importance of regional and
international initiatives to regulate rights and duties in the digital

domain and to utilize it in the field of development.
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Abstract

Artificial Intelligence (AI) is increasingly becoming a pivotal
tool in strengthening digital sovereignty and cybersecurity,
particuiariy for nations seeking to safeguard their digitai
infrastructure against evoiving threats. This study examines the role
of Al in enhancing Algeria’s cybersecurity framework and digital
autonomy, focusing on its applications in threat detection, data
protection, and critical infrastructure security. Through a case study
approach, the paper evaluates Algeria’s current cybersecurity
iandscape, identifies key chalienges, and expiores how Al-driven
solutions can mitigate risks while reinforcing national digital
sovereignty. The findings highlight the potential of Al in improving
proactive defense mechanisms, automating incident response, and
reducing dependency on foreign cybersecurity technologies. The
study concludes with policy recommendations for integrating Al into
Aigeria’s national cybersecurity strategy to ensure resilience and

technological self-sufficiency.

Keywords: Artificial Intelligence (AI), Digital Sovereignty,
Cybersecurity, Algeria, Threat Detection.
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1. Introduction

The digital realm increasingly defines the contemporary global
landscape, which has become indispensable for national security,
economic prosperity, and the overall well—being of societies. Within
this context, the concepts of digital sovereignty and cybersecurity
have emerged as critical pillars for nations seeking to navigate the
complexities and challenges of the digital age. Digital sovereignty, at
its core, concerns the ability of a nation to exercise control over its
digital infrastructure, data, and technological development,
safeguarding its interests and the rights of its citizens. Cybersecurity,
on the other hand, focuses on protecting digital assets and systems
from a wide array of threats in cyberspace. The intersection of these
two domains is becoming ever more crucial as nations strive to
maintain autonomy and security in an increasingly interconnected

world.

The advent of artificial intelligence (AI) represents a
transformative force with the potential to significantly impact both
digital sovereignty and cybersecurity. Al, with its advanced
capabilities in data analysis, automation, and pattern recognition,
offers new avenues for enhancing a nation's control over its digital
resources and for bolstering its defenses against sophisticated cyber
threats. However, the rise of Al also presents potential challenges,
including concerns about data privacy, algorithmic bias, and the
concentration of Al power in the hands of a few global entities.

Consequently, the pursuit of what is increasingly termed "Al
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sovereignty” has gained momentum, reﬂecting the desire of nations

to maintain control over their Al development and deployment.

Nations today face a complex landscape of digital threats,
ranging from sophisticated state—sponsored attacks aimed at critical
infrastructure and sensitive data to the pervasive challenges of
cybercrime, including ransomware, phishing, and identity theft.
These threats can have significant consequences for national security,
economic stability, and public trust. In this environment, the
strategic application of Al in both enhancing digital sovereignty and

strengthening cybersecurity capabilities is of paramount importance.

The central research question addressed in this article is: What
is the role of artificial intelligence in enhancing digital sovereignty
and achieving cybersecurity, and how has Algeria specifically
addressed these challenges?

To answer this question, the article aims to: define digital
sovereignty and cybersecurity from recent academic perspectives;
analyze the potential of Al in strengthening the various components
of digital sovereignty; examine the crucial role of Al in enhancing
cybersecurity capabilities across detection, prevention, and response;
present a detailed case study of Algeria's efforts in pursuing digital
sovereignty and cybersecurity, with a particular focus on its adoption
and development of Al; and finally, identify the key challenges and

opportunities that Algeria faces in this evolving landscape.
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The structure of this article will proceed as follows:

Section 2 will establish the conceptual framework by defining
digitai sovereignty and cybersecurity.

Sections 3 and 4 will anaiyze the synergistic role of Al in
enhancing digital sovereignty. Section IV will explore Al as a

cornerstone Of modern cybersecurity.

Section 5 will present a detailed case study of Algeria's Pursuit
of digitai sovereignty and cybersecurity.

Section 6 will discuss the challenges and opportunities for

Algeria in this context.

Finaﬂy, Section 7 will conclude with a summary of key findings

and broader implications.
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2. Conceptual Framework: Digital Sovereignty and

Cybersecurity

The concept of digital sovereignty has garnered increasing
attention in academic and policy circles as the digital realm becomes
more central to state power and societal functioning. Recent
academic definitions highlight various facets of this evolving idea.
Digital sovereignty is broadly understood as the capacity ofa country
or region to exercise control over its digital infrastructure, data usage,
and technological advancements without being unduly influenced by
external forces. This encompasses the authority to make strategic
decisions, create laws, and enforce them within the digital sphere.
Some scholars define it as the ability to have control over one's digital
destiny, encompassing the data, hardware, and software that a nation
relies on and creates. This perspective emphasizes the importance of
fostering homegrown tech industries, particularly where national

security consequences are significantl.

From a political economy standpoint, digital sovereignty can be
seen as the manifestation of a political claim by a community to act as

an autonomous agent in the digital realm. This understanding

! Sean Fleming, what is digital sovereignty, and how are countries approaching it? | World

Economic Forum, Accessed May 9, 2025 https://www.weforum.org/stories/2025/01/europe-

digital-sovereignty/
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underscores that sovereignty is not merely about technoiogicai control

but also about a conscious assertion of autonomy in the digital space1

Furthermore, digital sovereignty is increasingiy viewed as
encompassing the need to maintain and shape modes of freedom for
individuals and groups within digitized societies. This perspective
suggests that digital sovereignty should be normativeiy oriented
towards Vuinerabiiity and freedom, remaining open to tensions and

ambivalences in the digitai environment?.

The demand for digital sovereignty often involves an idea of
greater autonomy, freedom of choice, co—determination, and control
over "the digital". However, it is important to recognize that achieving
complete self—sufﬁciency in all areas of the digital realm is neither
possible nor sensible. Rather, the goai is often to create sufficient
decision—making scope and reduce dependencies on potential
hegemonic actors in the digital space. Ultimately, digital sovereignty
can be understood as the power ofa governing body to rule over itself

in the digital realm, free from any interference by outside sources or

bodies?.

! Marilia Maciel, Digital sovereignty: The end of the open internet as we know it? (Part 1) —

Diplo Foundation, Accessed May 9, 2025 https://www.diplomacy.edu/blog/digital-sovereignty-

the-end-of-the-open-internet-as-we-know-it-part-1/

2 Braun, M., & Hummel, P. (2024). Is digital sovereignty normatively desirable? Information,

Communication & Society, 1—14. https://doi.org/10.1080/1369118X.2024.2332624

3 Pohle, J., & Thiel, T. (2020). Digital sovereignty. Internet Policy ~Review, 9(4).

https://doi.org/10.14763/2020.4.1532
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Key components of digitai sovereignty include data sovereignty,
technoiogicai sovereignty, cybersecurity sovereignty, and iegal
sovereignty. Data sovereignty refers to the ability of a country or
region to exercise full control over the data collected and processed
within its territory, inciuding establishing iegai and regulatory
frameworks for data protection and management. Technological
sovereignty denotes the capacity to independentiy deveiop and
manage a nation's technological infrastructure and resources, which is
crucial for national security and innovation. Cybersecurity sovereignty
ensures the protection of a nation's digitai infrastructure and systems
from cyber threats through the irnplementation of standards and
incident management mechanisms. Finaliy, legal sovereignty refers to
the abiiity to create and enforce a nation's own legai rules in the digital
space, regulating online services and digital platformsl. These
components highlight the multifaceted nature of digital sovereignty
and the various dimensions that nations must address to assert their

autonomy in the digital age.

Cybersecurity, as a crucial element of digitai sovereignty, is
defined in academic literature as the appiication of technologies,
processes, and controls to protect systems, networks, programs,
devices, and data from cyberattacks. Its primary aim is to reduce the
risk of cyberattacks and to safeguard against the unauthorized
expioitation of digital assets. Fundamentaily, cybersecurity involves

ensuring the confidentiality, integrity, and availability of information

! Hulké G, Kalman J and LapsanszkyA (2025) the politics of digital sovereignty and the European
Union’s legislation: navigating crises. Front. Polit. Sci. 7:1548562. doi: 10.3389/fp0s.2025.1548562
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in the digital realm'. Confidentiality entails keeping sensitive
information private and accessible oniy to authorized individuals,
often through methods like encryption and access controls. Integrity
ensures that data has not been tampered with and remains accurate
and complete throughout its iifecycle. Availability means keeping
systems and data accessible to authorized users when needed, while

protecting against disruptions such as cyberattacks.

A more comprehensive academic definition views cybersecurity
as the collection and coordination of resources, inciuding personnei,
infrastructure, structures, and processes, to protect networks and
cyber—enahled computer systems from events that compromise
integrity and interfere with property rights2. This definition
emphasizes the proactive and resource-intensive nature of
cybersecurity in addressing present and emerging challenges in the
digitai environment. It is also understood as a multidisciplinary
process that involves prevention, detection, and response to attacks>.
This includes identifying potentiai vulnerabilities and instituting

effective strategies to minimize the impact of possibie threats®.

! What is Cybersecurity? - CISA, Accessed May 9, 2025 https://www.cisa.gov/news-

events/news/what-cybersecurity

2 Francesco Schiliro, Towards a Contemporary Definition of Cybersecurity, arxiv.org,

https://doi.org/10.48550/arXiv.2302.02274

3 Cybersecurity - Glossary | CSRC - NIST Computer Security Resource Center, Accessed May 9,

2025 https://csrc.nist.gov/glossary/term/cybersecurity

* Francesco Schiliro, Towards a Contemporary Definition of Cybersecurity - ResearchGate,

Accessed May 9, 2025 DOI:10.48550/arXiv.2302.02274D01:10.48550/arXiv.2302.02274
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Key principles and practices of cybersecurity include
authentication, which verifies the identity of users trying to access
systems; authorization, which determines what verified users can
access; and the irnpiementation of strong password practices, reguiar
software updates, data backup strategies, and robust access control
mechanisms. User education and awareness training are also critical
components, as human error remains a ieading cause of data

breachesl.

The reiationship between digital sovereignty and cybersecurity
is deepiy intertwined. Cybersecurity is not rnereiy a technical issue but
a fundamental condition for achieving and maintaining digital
sovereignty. A state's inabiiity to effectiveiy protect its digitai
infrastructure and data from cyber threats directiy undermines its
capacity to exercise control over its digitai space and safeguard its
national interests in the digitai age. Converseiy, a strong commitment
to digitai sovereignty provides the iegai and poiicy framework for
impiementing and enforcing robust cybersecurity measures
nationaiiyz. Cyber incidents can strike at the very core of a nation's
sovereignty by disrupting critical infrastructure, enabiing the theft of
intellectual property and state secrets, faciiitating disinformation
campaigns, and creating dominance by foreign ICT suppiiers.

Therefore, the pursuit of digitai sovereignty inherentiy necessitates a

1 What is Cyber Security? Definition & Best Practices - IT Governance, Accessed May 9, 2025

https://www.itgovernance.co.uk/what-is-cybersecurity

2 Benjamin de Carvalho, Digital Sovereignty, Policy Brief, 2(2022), Accessed May 9, 2025.

http://dx.doi.org/10.13140/RG.2.2.13315.27680
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strong focus on establishing and maintaining a high level of
cybersecurityl.

Table 1: Academic Definitions of Digital Sovereignty

Definition

Ability to manage and regulate digital infrastructure, data, and

technological developrnent

Control over digital destiny, including data, hardware, and

software

Capacity to control digital infrastructure, data use, and

technological advancements without undue influence

A political community consciously understands itself as an

autonomous agent in the digital realm

Maintaining and shaping modes of freedom for individuals and

groups within digitized societies

More autonomy, freedom of choice, co-determination, and

control over "the digital"

Power of a governing body to rule over itself in the digital realm,

free from external interference

! Paul Timmers, Matthijs Punter, Claire Stolwijk, Cybersecurity and Digital sovereignty -
Bridging the gaps, securitydelta.nl, Accessed May 9, 2025
https://securitydelta.nl/media/com_hsd/report/702/document/Whitepaper-digital-

sovereignty.pdf
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3.The Synergistic Role of Artificial Intelligence

Artificial intelligence offers a powerful suite of tools and
capabilities that can significantly enhance various aspects of digital
sovereignty, particularly in the realms of data, technology, and
cybersecurity. By leveraging Al, nations can strengthen their control

over their digital assets and reduce their reliance on external entities.

In the context of data sovereignty, Al provides advanced
capabilities for enhanced data analysis and localization. Al-driven
algorithms can be employed for robust data encryption and
protection, ensuring that sensitive information remains secure within
national borders. The concept of sovereign Al further underscores
this, advocating for the development of Al models based on a
country's own unique data, research, and intelligence. This approach
allows nations to maintain greater control over the data used to train
Al systems and the data generated by them, reducing the risk of
foreign access or interference. The ability of Al to efficiently analyze
large datasets can also help in identifying and managing sensitive
national data, providing a deeper understanding of national

resources and trendsl.

Technological sovereignty can also be significantly bolstered
hy the strategic application of Al. Al can facilitate the development

of tailored technological solutions to address specific industrial and

1 Niall McCarthy, Navigating Digital Sovereignty in the Age of Al - Planet Crust, Accessed May

9, 2025 https://www.planetcrust.com/decoding-digital-sovereignty-meaning-navigating-ai-

era/?utm_ campaign=blog
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national needs, thereby reducing reliance on imported technoiogiesl.
By investing in national Al capabilities and infrastructure, countries
can direct their technological future in alignment with their unique
strategic priorities and cultural values®. The development of domestic
Al capabiiities aims to reduce dependence on foreign Al
technologies, protecting nations from potentiai supply chain
disruptions and reinforcing national sovereignty in critical
technoiogicai domains®. This focus on homegrown innovation can
stimulate domestic Al innovation, enhance national economic

competitiveness, and create high—vaiue jobs within the country“.

While the role of Al in cybersecurity sovereignty will be
expiored in greater detail in the subsequent section, it is important
to note here that Al is also playing an increasing role in legal
sovereignty within the digital realm. AI—powered tools can assist in
deveioping and enforcing legal rules in the digital space by

monitoring compliance with data protection and Al governance

! Sanjay Misra, Petter Kvalvik, Bjorn Axel Gran, Kai Morgan Kjelerbakken, Aida Omerovic,
Nadia Saad Noori, Book on Digital Sovereignty - IFE, Routledge, (Taylor & Francis Group),

2025, Accessed May 9, 2025 https://ife.no/en/research-fields/digital-sovereignty-artificial-

intelligence-human-centric-ai-cybersecurity-digital-trust-icds-2024/

2 Brian Letort, what is sovereign Al and why is it growing in importance? - Digital Realty, 2025,

Accessed May 9, 2025 https://www.digitalrealty.com/resources/articles/what-is-sovereign-ai

3 Muath Alduhishy, Sovereign Al: What it is, and 6 ways states are building it | World Economic

Forum, 2024, Accessed May 9, 2025 https://www.weforum.org/stories/2024/04/sovereign-ai-

what-is-ways-states-building/

+ The Rise of Sovereign Al: National Strategies, Global Implications, Alphanome.Al, Accessed

May 9, 2025 https://www.alphanome.ai/post/the-rise-of-sovereign-ai-national-strategies-global-

implications
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regulations. The ability of Al to analyze vast amounts of digital data
can help in identifying potential violations of national laws, ensuring
that online services and digital platforms operate within the

established legal framework.

The concept of Al sovereignty has emerged as a critical subset
of digital sovereignty, reﬂecting the growing understanding that
control over Al development and deployment is essential for overall
national autonomy in the digital age. Concerns about the increasing
dominance of a small number of companies in the Al landscape have
driven the need for nations to assert control over their use of Al
through the development of national infrastructure and skills’.
Pursuing Al sovereignty is seen as the latest and perhaps most crucial
step in the ongoing quest for digital sovereignty, as Al continues its
rapid spread into virtually every aspect of society, culture, and

economyz.

! Michael Webb, What is Al Sovereignty, and why does it matter for education? - Artificial
intelligence, Accessed May 9, 2025

https://nationalcentreforai jiscinvolve.org/wp/2024/08/02/what-is-ai-sovereignty-and-why-does-

it-matter-for-education/

2 Akash Kapur, From Digital Sovereignty to Digital Agency - New America, Accessed May 9,

2025  https://www.newamerica.org/planetary-politics/briefs/from-digital-sovereignty-to-digital-

agency/
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Table 2: Key Components of Digital Sovereignty and Al

Enhancement
Component Description Al Enhancement
Data Control over data Enhanced data
Sovereignty collected and | analysis and
processed within a localization, Al-driven
nation's borders encryption and
protection, Building
Al on national data
Technological Independent Developing  tailored
Sovereignty development and solutions, investing in
control of | national Al
technologicai capabilities, reducing
infrastructure reliance on foreign Al
Cybersecurity Protection of | (Covered in Section
Sovereignty digital IV)
infrastructure
from cyber threats
Legal Ability to create | Developing and
Sovereignty and enforce laws enforcing legal rules,
in the digitai space | Monitoring and
enforcing data
protection and Al
governance
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4. Al as a Cornerstone of Modern Cybersecurity

Artificial intelligence has become an indispensable component
of modern  cybersecurity strategies, offering significant
enhancements across threat detection, prevention, and response. Its
ability to process and analyze vast quantities of data at high speeds,
identify complex patterns, and adapt to evolving threats makes it a
crucial asset in defending against increasingly sophisticated

cyberattacks.

In the domain of threat detection, Al excels at analyzing
massive datasets from various sources, including network traffic, user
behavior, and system logs, to identify patterns and anomalies that
may indicate malicious activity. Machine learning algorithms, a key
subset of Al, are particularly effective in performing behavioral
analysis and anomaly detection, establishing baselines of normal
activity and ﬂagging any deviations that could signify a potential
threat. Al systems can also monitor networks, endpoints, and
applications in real-time, providing continuous Vigilance against
emerging threats. Furthermore, Al enables predictive analytics,
allowing security teams to anticipate future threats based on the
analysis of historical attack data and emerging trends'. This

capability is vital for identifying new and complex threats, such as

1t Al In Cybersecurity: Enhancing Threat Detection And Prevention, Boston Institute of Analytics,

Accessed May 9, 2025 https:/ /bostoninstituteofanalytics.org/blog/ai-in-cybersecurity-enhancing-

threat-detection-and-prevention/
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Zero—day exploits and advanced persistent threats (APTs), which

often evade traditional signature—based detection methods!.

Al also plays a critical role in threat prevention. AI—powered
threat hunting tools can proactively search for hidden threats within
an organization's systems, identifying and neutralizing them before
they can cause harm. Predictive analytics capabilities allow Al to
identify vulnerabilities in systems and recommend necessary patches
or security measures to prevent potential exploitation by attackers.
Al enhances endpoint security by continuously monitoring activity
on user devices and detecting and neutralizing threats directly at the
endpoint, thus preventing breaches before they occur. Some
organizations even use Al to simulate social engineering attacks,
helping to identify potential vulnerabilities in human behavior and

allowing for targeted training to improve overall security awareness>.

The application of Al in threat response has revolutionized
how organizations manage and mitigate cyber incidents. Al-driven
systems can automate responses to certain types of attacks, enabling
faster mitigation and reducing the potential for significant damage.
AI-powered incident response systems can analyze security alerts in
real-time, prioritize threats based on their severity, and automate
workflows for investigating, containing, and eradicating attacks. This

includes capabilities such as isolating affected systems and blocking

! What is Al in cybersecurity? EC-Council University, Accessed May 9, 2025

https://www.eccu.edu/blog/the-role-of-ai-in-cyber-security/

2 Al and Cybersecurity: A New Era | Morgan Stanley, 2024, Accessed May 9, 2025

https://www.morganstanley.com/articles/ai-cybersecurity-new-era
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malicious IP addresses automaticallyl. Moreover, Al-driven threat
intelligence provides security teams with a deeper understanding of
attack trends, allowing them to proactively adapt their security

measures and stay ahead of emerging threats®.

Machine learning (ML) is a fundamental component of many
Al applications in cybersecurity. Supervised learning involves
training ML models on labeled datasets of known benign and
malicious samples, enabling them to predict whether new, unseen
samples are malicious. Unsupervised learning, on the other hand,
allows ML algorithms to analyze unlabeled data and discover hidden
structures, relationships, and patterns, which can be invaluable for
uncovering new attack patterns and anomalies. Reinforcement
learning, a third type of ML, involves training models through trial
and error, rewarding correct actions and penalizing incorrect ones,
which can be particularly useful for identifying innovative ways to
solve complex cybersecurity problems. Machine learning also enables
the rapid processing and synthesis of large volumes of security data,
allowing security teams to operationalize intelligence from various

3

sources in near real-time3. Through continuous learning from

! Al-Powered Incident Response: Revolutionizing Threat Detection and Mitigation - Cyble,

Accessed May 9, 2025 https://cyble.com/knowledge-hub/ai-powered-incident-response/

2 Courtney Goodman, Al in Cybersecurity: Transforming Threat Detection and Prevention -
Balbix, 2025, Accessed May 9, 2025 https://www.balbix.com/insights/artificial-intelligence-in-

cybersecurity/
3 Lucia Stanham, Machine Learning (ML) in Cybersecurity: Use Cases - CrowdStrike, 2023,

Accessed May 9, 2025 https://www.crowdstrike.com/en-us/cybersecurity-101/artificial-

intelligence/machine-learning/

157


https://cyble.com/knowledge-hub/ai-powered-incident-response/
https://www.balbix.com/insights/artificial-intelligence-in-cybersecurity/
https://www.balbix.com/insights/artificial-intelligence-in-cybersecurity/
https://www.crowdstrike.com/en-us/cybersecurity-101/artificial-intelligence/machine-learning/
https://www.crowdstrike.com/en-us/cybersecurity-101/artificial-intelligence/machine-learning/

evolving data, ML models can improve their accuracy over time,
reduce false positives, and adapt to the ever—changing threat

landscapel.

5. Algeria's Pursuit of Digital Sovereignty and

Cybersecurity

Algeria has recognized the increasing importance of the digital
realm for its national development and has embarked on a
comprehensive digital transformation strategy. The government has
placed a significant focus on improving the nation's digital
infrastructure, regulatory frameworks, and the provision of digital
services to its citizens. A key objective of this strategy is to position
Algeria as a leading digital hub in the region by the year 20209,
fostering an ecosystem where technology drives economic growth,
innovation flourishes, and global partnerships thrive. Digital
sovereignty has been identified as a central pillar in achieving this
vision, with the government expressing a clear commitment to

strengthening Algeria's control over its digital destinyz.

In line with its digital sovereignty goals, Algeria has
undertaken several significant cybersecurity initiatives. In 2020, the
government established the National Council for Information

Systems Security (CNSSI). Operating within the Ministry of

! What Is Machine Learning in Cybersecurity? | The University of Tulsa, 2024, Accessed May 9,

2025 https://online.utulsa.edu/blog/what-is-machine-learning-cybersecurity/

2 Connected Algeria accelerates the nation's transition towards a competitive, digitally»driven

economy., Accessed May 9, 2025 https://www.connectedalgeria.dz/about
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National Defense, the CNSSI is responsible for developing the
national strategy for information systems security. The government
also created the Agency for Information Systems Security, tasked
with implementing and enforcing the policies and strategies
approved by the CNSSI. Furthermore, Algeria has put in place laws
related to data protection and cybercrirne, including Law No. 07-18
on the protection of natural persons in the processing of personal
data’. The National Information Security Repository (NISR),
published in 2020, provides a set of recommendations, best practices,
guidelines, and controls to improve the security of information
systems for individuals and companies, aligning with various
international standards®. Efforts to strengthen national cybersecurity
agencies and overall strategies are ongoing, as Algeria aims to build

a more secure digital landscape3.

Algeria has also recognized the strategic importance of artificial
intelligence for its digital sovereignty and has taken proactive steps
to build capabilities in this field. In 2023, the government established
an Al Council, jointly under the Ministry of Higher Education and
Scientific Research and the Ministry of Knowledge Economy,

! Hana Saada, “Algeria Aims to Enhance its Digital Sovereignty,” Says Head of National Authority
for the Protection of Personal Data - Dzair Tube, 2024, Accessed May 9, 2025 https://www.dzair-

tube.dz/en/algeria-aims-to-enhance-its-digital-sovereignty-says-head-of-national-authority-for-

the-protection-of-personal-data/

2 Abdeldjalil Fortas, Cybersecurity and governance | The State of Software Engineering in Algeria,

2025, Accessed May 9, 2025 https:/ /state-of-algeria.dev/docs/insights/cybersecurity/

3 Algeria's Cybersecurity Journey: A Nation on the Rise! - EKSec, 2024, Accessed May 9, 2025

https://eksec.net/algerias-cybersecurity-journey-a-nation-on-the-rise/
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Startups, and Micro—Enterprises. The nation has also adopted a
National Artificial Intelligence Strategy, aiming to improve Algerian
skills in Al through education, training, and research, and to ieverage
Alasa deveioprnent tool across various socio-economic sectors. This
strategy focuses on key areas such as scientific research, creating a
supportive environment for Al development, building local expertise,
and assisting startups in providing AI—powered solutions’. To
support these efforts, Algérie Télécom, the state-owned telecom
company, announced the launch of an investment fund dedicated to
startups specializing in Al cybersecurity, and robotics®>. The
government also ernphasizes the importance of aiigning Al strategies
with national priorities, including cybersecurity, recognizing the

potential of Al to enhance the nation's digital defenses.

! Benjamin FLAUX, Algeria Unveils AL Strategy to Boost Digital Transformation - Ecofin Agency,

2024, Accessed May 9, 2025 https://www.ecofinagency.com/public-management/1012-46241-

algeria-unveils-ai-strategy-to-boost-digital-transformation

2 Algeria earmarks $11 million to support Al, cybersecurity startups - Techpression, Accessed

May 9, 2025 https://techpressionmedia.com/algeria-earmarks-11m-to-support-ai/
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Table 3: Algeria's Digital Sovereignty and Cybersecurity Initiatives

Initiative Description
National Council for Develops national strategy

Information Systems Security for information systems

(CNSSI) security.

Agency for Information | Implements and enforces

Systems Security cybersecurity Policies and
strategies.

Law No. 07-18 on the | Establishes legal framework

protection of natural persons in

the processing of personal data

for data protection.

National Information Security

Provides guidelines and best

Repository (NISR) practices for information
security.
Al Council Scientific advisory body for

Al strategy and policy.

National Artificial Inteliigence

Aims to improve Al skills

Strategy and leverage Al for socio-
economic development.
Investment fund for AI, | Supports the growth of the

cybersecurity, and robotics
W

startups

tech ecosystem in these key

areas.
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6. Challenges and Opportunities for Algeria

Despite the progress made, Algeria faces several Chaiienges in
its pursuit of digitai sovereignty and robust cybersecurity. The
regulatory environment in Algeria has been described as slow to
adapt to rapidly evolving international digital trends, which can
hinder the growth of the digital economy and the adoption of new
technoiogies. Gaps in digital infrastructure persist, particularly in
rural areas where access to high—speed broadband remains limited,
creating a digital divide within the country. Enhancing digital skills
and awareness among a broader segment of the population is also
crucial for maximizing the benefits of digital transformation and

improving overall cybersecurity posturel.

Baiancing the need for stringent data protection reguiations,
which are essential for digital sovereignty, with the need to foster an
environment conducive to the development and deployment of Al
technoiogies presents another chaiienge. Additionaﬂy, Algeria’s
reliance on imported hardware and software for its digital
infrastructure could potentially create vulnerabilities and undermine

its digitai sovereignty in the long term?.

1 Hadia Beghoura, Algeria - Digital Economy - International Trade Administration, 2024,

Accessed May 9, 2025 https://www.trade.gov/country-commercial-guides/algeria-digital-

economz

2 Algeria earmarks $11 million to support Al, cybersecurity startups - Techpression, Accessed

May 9, 2025 https://techpressionmedia.com/algeria-earmarks-11m-to-support-ai/
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However, Algeria also has significant opportunities to further
advance its digital sovereignty and cybersecurity goals. The strong
commitment and strategic focus on digital transformation at the
highest levels of government provide a solid foundation for
continued progress. The government's proactive investments in Al
and cybersecurity startups and the development of national digital
infrastructure are likely to yield positive results in the coming years.
The establishment of key institutions such as the AI Council and the
CNSSI demonstrates a forward-thinking approach to governance
and coordination in these critical areas'. With its strategic location
and growing digital capabilities, Algeria has the potential to emerge
as a regional leader in digital transformation, setting an example for
other nations in the Middle East and North Africa. Furthermore, by
strategically leveraging Al to enhance its cybersecurity capabilities,
Algeria can better protect its critical infrastructure, sensitive data,

and national interests in the increasingly complex digital landscapez.

! Maria Buza, Sherif Taha, DPA Digital Digest: Algeria [2025 Edition], Digital Policy Alert, 2025,

Accessed May 9, 2025 https://digitalpolicyalert.org/digest/dpa-digital-digest-algeria

2 Driving Innovation in Al for a Smarter Algeria, aicouncil, Accessed May 9, 2025
https://aicouncil.dz/
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7. Conclusion

The analysis presented in this article underscores the critical
and increasingly intertwined roles of artificial intelligence, digital
sovereignty, and cybersecurity in the contemporary global context.
Al offers powerful tools for enhancing a nation's control over its
digital assets and for strengthening its defenses against the growing
spectrum of cyber threats. Digital sovereignty provides the
overarching framework for nations to assert their autonomy in the
digital realm, while cybersecurity serves as the essential foundation
for ensuring the security and resilience of digital infrastructures and

data.

Algeria's journey towards digital transformation highlights the
nation's commitment to embracing the opportunities and addressing
the challenges of the digital age. The establishment of national
strategies and institutions focused on digital sovereignty,
cybersecurity, and artificial intelligence demonstrates a proactive
approach to building a secure and autonomous digital future. While
challenges related to infrastructure, regulation, and skills
developrnent remain, Algeria's strategic investments and policy
initiatives, particularly in the realm of Al position it for potential

leadership in the region's digital evolution.

The experiences of Algeria offer valuable lessons for other
developing nations seeking to strengthen their digital sovereignty
and cybersecurity in the age of AL A holistic and strategic approach

that integrates Al into national digital frameworks, addresses specific
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national challenges, and leverages unique opportunities is crucial for
success. As the digital landscape continues to evolve at a rapid pace,
the ongoing commitment to innovation, adaptation, and
international collaboration will be essential for all nations striving to

secure their digital future.
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Abstract:

Cybersecurity powered by artificial intelligence piays a
significant role as countries use various Al technoiogies to combat
and counter various technologicai threats that may occur and affect
the security of vital sectors of countries, especiaiiy those related to
the security and economic sectors of countries, and the social sector
related to their individuals, especialiy in the field of health in light of
the reliance on medical robots and computers. All of this poses legal
and ethical chaiienges that must be clarified and enriched by creating
laws and reguiations that serve as legitimate controls for the positive
use of artificial inteiiigence, and avoiding its misuse, which may

violate the sanctity and privacy of countries and their individuals.
Keywords :

Artificial intelligence, cybersecurity, smart technology
Pprotection, right to privacy.
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Abstract

In fact, the concept of cyber sovereignty, in its concept and
implications, relies largely on the traditional concept of national
sovereignty. Therefore, it is often viewed as an extension of
sovereignty within its traditional Westphalian concept. Perhaps the
information revolution that characterized this era is what accelerated
the emergence of such a concept. Despite the importance of the flow
of information and the ease and speed of its dissemination, this has
created a kind of confusion for states and other actors in
international relations, such as individuals, organizations, interest
groups, etc. Security today is no ionger limited to the geographicai
integrity of the state within its borders. Rather, it has become a broad
concept encompassing all dimensions. Perhaps the most important
evidence of this is the cyber borders, which have become vulnerable
to threats. Through this study, we will attempt to shed iight on three
key points related to the shift in the concept of sovereignty from the
Westphalian framework to digital sovereignty. We will then focus on
addressing a crucial point related to the most significant

manifestations and manifestations of the breach of national
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sovereignty in light of these new variables. Finally, we will highlight
the most important cybercrimes, focusing on the crime of electronic
economic espionage and the means and mechanisms for combating

it, aiong with other crimes, at the international level.
Key words

Sovereignty, Treaty of Westphaiia, digitai sovereignty,

information revolution, cybercrime, economic cyber espionage.
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Chapter 01

Artificial Intelligence and its Applications to Enhance

Cybersecurity
GSted! ¥l 3085 Jator § licdsy pllacst KL
Dr. Belbey ikram

Lecturer A, Faculty of law and political sciences, University of
Mostaganem, Algeria

Laboratory of human rights and public freedoms

ikram.belbey@univ-mosta.dz

Abstract

This study aims to identify the role of artificial intelligence
and its applications in enhancing cybersecurity and protection from
cyber threats; It concluded that artificial intelligence technologies are
essential tools in the future of information security, as they help
provide solutions to the increasing problems with the increase in
cyber threats and the complexity of attackers' methods, as with the
increase in electronic attacks on institutions and companies in recent
years, it became clear that the current approach to cybersecurity
suffers from a chronic weakness in the ability to combat electronic
threats; which requires the intervention of artificial intelligence with

its technologies and applications to solve these problems.

216


mailto:ikram.belbey@univ-mosta.dz

Keywords: Artificial inteﬂigence; Cybersecurity; Applications;

EXpert systems; Smart weapons.

sl

oW e G wlidsy gllaoWl KA e aad ) Al sl G
F ooyl U ol o Q) Caalsy ]! Sl e Al 3l
sl YCaall J gl 5 (3 aeld oo e loghall el s (3 Al Sl
Sledl Wy C &l o comldll Gl damy L)) Ohagadl sl r
Sl o 621 Ly Lol pled) I3 S ally Slassll Je &, 780!
e 2 f@jjﬁ\/\ Olayad B8 e )03l 3 bope lno 3lay L;\J«M.J\ e
Ol s - aladasy asles qeuww LA s

Tl Y1 65 (Ll el das £ Gl ol £ gllaol (63 el KN
ASAl

217



Introduction:

In recent years, we have witnessed rapid developments in the
field of technology, and among these amazing developments were

the progress in the fields of artificial intelligence and cybersecurity.

These two technologies have radically transformed the way we
deal with data, information, and communication over the Internet.
Since the emergence of the Internet and the emergence of electronic
and information technology at the dawn of the third millennium,
societies have changed rapidly and radically, as the increasing
importance of knowledge, along with globalization and the
implications of technological development in the era of the Fourth

Industrial Revolution, have created a completely different world.

This is because this Fourth Industrial Revolution, which
differs from previous revolutions in its intensity, complexity, and
scope, is based in essence on a new technological phenomenon called
digital transformation, i.e. the integration of technology that includes
the Internet of Things, cloud computing, big data analytics, and
artificial intelligence, and thus businesses and societies have found

themselves facing unprecedented opportunities and challenges.

However, these challenges have become more severe with the
explosion in the circulation and spread of information and data. This
data has become necessary for societies and organizations to protect
according to many mechanisms. Reliance on cybersecurity has

emerged to protect information and prevent access to sensitive data.
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It has become imperative to employ artificial intelligence to
achieve cybersecurity, due to the increasing reliance of computer
systems on the Internet and wireless networks to store and exchange

information®.

The objectives of the study are to identify artificial intelligence
and its uses, as well as cybersecurity and its dimensions; in addition
to the necessity of knowing the impact of artificial intelligence and

its applications on cybersecurity.

As for the importance of this research, it is highlighted by
explaining the concept of both artificial intelligence and
cybersecurity. It is also expected that this study and its results will
help those interested in information and security to identify and
understand risks, in addition to a future outlook on this topic,
especially with regard to the context of artificial intelligence in the
security field, as artificial intelligence overlaps with cybersecurity,
and the common denominator between them lies in the fact that all
operations occur in one common space, which is cyberspace.

The problem of this study lies in determining the extent of the
effectiveness of artificial intelligence in protecting and enhancing
cybersecurity? Have these applications contributed to solving the
problem of cyber threats? What are the proposed solutions to activate
cyber artificial intelligence?

We will answer this problem according to the following two

sections:

! Khalil Saidi and Marzouq Bin Mahdi, Artificial Intelligence as an Inevitable Trend in Protecting
Cybersecurity, Journal of Studies in Human Rights, Volume 6, Issue 1, 2022. P. 26.
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Section One

The Concept of Artificial Intelligence and Its Importance

in the Field of Cybersecurity

The concept of both artificial intelligence and cybersecurity
will be addressed, as well as highlighting the importance of using
artificial intelligence in the field of cybersecurity, according to the

following two requirements:
A: The concept of artificial intelligence and cybersecurity

In this requirement, we will address the various concepts

under study, as follows:
1: The concept of artificial intelligence

The term Al coined in 1956 can be defined as a system ability
to correctly interpret to learn from external data and to Leverage the
Learning to achieve specific objectives truth flexible adaptationl.
Artificial intelligence, abbreviated as (Al), is a branch of computer
science, and one of the basic pillars on which the technology industry
is based in the current era. The term artificial intelligence (AI) refers

to systems or devices that simulate human intelligence to perform

! Mohiuddin Ahmed and others, explainable artificial intelligence for cybersecurity, springer
nature Switzerland, 2022. P 2.
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tasks and that can improve themselves based on the information they

collect!.

Despite the importance of artificial intelligence in the world of
technology, there is no comprehensive and agreed—upon definition
of artificial intelligence, as it is more of a field than a concept that
can be easily defined. The approved definitions of artificial
intelligence have varied according to the specialization in which it
developed. Artificial intelligence is derived from fields other than
computer science; such as psychology, neuroscience, cognitive
science, philosophy, linguistics, probability, and logic. Accordingly,
artificial intelligence as a cognitive field can be divided into many
subfields that overlap greatly, such as machine learning and robotics,
then neural networks and vision, as well as natural language

processing and speech processingz.

As for the great jurists, Alin Turing defined it as "the ability to
act as if a human being is acting by trying to deceive the interrogator
and appear as if a human being is answering the questions posed by

the interrogator."

John McMarthy defined it as "the science and engineering of
making intelligent machines, especially", and in contrast, Kurzweil,

one of the most famous researchers in the field of artificial

1 Balasal Bint Nabi Yasmine and Amroush Al-Hussein, Artificial Intelligence and Its Role in
Achieving Sustainable Development, Journal of Legal and Economic Studies, Volume 5, Issue 1,
2022. P. 1155.

2 Andersen, L, Human Rights in the Age of Artificial Intelligence, November 2018. P8.
https://www.accessnow.org/cms/assets/uploads/2018/11/Al-and-Human-Rights.pdf.
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intelligence, defines it as "the art of making machines capable of

performing operations that require intelligence as humans do".

From all of the above, artificial intelligence can be defined as
"a means of controlling a computer or robot by a program that thinks

in the same way as intelligent humans think."

This means that artificial intelligence is one of the modern
computer sciences that seeks advanced methods for Programming it
to perform tasks and conclusions similar to the methods attributed
to human intelligence, by understanding the complex mental
processes that the human mind performs while thinking and
translating them into equivalent mathematical processes that
increase the computer's ability to solve complex processes. However,
this does not mean at all that we are now facing intelligent machines
that think with the same concept of human intelligence and thinking,
or that we are facing a machine that has engaged in a type of
perception or feeling similar to the level of human perception and

feeling2.

In fact, through studies, it becomes clear that artificial
intelligence hasa special nature as it mimics human intelligence, and

this is evident through several characteristics and features3, the most

! Amir Farag, Civil and Criminal Liability Provisions for Operating Artificial Intelligence Robots
for the Damages They Cause, University Publications House, Alexandria, 2023. p- 25.

2 Mustafa Abu Mandour Musa Issa, the Adequacy of General Rules of Civil Liability in
Compensating for Artificial Intelligence Damages: An Analytical and Comparative Study,
Damietta Law Journal for Legal and Economic Studies, Issue 5, January 2022. pp. 214-215.

3 In addition to the above, some characteristics of artificial intelligence can be added as follows:
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important of which is its ability to learn and perceive, and thus its
independence in making some decisions. Artificial inteiiigence is also

characterized by accuracy and speed in some tasksl.

Although it is difficult to limit the importance of artificial
inteiiigence, especiaiiy due to the continuous and rapid deveiopment
in artificial intelligence, it can be referred to in some points as

follows:

- Artificial inteiiigence contributes to preserving the
accumulated human experiences by transferring them to smart

machines;

- It enables humans to use human language in dealing with
machines instead of computer programming 1anguages, which makes

the use of machines available to all segments of society, after dealing

- Artificial intelligence is used to solve problems presented in the absence of complete
information.

- The ability to think, perceive, and achieve quick and effective results and conclusions.

- The ability to discover knowledge and apply it within the available capabilities.

- The ability to learn and understand from previous experiences and expertise.

- The ability to use old experiences and employ them in new situations better and faster.

- The ability to use trial and error to explore controversial matters, while increasing the ability
to respond quickly to new and different situations and circumstances, and difficult and complex
cases.

- The ability to develop, innovate, understand and perceive visible matters.

- The ability to provide important information to support immediate decisions.

See: Ammar Yasser Al-Babli, The Role of Artificial Intelligence Systems in Predicting Crime,
Police Thought Journal, Volume 28, Issue 110, July 2019. p. 146.

! Belbey Tkram, Artificial Intelligence in International Law: A Study of the Concept, Frameworks
and Applications, Legal Book Foundation and Ibn al-Nadim for Publishing and Distribution,
Algeria, 2024. p. 39.
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with advanced machines was the preserve of specialists and those

with experience;

- Artificial inteiiigence piays an important role in many
sensitive fields such as heiping to diagnose diseases and prescribe
medications, iegai and professionai consultations, interactive

education, security and rniiitary fields, and other fields;

- Smart systems contribute to the fields in which decisions are
made, as these systems enjoy independence, accuracy and objectivity,
and therefore their decisions are far from error, bias, racism,

prejudice, or even external or personal interference;

- The application of artificial intelligence will contribute to
achieving the goals of sustainable development; Goal 7 (Affordable
and Clean Energy), Goal 13 (Climate Action), Goal 14 (Life Below
Water) and Goal 15 (Life on Land)".

— Artificial inteiiigence is already heiping to build sustainable

smart cities.

— Artificial inteiiigence can heip peopie with disabilities or
speciai needs in many ways, and artificial inteiiigence is best used in

transiating from text to voice and from voice to text, thus it can heip

! Ahmed Al-Saleh Saba’a and others, Implementing the Artificial Intelligence Strategy at the
International Level (The United Arab Emirates as a Model), Al-Mayadeen Economic Journal,
Volume 1, Issue 1, 2018. p. 34.
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people with visual impairments or hearing impairments in using

information and communication technology.

— Smart machines reduce a lot of risks and psychological
pressures on humans, and make them focus on more important
things, by employing these machines to do hard and dangerous
work, explore unknown places, and participate in rescue operations
during natural disasters, and they have an effective role in fields that
include many complex details, which require exhausting mental
focus and continuous mental presence, and sensitive and quick
decisions that do not tolerate delay and error, such as quick security

decisions.

— Understanding and analyzing data and information that is

rapidly growingl.
2: The concept of cybersecurity

The term cybersecurity 1S new, as its emergence was linked to
the technological revolution. The definitions of this term have
differed according to the nature of countries, as well as the strategy

they adopt in providing it.

We provide some of these definitions as follows: Letho Marti
and Neittaanmaki Pekka define it as: "A set of measures taken to
defend against computer hacker attacks and their consequences, and

includes implementing the required countermeasures.

! Balbey lkram, previous reference, p. 48.
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Edward Amorso defines it as: "It is the means that can reduce
the risk of attack on computers or networks, including the tools and

means used to confront hackers."".

Cybersecurity can be defined as a combination of processes
involved in saving an individual's or organization’s data online and
offline. Cybersecurity is defined as: "the security of networks,
information systems, data and devices connected to the Internet”,
and therefore relates to the preventive measures and standards that
must be taken and adhered to in order to confront threats and

prevent violations or unauthorized access, to reduce their impact.

It is also defined as: "measures to reduce the risk of attacks on
programs, computers or controls, including the means and tools

used".

Cybersecurity, based on its objectives, is an activity that
ensures the protection of human and financial resources related to
information and communications technology, and the possibility of
reducing losses and damages that lead to the realization of risks and
threats, and perhaps the expansion can be restored as quickly as
possible. The extent to which the wheels of production do not stop,
and the damage does not turn into a loss, depends on whether the

activities, functions, capabilities or information contained in

1 Ben Adeed Samia, Cybersecurity and Information Security Risks and the Development of
Technical Knowledge on Information Systems Protection Programs, Journal of Information

Security and Digitization of the Higher Education and Scientific Research Sector, p. 6.
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information and communications systems are protected from

malicious elements or use or misunderstanding or misusel.

It is worth noting that cybersecurity is a term used to describe
the capabilities of a country, organization or company to protect
against viral attacks. There are many tools that have been used, as
we have previously explained, to assess the status of cybersecurity. -
An example of this tool - is the Global Cybersecurity Index of the
International Telecommunication Union. It is a capacity building
tool that assesses countries’ commitment to cybersecurity and
identifies their capabilities and areas for improvement. The
cybersecurity status of countries can be assessed based on their
development in the five pillars (legal, technical, regulatory, capacity

building and cooperation)z.

Cybersecurity has several features, the most important of

which are:

- Cybersecurity is not a one-time course of action; rather, it is
an ongoing process and contains innovative defense mechanisms as

it confronts threats to systems, networks, etc.

- It works to create a secure cyber ecosystem and establish a

reliable system.

1 Mohamed Dahmani, Artificial Intelligence as a Mechanism to Enhance Cybersecurity, Journal
of Legal and Political Thought, Volume 7, Issue 2, 2023. p. 603.

2 Khaled Dhaher Abdullah Jaber Al-Suhail Al-Mutairi, The Role of Criminal Legislation in
Protecting Cybersecurity in the Gulf Cooperation Council Countries, Journal of Legal and
Jurisprudential Research, Issue 38, 2022. P. 987.
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- It carries out a preemptive control process with the aim of

searching for risks, working to solve them, and dosing loopholes.

- It works on subsequent defense, which is represented by the

rule of returning the situation to what it was.

- It provides the feature of alerting to the presence of an error
or misuse of networks that expose data and information to danger
from within institutions; and also covering external risks and

monitoring threats.

As for the dimensions of cybersecurity, they can be

summarized as follows:

Mllltary dimensions: Cybersecurity plays an important role in
the process of exchanging important information between military
institutions electronically and Virtually without hacking this
communication, which is positively reflected in achieving the

military objectives of countries.

Political dimensions: Cybersecurity plays an important role in
political life, as this role has increased in light of citizens' reliance on
social networking sites in their daily lives and modern technologies,
as cybersecurity has a role in parliamentary election campaigns,

electronic protests, and others.

Economic and social dimensions: The economic dimension is
related to two main areas, the first: the information and
communications technology industry, which includes the

development and production of devices and software, and the
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second: e-commerce by opening a free market on the Internet, and
one of the most famous examples is providing electronic wallet

services.

The cybersecurity market can also grow at the GCC level by
relying on purchasing cybersecurity products and services from

technologies related to protecting devices and detecting cyber threats.

The social dimension is related to the frequency of
communication between individuals through blogs, email and social
networking sites, which constitutes what can be called the cross-
border and transnational audience or the virtual world audience, and
therefore it is necessary to secure these networks and sites. However,
on the contrary, it may expose the morals of societies to danger and

cause a threat to the social peace of countries.

The social dimension is also linked to scientific, cultural, and
service fields, as it allows access to remote areas and specific groups,
such as the elderly, the sick, and others with special needs. In
addition to the role it can play in exchanging information during
times of humanitarian crises and disasters, the social dimensions do
not stop at providing citizens with reassurance in their daily lives
and benefiting from the energies of information and communication
technologies in developing their various activities, but rather extend
beyond that to maintaining the essential values in society: such as

belonging and beliefs.

Legal dimensions: The revolution in information,

communications and technology in general has resulted in modern
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patterns of behavior that constitute violations that entail criminal
and civil liability. This has also resulted in the imposition of modern
legislative frameworks for crimes committed against cyberspace to
keep pace with these rapid developments in technology and to
activate the foundations of joint international cooperation to combat

cybercrime.

One of the most prominent legal practices in the field of
cybersecurity is guaranteeing some rights in this field, the most
irnportant of which are: the right to access the information network,
and the new forms related to the use of information and
communications technoiogy, such as the right to create electronic

biogs and the right to own cultural programsl.

B: The importance of using artificial intelligence in the field of
cybersecurity

The benefits and importance of using artificial inteiiigence—

powered cybersecurity tools and systerns are as follows:
1: Technological progress and cybersecurity challenges

As technoiogy advances, the chaiienges facing cybersecurity
have increased. While the digitai age provides great advantages and
opportunities, it also opens the door to new risks. Individuals,

companies and governments face threats from cybercriminals,

! Khaled Zahir Abdullah Jaber Al-Suhail Al-Mutairi, the previous reference, pp. 1006-1009.
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hackers and cyber breaches, SO protecting systems and data requires

the use of advanced technologies, such as artificial intelligence.
2: Uses of artificial intelligence in protecting systems and data

Artificial intelligence plays a crucial role in protecting systems
and data from increasing threats in the world of cybersecurity, and

among some of the main uses of artificial intelligence in this field we

find:

— Threat detection: Al can recognize the behavior pattern of
cyber attacks and detect potential threats before they occur, helping

to take preventive measures.

— Data analysis: Al uses deep learning and advanced analysis
techniques to understand cyber data and identify patterns and

anomalies that may indicate attacks.

— Enhanced response: Thanks to Al, a faster and more
effective response to breaches and attacks can be developed by

cletecting and inferring attacks and taking the right measures.

— Improving network and information security: Al can
improve data classification and encryption, monitor data leaks, and

enhance network security in generall.

! Mohamed Gomaa Mohamed El Sayed, Artificial Intelligence and Cybersecurity Technology,
Beni Suef University website, at the link:
https://www.bsu.edu.eg/Backend/Uploads/PDF/Conference/Attificial %20Intelligence %20and %
20Cybersecurity%20Technology.pdf
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— Accelerating detection and response times: When companies
integrate Al with cybersecurity, they ensure rapid detection and
response to security threats, as Al scans the entire system and

identifies threats early, facilitating security tasks.

- Combating malicious bots: There are many bots that are
used in malicious activities such as spreading malware and stealing
data, and AI has the ability to identify, recognize, and block patterns
of these bots.

- Securing authentication: Al provides many tools such as
fingerprint scanners and facial recognition, which are required to
secure authentication during login attempts on sites that contain
sensitive information and require an additional layer of security for
protection. These tools help detect fraudulent login attempts and

cyberattacks aimed at stealing data.

— Improving accuracy and efﬁciency: Al-based cybersecurity
systems provide better accuracy and efficiency compared to
traditional security solutions, and Al algorithms have the ability to
recognize patterns that the human eye cannot detect, which increases

the accuracy of detecting malicious activities.'.

1 Artificial Intelligence and Cybersecurity: The Relationship, Differences and Challenges Between
Them, on Bakkah website, at the link: https:/ /bakkah.com/ar/knowledge—center/-‘;l;.la,a\/\ug;\ll

S
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Section Two

Applications of Artificial Intelligence in the Field of

Cybersecurity

Artificial intelligence technologies are essential tools in the
future of information security, as they help provide solutions to
growing problems. With the increase in cyber threats and the
complexity of attackers' methods, the use of systems that learn from
data becomes essential. Deep learning algorithms and computer
vision are solutions that can help organizations detect and prevent

threats before any damage occurs.

This requires expanding the applications of these technologies
and integrating them with existing systems to enhance organizations'
ability to confront threats. Research in artificial intelligence is
expected to continue to develop better tools to confront cyber attacks,
which requires government and private institutions to invest in these

areas.

Cybersecurity leaders should enhance their strategies by
understanding how to use artificial intelligence effectively, and
research efforts should be directed towards creating algorithms to
analyze past data to predict future threats, which helps secure work
environments. Studies show that integrating artificial intelligence

into cybersecurity can improve efficiency and security.

However, the ethical and legal challenges related to the use of

artificial intelligence in cybersecurity should be taken into account.
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This use raises issues around privacy and information security, as
algorithms may lead to biases that affect security decisions, so it is
necessary to take measures to manage the associated risks and
frameworks should be developed to improve the ethical and security
use of this technology and balancing the benefits and risks is
important to ensure the integrity of information and promote a

culture of securityl.
A: Using artificial intelligence to detect cyber threats

Artificial intelligence is used to detect threats and other
potential malicious activities. Traditional systems cannot keep up
with the huge number of malware being created. Artificial

intelligence intervenes and addresses this problem.

The cybersecurity company teaches artificial intelligence
systems to detect viruses and malware using complex algorithms SO
that the artificial intelligence can run pattern recognition in the
programs. Artificial intelligence systems are also trained to identify
even the smallest behaviors of ransomware attacks and malware
before they enter the system and then isolate them from this system;
They can also use predictive functions that exceed the speed of
traditional methods, as systems that operate on artificial intelligence

open the possibility of natural language processing that automatically

! Alaa Abdel Khaleq Hussein and others, Cybersecurity: Principles and Practices to Ensure
Information Integrity, Dar Al-Sard for Printing, Publishing and Distribution, Baghdad, Iraq, First
Edition, 2024. P. 122.
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collects information by activation through articles, news and studies

about cyber threats.

This information can provide insight into severe cases, cyber
attacks and prevention strategies. This allows cybersecurity
companies to stay up to date on the latest risks and timeframes and
build responsive strategies to keep organizations protected. Al can
also be used to increase network awareness. It can scan for phishing
by simulating clicks on email links and analyzing word choice and

grammar.

It can monitor network connections for the intended
installation of malware, command and control communications, and
the presence of suspicious packages. Furthermore, virus detection
has been changed from an exclusively signature—based framework
that was plagued by issues of reaction time, efficiency, and storage
requirements to a behavioral analysis framework that can distinguish

unmarked malware and previously unidentified threats®.
B: Expert systems and smart cyber weapons

Among the applications of artificial intelligence that have
shown their fruits in the field of cyber security, we find smart cyber
expert systems and smart weapons to confront cyber threats, and

they will be studied in the following two sections:

! Omar Yasser Al-Babli, Artificial Intelligence in the Face of Confronting Rumors and Terrorist
Financing Crimes in the Cyber Environment: Implications and Ways to Confront, Publications

of the Arab Administrative Development Organization, Egypt, 2023. pp. 221-222.
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1: Smart cyber expert systems

Expert systems are a computer system that simulates human
expertise and knowledge in a specific field. Expert systems in
artificial inteiiigence are based on a set of cognitive rules that define

the reiationships between concepts and ideas in the specific field.

Expert systems are characterized by their ability to anaiyze
information related to the specific probiem, identify available and
appropriate options for the solution, and recommend the best
possibie solutions. Therefore, expert systems can be used in a wide
range of fields, such as medicine, engineering, commerce, finance,

marketing, education, and others’.

It can be defined as follows: Expert systems are inteiligent
programs that contain a lot of knowledge and experience possessed
by an expert or several experts in one of the fields of knowledge.
They use the laws of thinking, iogic, common sense, and others, to
reach results based on previous knowledge stored in the knowledge

base2.

The great progress in these technoiogies raises security
concerns, inciuding the use of counter-technologies by hackers and

the creation of unexpected cyber threats, by attacking entire

! Mohammed Alarda, Expert Systems in Artificial Intelligence: Definition and Applications in
Reality, Website: Al-Munawwarah, at the link: https://mohammedalarda.com/ »9{;\3\1_’;@34;\»(.&3\
qc\;.ia,p\/\/

2 Khaled Nasser Al-Sayed, Origins of Artificial Intelligence, Al-Rashd Library Publishers,
Kingdom of Saudi Arabia, 2004. p. 189 and following.
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networks at a much faster rate that smart cyber expert systems

cannot counter.

The relationship between artificial intelligence and cyber
security is highlighted in these systems, through self-learning
algorithms in countering cyber threats that monitor data entering
and exiting networks, isolating strange data, and being Prepared to
react to sudden cyber threats. Artificial intelligence technology, like
machine learning and natural language processing, enables analysts

to respond to threats with greater confidence and speed.

Among the most important challenges facing smart cyber

expert systems with cyber security are:

- The development of countless applications in which artificial
intelligence can be used maliciously by hackers, posing potential
security threats, the emergence of new attacks through the use of
artificial intelligence systems to accomplish tasks that may be
unexpected by terrorist and criminal entities, exploiting the

weaknesses of artificial intelligence cyber systems,

- Carrying out cyber attacks using drones containing advanced
weapons systems that lead to hacking systems and network sites that

are difficult to confront.

- Using threats related to hacking cyber databases, with the
aim of accessing privacy, social and political manipulation, and

shaping a trend of public opinion.
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- The lack of close cooperation between policymakers and
legislators with technical researchers to investigate, prevent, and
mitigate potential malicious uses of artificial intelligence

technologies.

- The lack of practices in research fields with more mature
methods and methoclologies to address the expected threats of dual-
use applications of artificial intelligence cyber and everything related

to information security.

Therefore, cyber expert systems can be used in the future to
improve the response to sudden cyber threats, and therefore we must
take into consideration before starting to clevelop the cyber expert
system, the clevelopment of alternative solutions to any security
problem so that the expert system is capable of them, in order to

confront various threats and challenges.

The requirements for developing the cyber expert system are
necessary to make the expert system successful in achieving its goals,
and future cyber expert system projects do not start on their own,
but sometimes start because there is an urgent need for them, In the
end, cyber expert systems can be considered as transferring the
expertise of specialists in the field of cyber security to the computer,
which means the direct intervention of the human mind in the

computer's mind in confronting cyber threats!.

! Alaa Abdel Razzaq Al-Salmi, Introduction to Cyber Artificial Intelligence, Publications of the
Arab Administrative Development Organization of the League of Arab States, Egypt, Second
Edition, 2024. pp. 148-150.
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2: Smart Weapons to Counter Cyber Threats

With the increasing size and complexity of cyber attacks,
artificial intelligence helps security operations analysts confront
threats, through the smart technologies included in cyber expert
systems, that the role of smart weapons that use artificial intelligence
technology is focused on helping to detect threats and other
malicious activities because traditional systems cannot maintain the

absolute number of malware created every month.

Therefore, the cybersecurity company strives to provide
defensive smart weapons to protect against threats, through the
learning feature that artificial intelligence is characterized by to
detect malware and viruses, as well as vulnerabilities in networks and
systems, by using complex algorithms that implement sample
identification in artificial intelligence programs that automatically

collect information through case studies, articles and cyber threats.

Thus, it provides insight into cyber attacks, prevention
strategies, and methods of confronting them; The effective role of
smart weapons through the cybersecurity system will help achieve a
number of sustainable development goals set by the United Nations,

including:

- Improving the management of equipment use and
maintenance and expanding access to information related to

economic interaction between private and public institutions
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- Making information and communications technology
available to all in a safe and transparent manner, providing great
potentiai to accelerate human progress, bridge the digitai divide and
deveiop knowledge societies, as well as scientific and technoiogicai

innovation in various fields, such as medicine and energy.

- Building trust and providing security in the use of
information and communications technologies for sustainable
development will be a special priority in light of the growing
challenges.

Finaiiy, it can be said that smart cyber weapons, also based on
artificial intelligence, protect cybersecurity from attacks, but
sometimes they can be detected by criminals. They can be used to
pose serious threats to cyberspace, and therefore it is necessary to
give an effective role to defensive smart weapons, through a number
of tasks that can be given to these weapons in order to confront these

threats.

Indeed, when appiying these tasks, they gave great results in
practice. For example, vulnerabilities were revealed in various areas
through abnormal user behavior and other possible anomalies,

through which an information breach was detected and dealt with®.

! Alaa Abdel Razzaq Al-Salami, previous reference, pp. 187-189.
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Conclusion

Through the above, and through our study of artificial
intelligence and its role in enhancing cybersecurity, we have reached

a set of results that we follow with the necessary recommendations.
Results:

- Artificial intelligence is an ally of cybersecurity programs, so
it has become important to protect electronic security and benefit
from artificial intelligence in enhancing it by building smart software

specifically for this purpose.

- Cyber expert systems are a new concept that is little used at
the present time, and it is expected to be used more widely in the

future due to the serious threats to which the cyberspace is exposed.

- Artificial intelligence technologies related to cybersecurity are
developing very rapidly and have become relied upon in various

fields, especially in security systems.
Recommendations:

- The need to enhance the cyber infrastructure by companies,
in order to enable the application of advanced technologies such as

artificial intelligence.

- A legal and ethical framework must be cleveloped that
ensures the use of artificial intelligence in cybersecurity in a

responsible and balanced manner.
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- Institutions must work to address future challenges and

expected developments to stay on top of cybersecurity technology.

— Explore new Al technologies to improve cyber data analysis

and faster response to threats.

— Analyze emerging security challenges associated with new

applications of Al in cybersecurity.
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Summary:

This study aims to explore the concept of Artificial intelligence,

(Ai) and its role in enhancing cyber security.

Al has taken the forefront of interest and research in twenty—

first century, revolutionizing various.

Its existence, study, and application have become fundamental

to innovation across multiple sectors, including cyber security.

The applications of Artificial intelligence, particularly its use in

improving cyber security, present both opportunities and challenges.

One of the key findings of this study is that Al techniques
significantly contribute to improving cyber security in effective and
efficient manner, particularly through threat prediction and rapid

response.

This highlights the need to form an elite group of human
resources, trained in how to effectively and efficiently apply Al

techniques in the field of cyber security.

The Algerian government, recognizing the importance of this
specialization, has already under taken initiatives to address this
need.

Keywords: Artificial intelligence, and research, innovation, Al
techniques, cyber security, cyber war.
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Chapter 03

Protecting Digital Sovereignty in the Context of

Contemporary Cybersecurity Challenges
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Doctor of Law, Lecturer A, Faculty of Law and Political Sciences,
University of Mostaganem, Algeria
Dr. Latroche Amina
Doctor of Law, Lecturer A, Faculty of Law and Political Sciences,
University of Mostaganem,, Algeria
Abstract:

This research addresses the topic of "Digital Sovereignty and
its Protection within the Framework of Cybersecurity," discussing
the importance of digital sovereignty as a right for nations to control
their digital space and protect their data and national interests amidst
rapid technological changes. The cyberspace has become a complex
field facing increasing threats, from cyber-attacks to espionage,

necessitating the enhancement of international legal frameworks that
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protect digitai sovereignty. Different nations have varying
perspectives on managing cyberspace; some, like China and Russia,
adopt a strict policy for controlling the internet, whereas others, such
as the United States, reject this concept, considering cyberspace as
pubiic property. The study also presents an international approach
to enhancing iegai protection for digitai sovereignty, focusing on the
2001 Budapest Convention, which is the first international legal
framework for cornbating cybercrimes. The situation calls for
strengthening international cooperation and achieving a balance
between protecting digitai sovereignty and individual rights,
contributing to enhanced cybersecurity and the protection of

national interests in the digital age.

Keywords: Digital Sovereignty, Cybersecurity, Digitai Space,

Cyber Crimes, Budapest Convention.

e

) o ) 3 Lalery AN Bl gazse ol i ol

Lebls Bloy B0 Ll o 5ol (3 ol 58 8 N sald) 281 3l &
B} shiadl) sl 8y o)Ll eSS Y o) b 3 Gl L laey
s 8 (38N e 1855580 OB e Ble Dl a2l Vi Blass
S I Joll &3y Gl o (A2 N B3l s ol &35l LY e
(oW e sl dl dojlo Ll gu5 Jodll am aF 3] (Gl cliadl 5l
O e sl Vi o) ST e (55T s 5 oy )
3aloadd B3l B e Al AL Eed) o (S ke 380y 2 <Ll

277



oW ol 351 L1 e 12001 ol sy d8s) o 3SR po (i)
Ao o 0315 35 o) ool s (g gl o] Al 1L 2
3 ol plae Bl Gl oY s 3 Pl e LS gy E N L
(BN i
B3l LA Al Gl ) A sl bl 2K

278



Introduction:

Digitai surveillance for protecting national security is a
sovereign domain, long considered by states to be a reserved area
almost impervious to any form of regulation. There is no binding
regulation on digital surveillance on a global scale, despite an
unprecedented giobal awareness of the extent of intervention by
public and private digital entities in fundamental rights. This
awareness has hastened the inclusion of this activity within the scope
of legitimate oversight. The term "digital sovereignty" has been in
use since 2012 during the World Conference on International
Telecommunications, particularly by Russia and China, who have
demanded the restoration of their "sovereign rights" over network
management and the establishment of an international treaty to

better share responsibilities.

Digitai sovereignty has become one of the most prominent
issues facing nations both nationaliy and internationaliy. The
concept refers to the right of states to independently control their
digitai space and manage their electronic resources, inciuding data
and digital infrastructure. However, this right is increasingly
threatened by cyber assaults, such as hacking, electronic espionage,

and attacks targeting critical infrastructure.
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The importance of this topic stems from the growing role of
digitai space in achieving national security and sovereignty, as well
as its direct impact on data protection and the continuity of essential
services. Its significance is also evident in the urgent need to establish
effective iegai and reguiatory frameworks to protect states from
digitai attacks and to enhance international cooperation to address

shared chaiienges in this field.

This research aims to highlight the concept of digital
sovereignty and identify forms of assaults on it, while reviewing the
international mechanisms available for its Protection, and the role of
the United Nations in enhancing this protection. It also seeks to
provide practical recommendations that contribute to achieving a
balance between protecting digital sovereignty and international

cooperation.

The fundamental problem Of thiS research stems from the

foHowing question:

How can the legal and political protection of digital
sovereignty be enhanced in the face of increasing challenges posed

by the digital space?
This research relies on the descriptive analytical approach to

understand the concept of digital sovereignty and analyze forms of
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assaults on it, in addition to the legal approach to study the relevant

international mechanisms.

To answer the posed problem, the first section will discuss the
nature of digital sovereignty, followed by an international approach

to preserving digital sovereignty in the second section.
1. The Nature of Digital Sovereignty

Digital sovereignty is a modern concept associated with the
rapid technological developments the world has witnessed in recent
decades. This term reflects the state's ability to exercise its authority
and control over cyberspace, which includes data, digital
infrastructure, and information flows within and beyond its borders.
Digital sovereignty aims to protect national interests in the digital
environment and ensure the technological resources are utilized in a
way that serves national security and economic development.
Although digital sovereignty is an extension of traditional
sovereignty, it raises numerous legal and political challenges,
especially given the transboundary nature of digital space,
necessitating the adaptation of traditional concepts to the new digital

reality.
1.1 The Concept of Digital Sovereignty

In the context of rapid digital transformation, the concept of

digital sovereignty has emerged as a fundamental tool for enhancing
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state control over its digitai resources and protecting its cyberspace.
This concept refers to the right of states to manage their data and
control the digital infrastructure within their national borders,

ensuring their security and independence in the digital world.
1.1.1 Definition of Digital Sovereignty

The concept of sovereignty is linked to the Treaty of
Westphaiia of 1648, which established the principle of state
sovereignty over its territories and the management of its internal
affairs without external interference. This principle is a fundamental
foundation of modern international law and has garnered significant
attention from scholars of international law and political
researchers’. Definitions of sovereignty vary depending on
intellectual starting points and the circumstances surrounding the
emergence of the concept of sovereignty. The English word
"Sovereignty" is derived from the Latin word "Superanus,” which
means "supreme"” or "highest." Jean Bodin (1530-1596) was the first
to use this term in his book "The Six Books of the Repubiic," where
he presented the first comprehensive theory about sovereigntyz. John
Austin (1790-1859), a pioneer of the classical theory, formulated the

theory of sovereignty on the basis that the state is a legal system

1- Ali Sadiq Abu Haif, "Public International Law," Knowledge Establishment, Alexandria, 1995,
p- 35.
2- Al-Sadiq Al-Sheibani, "The Cirisis of Contemporary Democracy,” Al-Shorouk Press, Cairo, n.d.,
p- 50.
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embodied in a supreme authority acting as the ultimate source of
powerl. The principie of sovereignty is a fundamental piilar upon
which the theory of the state depends, and thus the term sovereignty
is synonymous with the term state in international politics. There is
no sovereignty without a state, and a state cannot exist without

sovereignty.

In the international system, the concept of "sovereignty" has
undergone a significant transformation from being absolute to
reiative, due to ongoing giobai changes. One of the most notable
deveiopments that contributed to this shift is cyberspace, which
posed a chaiienge to the traditional concept of sovereignty in
international law. This challenge is one of the most signiﬁcant
indicators of the need to reconsider concepts of control and
management, as cyberspace has added a new dimension to
international interactions, requiring a reassessment of sovereignty

mechanisms in this field>.

The idea of "digital sovereignty" emerged in the early 2000s.
In 2011, Pierre Bellanger, the head of "Skyrock," made an initial
attempt to define this concept: "Digitai sovereignty is the control of

our present and our destiny as they appear and are directed through

1= Abdel Wahab Al-Kayyali, "Political Encyclopedia,” Vol. 2, 2nd edition, Arab Institute for
Publishing and Distribution, Beirut, 1996, p. 163.

2- Indira Araji, "Power in Cyberspace; A Modern Era of Challenge and Response," Dar Mirza,
Beirut, 2019, pp. 83-86.
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the use of technology and information networks!." Therefore,
achieving digitai sovereignty has become a common goai among
companies, pubiic entities, and recentiy, Internet users, whether they

are citizens or consumers?.

Digital sovereignty was defined as "the state's extension of its
control and jurisdiction over the digitai space represented by the
Internet’.” It was also defined as "a legal technical domain
characterized by state, corporate, and individual claims to control it,
meaning the subjection of cyberspace to the interests and values of
the state, thereby enabiing the latter to control its cyberspace to
ensure it follows the same rules, standards, and considerations
present in society4." In its 2019 report, the Senate's Commission of
Inquiry on Digital Sovereignty defined digitai sovereignty as: "The
state's abiiity to act in cyberspace (...) which is a necessary condition

to maintain our values, (...) inciuding, on one hand, the autonomous

1- Pierre Bellanger, "On Sovereignty in General and Digital Sovereignty in Particular,” Les Echos,
August 30, 2011 (archives.lesechos.fr/archives/cercle/2011/08/30/cercle_37239.htm). Accessed
on: September 18, 2024.

- Nicolas Colin and Henri Verdier, "Digital Sovereignty: The Industrial Path,"

paristechreview.com, June 30, 2014 (www.paristechreview.com/2014/06/30/souverainete-

numerique). Accessed on: September 16, 2024.

3- Mohamed Saadi, "The Impact of Emerging Technology on Public International Law," Dar Al-
Jamea Al-Jadida, Egypt, 2014, p. 240.

4- Marwa Zein El-Abidin Saad, "The Impact of the Changing Concept of Sovereignty on Judicial
Jurisdiction in Cybercrimes," International Journal of ]urisprudence, Judiciary, and Legislation,

Judges Club of Egypt, Egypt, Volume 3, Issue 3, October 2022, p. 703.
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capability to assess, make decisions, and act in cyberspace, and on
the other hand, control over our networks, electronic

communications, and data'."

Thus, cyber sovereignty refers to the ability of states to control
the electronic space that includes digitai infrastructure and data
within their borders or that affect their security and interests.
Countries like China are embracing their cyber sovereignty by
aiiocating substantial resources to the electronics industry and
controiiing this space, as the concept of cyber sovereignty relates to
national control of electronic space serving the state's poiiticai,

economic, security, and cultural interests.
1.1.2 Forms of Assault on the Digital Sovereignty of States

An assault on digital sovereignty refers to the violations that
states endure in their abiiity to manage and protect their digitai data
and information. There are various forms of assaults on the digitai

sovereignty of states, among the most prominent are:

A. Cyber Attack
This involves the use of eiectromagnetic energy or anti-

radiation weapons to attack individuals and facilities with the goai of

- Inria Institute, "Digital Sovereignty: = What Role for Research?", in:

https://www.inria.fr/fr/souverainete-numerique-role-recherche, March 29, 2021. Accessed on:

September 18, 2024.
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weakening the enemy's combat capabiiity and reducing their
effective use of the electromagnetic spectrum. These attacks include
jamming and eiectromagnetic deception. Typicaiiy, the losses
resuiting from a cyber—attack led to substantial material damages,
unlike traditional warfare, which involves human casualties®.
Exampies of cyber—attacks include disrupting iogisticai support
systems to reduce support for enemy forces and decrease their

effectiveness, and controiiing power generation systems.

B. Cyber Espionage as a Violation of Digital Sovereignty

Cyber espionage is one of the most crucial preiiminary stages

of cyber warfare operations and is defined as the unauthorized
interception of communication systems, networks, and data with the
intent of obtaining and manipulating information. Cyber espionage
is among the first forms of threats that affect national security and
pose a risk to the interests of states and individuals® It refers to
deliberate attempts to penetrate computer systems and websites of a
rival state or adversary to steal confidential information. This type of
espionage aims to acquire a vast database related to miiitary, poiiticai,

security, economic, and industrial systems and secrets. These

1- Mohamed Atef Imam Ibrahim, "Cyberspace and Its Impact on National Security of States: The
Case of Cyber Warfare," Research Studies, Arab Democratic Center, April 23, 2022,
HTTPS://DEMOCRATICAC.DE/?P=81775. Accessed on: September 10, 2024.

2- Karim Raqouli and Lakhdar Nouioua, "Mediterranean Cybersecurity Between Reality and

Security Stakes." Tabna Journal of Academic Scientific Studies. Volume 2, Issue 2, 2019, p. 74.
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operations reiy entireiy on modern technoiogicai communication

and networking systems within states’.

In the current era, espionage has transcended military and
warfare scopes to include various fields such as economics,
technoiogy, poiitics, and industry. Aithough rniiitary espionage still
holds significant importance and is considered one of the most
dangerous types of espionage, the nature of the information required
today has changed significantiy. In the past, secret information
revolved around the size of armies and their equipment, and such
information was considered extremeiy important. Now, this data is
more wideiy available, pubiished in newspapers and media, and the
maps showing troop distributions in conflict zones are openiy
discussed. Modern espionage focuses more on precise and advanced
information, such as modern miiitary technology, strategic economic
data, and knowiedge related to scientific and industrial
deveiopments. This change reflects the significant transformations in
the concept of national security and the importance of information

in the digitai agez.

1- Sharifa Klaa, "Cybersecurity and the Challenges of Espionage and Cyber Breaches for States
Across Cyberspace,” Journal of Law and Humanities, University of Djelfa, Volume 15, Issue 1,
2022, p. 295.

2- Samia Bouchoucha, Haya Salmani, "Electronic Espionage and Methods of Combating It,"
Journal of Social Sciences and Humanities, University of Tebessa, Volume 16, Issue 1, 2023, p.

54.
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C. Cyber Intrusions

Cyber intrusions involve breaching systems to obtain
inteiiigence information about a state or organization. It is a system
or program designed to exploit the opponent's data and damage it,
as well as to disrupt their computer system, with the goal of gaining
superiority in security, military, and poiiticai domains. This process
occurs at muitipie levels, whether individual, institutional, or state-
level. Cyber intrusions take various forms, but ultimateiy aim to
access and seize critical information from the adversary, using
computer systems that target the information infrastructure of the

intended entityl.

D. Attacks on Critical Infrastructure
Denial-of-service attacks might seem to cause relatively minor
damage in the cyberspace of states, but they can lead to significant
financial costs and losses if the service disruption continues for an
entire week. If the attacks target infrastructure, the real-world losses
can be tremendous, especially when industrial operations and the
administrative systems associated with them are targeted. For

exampie, a group of hackers could manipuiate systems related to

1- Ali Mohamed Mahmoud, "Cyber Space Wars and Their Relation to Fifth Generation Wars,"
Dar Al Maaref, Egypt, 2020, pp. 55-56.
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energy, such as oil and gas pipelines, fuel production plants, and

power generation stations!.

Regardless of the exact number of electronic activities and
operations targeting critical infrastructure, many actual incidents
have occurred that justify increasing concern about securing this
infrastructure, which has become increasingiy interconnected. For
exampie, in eariy 2020, cybercrime attacks targeting Brno University
Hospitai in the Czech Repubiic forced the hospitai to suspend
scheduled surgicai operations and redirect patients to other nearby
facilities. In another incident four years prior, the Ukrainian
eiectricity distribution company reported a network outage iasting
several hours due to a cyberattack targeting computers and
Supervisory Control and Data Acquisition (SCADA) systems,

causing a power outage affecting about 225,000 customers>.

E. Cyber Hacking

Hacking involves unauthorized access to other peopie's devices
and their electronic networks, aiming to compromise the

confidentiaiity and privacy of individuals or to impact the integrity

1 Nour El-Din Hamed Ali Ibrahim, "Cyberspace: Concepts and Dimensions," Scientific Journal
of Research and Commercial Studies, Helwan University, Volume 38, Issue 2, 2024, pp. 737-738.
2- Lee, Robert M., Michael J. Assante & Tim Conway, 2016. "Analysis of the Cyber Attack on
the Ukrainian Power Grid," SANS & E-ISAC, March 18. As of October 21, 2020:
https://ics.sans.org/media/E-ISAC__SANS_ Ukraine_ DUC_5.pdf, Accessed on: September 01,

2024.
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of content by altering or destroying it Hacking does not just target
the personal information of citizens; it goes further by exposing state
security secrets and breaching the websites of governmental
institutions and the emails of some world leaders, especially those
from countries that have experienced civil wars. The last decade has
witnessed unprecedented leaks characterized by secrecy and detailed
information about targeted international figures, aimed at
overthrowing them or creating Problems and disturbances within the

countries they belong to?.

F. Attacks on Military Systems

These target weapon control systems, satellites, or military
communication systems to disrupt warfare operations. Attacks on
military and governmental operations typically involve targeting
systems on a daily basis, often as a fundamental part of espionage.
These attacks aim either to obtain weapon designs, access
confidential information, understand the enemy's thinking during a
war, or learn about military plans and troop positioning. Therefore,
any network connected to the Internet is vulnerable to attacks, and
even those not connected are not necessarily safe from danger.

Governments and militaries rely on these networks during

1- Leila Baouni, "Threats in Cyberspace and Their Reflections on Digital Sovereignty: Cyber
Piracy as a Model," Strategia Journal, Military Institute for Documentation, Evaluation, and
Reception, Volume 8, Issue 2, 2021, p- 9

2- ibid, p. 18.
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peacetime, but this does not mean that relying on them in wartime
is safe. In fact, the advantage of advanced military technology for
modern armies can turn into a disaster if it is subjected to

cyberattacks that lead to its disruptionl.

These are some exarnples that reflect the different forms of
cyber warfare, which rely on digital technologies to impact states and
organizations. These forms pose a real challenge to digital
sovereignty and require an effective response from governments to

enhance cybersecurity and protect sensitive data and information.

1.2 The Issue of Recognizing States' Sovereignty over Their
Digital Space

Political scholars differ on the impact of cybersecurity on state
sovereignty. Daniel Lambach believes that cyberspace has enhanced
state sovereignty through what is known as "electronic sovereignty"
or "data sovereignty," which refers to the imposition of national
sovereignty in cyberspace, meaning the formation of areas with
national sovereignty in this space. This concept relies on the theory
of practice and the dual concepts of relocalization, also known as

"territorial ontology."

The ways in which actors (such as states) exercise control over

cyberspace include cutting off the internet during times of political

1- Nour El-Din Hamed Ali Ibrahim, op. cit., p. 737.
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crisis, controiiing codes and algorithms through artificial inteﬂigence
technologies, and imposing strict censorship on content, as is the
case in Turkey and Thailand. Additionaliy, states resort to national
hacking or imposing "data localization" laws that prevent data from
being transferred across borders, as in the cases of Russia and China,

reﬂecting a reguiar dispiay of state power.

There are many tools available for states seeking to re-establish
their national territories in cyberspace, such as biocking Internet
Protocol (IP) and monitoring keywords to track discussions on
sensitive topics, and biocking access to websites considered
subversive'. These measures have been implernented in several
countries, such as the "Great Firewall" in China and the strict
government internet control systems in North Korea. However,
some believe that cybersecurity poses a threat to state sovereignty
due to hacking operations and cyberattacks, such as shadow broker

attacks and electronic vulnerabilities that cross state borders.

The issue of recognizing digital sovereignty for states arises
from the negative stances adopted by some countries. Not all
countries have yet recognized digital sovereignty in cyberspace, as
policies and practices vary from one country to another. Some

countries, like the United States, consider cyberspace to be a part of

1_ Daniel Lambach, “The Territorialization of Cyberspace,” International Studies Review, Vol. 22,

Issue 3, September 2020, pp. 482—506.
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the global commons, and therefore sovereignty cannot be transferred
to this space. On the other hand, other countries have a different
vision, believing that control is necessary to limit the impacts of
cyberspace and its reflections on state securityl. China adopts a
strong policy to control cyberspace, reﬂecting its concept of digital
sovereignty. The European Union focuses on data protection
through the General Data Protection Regulation (GDPR) and
considers data as part of national sovereignty. These countries realize
that cyberspace can affect their national security, prompting them to
take stricter measures to control information and infrastructure, and
to enact various laws for data protection and cybersecurity, reﬂecting
their views on digital sovereignty. These legislations sometimes lead
to legal conflicts between countries, especially regarding cross-border

data exchange.

Despite the increasing need for international cooperation to
face global cybersecurity challenges, this cooperation can be
complicated due to differences in national policies. Countries have
sought to control and assert their jurisdiction over the internet by
regulating their electronic space, aiming to preserve it. These efforts
reflect the determination of states to combat actions that threaten the
trust, integrity, and security of their virtual community, especially

with the increasing cyberattacks.

1- Indira Araji, op. cit., p. 112.
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2. The International Approach to Preserving Digital
Sovereignty

Sovereignty is a fundamental principie of international law, as
wideiy accepted in the 1928 international arbitration decision
regarding the Island of Palmas. In this context, numerous statements
from the United Nations, NATO, the Organization for Security and
Co—operation in Europe, the European Union, as well as most
countries individuaiiy, affirm that international law applies to
cyberspace. Accordingiy, offensive cyber operations that violate state
sovereignty are considered expiicit violations of international law,

resuiting in "international responsibﬂityl."

2.1 Enhancing International Legal Protection for
Cybersecurity

The 2001 Budapest Convention, also known as the Cybercrime
Convention, is the first international treaty aimed at combating
cybercrimes by providing a common iegai framework for member
states to reguiate and coordinate their efforts against crimes
occurring over the internet. Signed in Budapest, Hungary, on
November 23, 2001, and effective from ]uiy 1, 2004, the convention
calls for the harmonization of national iegislations related to

cybercrime, defining crimes such as unauthorized access to computer

- Marwa Zein El-Abidin Saad, op. cit, p. 707.
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systems, cyber fraud, data assault, and infringement of intellectual
property rights. The convention also includes measures to enhance
international cooperation among member states to facilitate the
exchange of information and assist in cross-border investigations and

legal actions'.

The Budapest Convention plays an important role in
enhancing digital sovereignty by providing an international legal
framework to address cybercrirnes. However, there are challenges
related to digital sovereignty within the context of this convention.
On one hand, the convention contributes to the protection of digital
sovereignty of states by providing legal and procedural tools that help
combat cybercrimes that may threaten their digital security. The
convention enables states to update their legislations and practices to
align with technological advancements and enhances international

cooperation in combating transnational cybercrimes.

On the other hand, there is sometimes debate about the impact
of this convention on the digital sovereignty of states, as the
commitment to information exchange and cooperation with other
countries may pose challenges related to the protection of national

data and privacy rights. Some countries may see this convention as

1= Suleiman Qataf, Abdel Halim Bougrien, "The Substantive Legal Mechanisms to Combat
Cybercrime under the Budapest Convention and Algerian Legislation," Academic Journal of Legal

and Political Research, University of Laghouat, Volume 6, Issue 1, 2022, pp. 337, 339.
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a restriction on their digital sovereignty, especiaﬂy if it requires them
to cooperate on issues related to their national security or sensitive

information.

Thus, it can be said that the Budapest Convention represents
an important step in enhancing digital sovereignty by protecting
cyberspace from crimes, but it also poses chaﬂenges associated with
balancing international cooperation and protecting national

sovereignty.

2.2 The United Nations' Intervention to Protect Digital

Sovereignty

The United Nations plays an increasingly important role in
protecting the digital sovereignty of nations through various efforts
to enhance cybersecurity and address digital threats. These efforts

include several axes, most notably:
2.2.1 Enhancing International Legal Frameworks

Interest in addressing activities that infringe digital sovereignty
at the United Nations level began during the Eighth United Nations
Congress on the Prevention of Crime and the Treatment of
Offenders, held in Havana, Cuba, from August 27 to September 7,
1990. At this congress, the General Assembly adopted a resolution
concerning legislation related to cybercrime. This conference was

followed by many activities aimed at strengthening the defense of
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state digitai sovereignty. In 1994, efforts in this field intensified, and
in 2005, during the Eleventh United Nations Congress on Crime
Prevention and Criminal Justice held in Bangkok, Thailand, the
United Nations adopted a declaration calling for the unification and
coordination of legislation related to combating cybercrime. This
declaration reflects the organization's commitment to addressing

threats to state sovereignty in cyberspacel.

The United Nations works to develop policies and legal
frameworks to enhance digital sovereignty, including the Open-
ended Working Group it established in 2018 to address cybersecurity
issues. This group aims to build international concepts about the

laws and standards that govern the digital space.
2.2.2 Maintaining Peace and Security in Cyberspace

Reviewing many examples of cyberattacks that used cyber
weapons for offensive or defensive purposes, such as the attacks on
Estonia in 2007, the Natanz reactor in 2010, Deir ez-Zor in 2010,
and Georgia in 2015, it is clear that their impact and impiications on

international peace and security are equivalent to those used in cases

- Ahmed Shehirt, Murad Qreibiz, "Challenges of the Internet to State Sovereignty (Digital
Sovereignty),” Journal of Legal and Economic Research, University Centre Aflou, Volume 5, Issue

1, 2022, p. 315.
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of aggression or traditional wars!. Therefore, the United Nations,
through institutions such as the International Security Council,
addresses digitai threats that may threaten international peace and
security, such as cyberattacks targeting critical infrastructure. In
2021, several resolutions were adopted to encourage countries to

enhance Cybersecurity measures.
2.2.3 Combating Cybercrimes to Preserve Digital Sovereignty

The United Nations seeks to establish a comprehensive
framework to confront this type of crime. In this context, it has
presented a set of substantive and procedurai rules to address these
crimes, as was evident at the Twelfth United Nations Congress on
Crime Prevention and Criminal Justice held in Salvador, Brazil, from
Aprii 12 to 16, 2008. Item 40 of the conference report emphasized
the importance of building national capacities to combat cybercrime,
including the stages of prevention, detection, investigation, and
prosecution of offenders, and enhancing security in cyberspace. [tem
42 of the report highiighted the importance of coordination among
countries in the field of combating cybercrime. The focus was on the

necessity of exchanging information about national iegisiations,

- Widad Bou Talleb, Manal Boukorou, "The Struggle of Cyberspace and Its Impact on
International Peace and Security — New Threats and Challenges and Ways to Confront Them,"

Journal of Legal and Social Sciences, University of Djelfa, Volume 7, Issue 4, 2022, p. 816.

298



enhancing cooperation and technical assistance, studying national

experiences, and aiso the iegai Procedures reiated to cybercrimesl.

Overall, the United Nations' efforts aim to enhance
international cooperation in protecting the digitai sovereignty of
states, with a focus on security, privacy Protection, and human rights
in cyberspace. The United Nations, through programs like the
United Nations Deveioprnent Program, also seeks to build the
technical capacities of states, especiaiiy deveioping countries, to heip
them deveiop strong cybersecurity defenses and protect their

infrastructure from cyberattacks.

1- Amal Yebdi, "United Nations Efforts in Combating Cybercrime," Journal of Research in Law

and Political Science, University of Tiaret, Volume 8, Issue 1, 2022, pp. 308, 308.
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Conclusion

In conclusion, it can be said that digitai sovereignty represents
one of the significant chaiienges that nations face in the modern era.
The importance of digitai sovereignty is growing in the context of
rapid technoiogicai deveiopment and increasing reliance on the
digitai space in various aspects of life, inciuding the economy,
poiitics, and security. This makes maintaining digitai sovereignty a
fundamental element in the age of information and technoiogy.
Nations are working to enhance their strategies to ensure that they
can protect their digitai interests and secure the rights of their
citizens in the digital space. This requires coordination between
national and international policies to achieve a secure and prosperous

digitai environment.

The study has reached the following conclusions:

— The digitai sovereignty of states faces many threats, where a
state may attempt to hack or disrupt the cyberspace of

another state in order to undermine its digitai sovereignty.

— States that possess strong digitai sovereignty are better able
to protect themselves from cyberattacks and specificaiiy to
prevent foreign control or interference in their digitai

systems.
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— The lack of legal regulation for cyberattacks is the biggest
challenge facing cyberspace, despite the existence of
international will at the level of negotiations and United
Nations resolutions. However, this will is not effectively

implemented, especiaiiy by the major powers dominant in

this field.

— There is an urgent need to develop international iegai
mechanisms to regulate the digital space and protect states

from digitai assaults.

The study concludes with the foiiowing recommendations:

— Every country should adopt comprehensive national
strategies that include plans for responding to cyber
emergencies, in addition to establishing a iegai framework
that reguiates data collection and protection, focusing on

protecting the rights of individuals and government bodies.

— It is essential to enhance cooperation among countries in the
field of information and resource exchange about cyber
threats, such as sharing data about attacks and their methods,
which enhances the ability of states to confront these threats

and preserve digital sovereignty.
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— Modern technologies should be adopted for detecting and
analyzing cyber threats, enhancing the ability of states to
quickly respond to attacks and accurately identify their

sources.

— It is important to enact effective international legislation to
p 2
protect the digital space and enhance the abiiity of states to

maintain their sovereignty in this field.

— Awareness of the importance of protecting personal data and
privacy should be enhanced, as increasing awareness can be

a key factor in strengthening digital sovereignty.
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Abstract

Cybersecurity technologies have become smart technologies
that rely heavily on artificial intelligence systems, whether in the
formation of these technologies, their operation, or the methods and
patterns by which they operate. However, this development now
hides behind it challenges and risks that cannot be overcome only
technically, but also through legal confrontation, whether by relying
on existing legal systems or by creating new legal systems that are
compatible with the development taking place in the field of artificial
intelligence. Therefore, the aim of this study is to explore the
challenges associated with the use of technical applications based on
artificial intelligence, which can expose cybersecurity to danger.
Therefore, this study reviews the role of artificial intelligence systems
in developing cybersecurity applications, and suggests effective
methods for benefiting from artificial intelligence technologies to
confront the threats and vulnerabilities faced by cybersecurity
workers, while at the same time showing the challenges facing the

use of artificial intelligence technologies in the field of cybersecurity.
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Summary

The role of artificial intelligence in the impiementation of
justice and the strengthening of cybersecurity has had a significant
impact on improving the Performance of this role. One of the most
prominent uses of artificial inteﬂigence has been the implementation

of electronic surveillance as an alternative to Punishment.

This has drawn strong attention, considering that electronic
surveillance is a social reaction to some minor crimes, which requires
protecting the person from hovering around the causes of the crime
again, preventing him from frequenting certain places or practicing
certain activities, and also giving him the opportunity to prove that
he is worthy of integration into society, and capabie of living in his

community without committing crimes.

Keywords: Artificial inteHigence, electronic monitoring,

alternative penalties.
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Chapter 06

International experiences in the field of using artificial

intelligence to protect the cybersecurity of countries

-reading the American, British and Singaporean

experience—
Dr. Manel Boukourou, (Algeria) ,
*University of Constantinel
Mentouri Brothers

manel.boukourou@umc.edu.dz

Abstract:

This study addresses the topic of using artificial intelligence
techniques to protect countries’ cybersecurity, with a focus on the
experiences of leading countries in this field by highlighting the
importance of artificial intelligence in improving the ability of these
countries to confront increasing cyber threats. In this context, we
reached several results, including: The most important of which is
that the selected international models have achieved significant
progress in the use of artificial intelligence in the field of improving
cybersecurity, early detection of attacks and analysis of big data.
However, these successes are not without legal challenges, such as

violations of privacy and data censorship, as well as legal liability that

383


mailto:manel.boukourou@umc.edu.dz

may arise in the event of hacks or technical errors. As for the
proposals, the most important of them is the need to strengthen iegal
frameworks to keep pace with the progress taking place in the field
of smart technology and to enhance international cooperation

through the exchange and transfer of expertise and experiences

Keywords : Artificial intelligence - cyhersecurity - international

experiences - positives - obstacles.
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Introduction

With the increasing reliance on digitai technology in various
fieids, the need to enhance cybersecurity has become an urgent
necessity to confront the increasing cyber threats in our current era.
This is what has made most countries rely in this field on artificial
inteiiigence, which aims to deveiop systems and software that mimic
the mental capabilities of humans. For its superior abiiity to learn,
adapt, make decisions, and solve probierns in various fields such as
healthcare, manufacturing, machine translation, civil and military
robotics, and cybersecurity protection through a set of measures and
procedures aimed at protecting electronic information and data from
unauthorized access. or use, modification, or destruction by
protecting networks and information systems from electronic attacks
and potential threats that may affect the confidentiaiity, privacy, and
integrity of information in the digitai space, by relying on privacy
protection laws and protecting personai information through smart
appiications that provide innovative capahiiities. To anaiyze data,

detect threats and respond to them more efficientiy

Therefore, this research paper aims to study the role of artificial
inteiiigence appiications in improving cybersecurity by detecting
threats, protecting against maiware, and confronting cyberattacks,
and this will not happen until we identify the areas in which artificial
inteiiigence technoiogy is used. And reveaiing the most prominent
appiications of artificial inteiiigence used to improve cyhersecurity.
Reiying on pioneering experiences in this field, nameiy the United

States of America, the United Kingdom, and Singapore. In addition
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to identifying the obstacles and chaiienges that may face the
appiication of these technoiogies, while proposing solutions and
suggestions on how to improve the role of artificial intelligence in
improving cyber protection  systems by exploiting artificial
inteiiigence techniques to monitor systems, detect threats faster and
more accurateiy, keep up with modern threats, and innovate new
solutions. In addition to reducing costs and human errors, as well as
achieving an effective and rapid response to crises and attacks by
applying artificial intelligence to analyze data in a real-time manner...

etc. The probiem of the study emerges as follows:

How can artificial intelligence technologies enhance the
cybersecurity protection of countries, and have leading countries
such as the United States of America, the United Kingdom, and
Singapore been able to achieve actual success in this field?

To address this probiem, we decided to use the descriptive
approach and the anaiyticai approach to anaiyze the various tools
and techniques in the field of artificial inteiiigence and their use in
protecting cybersecurity, in addition to the critical approach to
identify gaps and obstacles and suggest alternatives and solutions. To

study this topic, we divided the study into two axes as follows:

-The first axis: The conceptuai framework. Cybersecurity and

artificial inteiiigence and its role in confronting cyber threats.

-The second axis: Selected models of successful countries in the
field of using artificial inteiiigence techniques to protect

cybersecurity.
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The first axis: The conceptuel Framework of cyber Security
and artificiel intelligence and its role in confronting cyber

threats.

With the rapid development of technology, cyber threats have
become more complex and widespread, which requires the adoption
of advanced technologies to detect them. Therefore, artificial
intelligence is one of the most important tools that have proven
effective in improving cyber threat detection mechanisms. Below we
will highlight the role of artificial intelligence in analyzing data,

detecting malware, and being proactive in confronting cyber attacks.

First - The conceptual framework of artificial

intelligence and cyber Security

Before addressing the role of artificial intelligence techniques
in analyzing cyber data, we must systematically review the definition
of these smart technologiesl, which are considered a branch of
computer science That aims to develop systems and programs
capable of carrying out tasks that mimic human intelligence, as it is
used in... This field is intelligent technologies that rely on the high
computational capabilities of computers and information technology,
to create models that interact, learn, and make decisions in a manner
similar to humans. Accordingly, artificial intelligence is an essential

part of modern technologies, which are wiclely used such as civil and

! Dambe, S., Gochhait, S., & Ray, S.The Role of Artificial Intelligence in Enhancing Cybersecurity
and Internal Audit. In 2023 3rd International Conference on Advancement in Electronics &

Communication Engineering (AECE) IEEE 2023.pp. 88-93

387



military robots. Seif—driving cars, drones, and robots that manage
nuclear reactors and power Plants, in addition to big data analysis
(Ai—Masry, 2024), in addition to e-commerce, medicine, in-person or
distance education through educational piatforms and programmed
digitai appiications...etc., while in the field of manufacturing,
artificial inteiiigence piays an important rdle in improving
production processes and increasing efficiency. With high accuracy

and speed. !

As for cybersecurity, it is defined as: protection of
communications networks, information systems and data, inciuding
devices connected to the Internet?, where its role is represented in
the preventive measures and standards that must be followed and
compiied with to confront cyber threats, and limit violations or
unauthorized access to them?, as it is the activity that ensures the
protection of resources. Human and financial resources related to
information and communications technoiogies, and ensures the
abiiity to recover from losses and damages resulting from potentiai
risks and threats, aiiowing the normal situation to be restored as
quickiy as possible4. On the other hand, cybersecurity aims to

achieve several dimensions, nameiy: the miiitary dimension, in which

! - Irshaad Jada, Thembekile O. Mayayise, intelligence on organisational cyber security: An
outcome of a systematic literature review, journai Data and Information Management,2024pp1»2
2 sia-Ching Chang -Suliman Hawamdeh. Cybersecurity for Information Professionals: Concepts
and Applications,Auerbach.2020,p120

3 Zeadally, S., Adi, E., Baig, Z., & Khan, I. A. Harnessing artificial intelligence capabilities to
improve cybersecurity. leee Access, 8-2020, p45.

4 - Ajay Singh.ntroduction to Cybersecurity: Concepts, Principles, Technologies and Practices.
Orient Blackswan. 2023.p175
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cybersecurity aims to maintain the protection of digitai security for
the military sector within the country, which allows for smooth
communication across military networks, which facilitates the
exchange of information and orders, which allows for compiete
control of the weapons system, such as Drones, guided missiles and
satellites. And radars...etc., in addition to the economic dimension,
which aims to provide stabiiity to the financial sector, financing
operations, and financial transactions from any intrusion into their
environment and digitai data, in addition to the social dimension, as
cybersecurity aims to achieve the social dimension, especiaiiy with
the expansion of the circle of Internet users, which requires
providing an environment A secure digitai piatform that allows them
to access the risk of hacking their information and personai data and

prevents iiiegal uses from third parties.1

In addition to That, the poiiticai dimension, as cyber Security
seeks to protect the confidential documents of poiiticians, which
often leads to dipiomatic crises between countries, such as Russia’s
cyber interference in the American elections, without forgetting the

iegai dimension, as the deveiopment of smart technology requires

1 - Kaspersky knows cybersecurity Cybersecurity is the practice of defending computers, servers,
mobile devices, electronic systems, networks, and data from malicious attacks. It's also known as
information technology security or electronic information security. The term "cybersecurity"
applies in a variety of contexts, from business to mobile computing, and can be divided into a
few common categories.

Available ait the link

https://www.kaspersky.com/resource-center/definitions/what-is-cyber-security
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the enactment of legislation by improving the legal frameworks for

dealing with it. With legal and non-online activities,

Second - applications of artificial intelligence used to improve
cyber Security and machine learning

to analyze and protect data in the digital environment, as these
technologies allow identifying unusual patterns in data movement to
detect cyberattacks such as malware and distributed attacks. (DDoS).
Through machine learning, huge amounts of data can be analyzed
quicl(ly and accurately, which helps predict future threats based on
historical data’. Techniques such as deep learning are also used to
analyze unstructured data such as text or images to identify
suspicious patterns. Artificial neural networks contribute to
improving Detecting abnormal behavior across networks Network
behavior analysis also allows monitoring data traffic to detect attacks

that may go unnoticed.

In addition to the above mentioned, smart technology helps
detect attacks via email or encrypted conversations. In addition to
the above, predictive algorithms contribute to making proactive
decisions to improve protection strategies. Accordingly, these
technologies work to improve the speed and efficiency of
cybersecurity systems, through rapid detection and immediate
response. On threats. Hence, the artificial intelligence techniques

used to enhance cybersecurity include a wide range of innovative

! - Damien Van Puyvelde -Aaron F. Brantly. Cyber Security: Politics, Governance and Conflict
in Cyberspace John Wiley & Sons.2024.p118
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tools and methods, the most important of which we will discuss: the
most important of which are intrusion detection systems (IDS),
which rely on artificial intelligence to analyze data movement and
detect suspicious activities. Which may indicate hacking attempts.
An example is Darktrace, which uses machine learning to analyze
network behavior and detect attacks in real time. In addition to
predictive analysis systems, it is used to anticipate future threats
based on previous data, such as deep learning techniques that help
derive patterns that indicate the possibility of threats occurring. An
example of this is the Microsoft Azure Sentinel platform, which relies

on predictive analysis to anticipate threats before they occur.!

Cybersecurity automation systems (SOAR)*> also play an
important role, as they allow automatic response to security incidents
to reduce the time it takes for human intervention. The most
prominent of these systems is the Cortex XSOAR system from Palo
Alto Networks, which allows for complete automation of security
operations. In addition to what was mentioned, it is noted that in
the field of malware detection, artificial intelligence helps in
identifying malicious software even if it is new or unknown. Cylance

tool is an applied example that uses artificial intelligence to detect

! - Damien Van Puyvelde ,Aaron F. Brantly .op.cit. p119

2 SOAR signifie orchestration, automation and response to the security. SOAR will indicate the
pressure on the information equipment in integration with automated responses to various events.
The SOAR system can be used as a program to adapt to this organization. Please allow the devices
to write a comment SOAR can use these objects in the near future, such as at different times, to
select the number of personnel information or the actual personnel editor in order to engage in
creative projectss Available at the link://www.fortinet.com/fr/resources/cyberglossary/what-is-

soar
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malicious software before it is implemented. In addition to
behavioral analysis techniques, it focuses on studying the behavior
of users and devices to detect unusual activities. An example of these
technologies is the Exabeam platform, which relies on analyzing user

behavior to detect suspicious activities.

Artificial intelligence systems are also used in the field of
denial-of-service (DDoS) attacks to analyze data traffic and detect
attacks in real time. Cloudflare is an example of this, using artificial
intelligence to protect networks from DDoS attacks. Artificial
intelligence also relies on intelligent encryption to improve
encryption protocols based on potential threats and changing data.
This is implemented in Al-powered encryption systems to secure
sensitive data. In this regard, many companies use artificial
intelligence applications in cybersecurity, such as IBM, which offers
the QRaclar platform to analyze security data and detect threats in
real time, Amazon Web Services (AWS), which provides tools such
as GuardDuty to detect and analyze malicious activities, and Google
Cloud, which relies on... Artificial intelligence systems to protect

networks from DDoS attacks and secure data.

We conclude from all of the above that artificial intelligence
represents a qualitative shift in the field of cybersecurity, as it allows
for faster and more accurate detection of threats and enhances
proactive strategies to deal with them. As cyber-attacks become more
sophisticated, it has become necessary to adopt these technologies to

protect systems and networks, and organizations must invest in these
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innovative solutions to ensure a safe and protected digital

environment

Third - The role of artificial intelligence in detecting malware
using machine learning.

In light of the increasing and diversifying threats of malware,
artificial intelligence has become a vital tool in the field of
cybersecurity, especially in detecting malware by relying on modern
security systems based on machine learning techniques (Machine
Learning)1 to detect malware more accurately and effectively
compared to traditional methods, as these technologies provide the
ability to recognize complex patterns in data that may indicate the
presence of threats, even if that malware is not previously known
through machine learning, which includes training models on data.
Contains huge examples of malware and sound methods to make it
easier for the system to learn to distinguish between the distinct

patterns and characteristics of each type of software,

This allows it to identify suspicious activities that may indicate
the presence of malware. In this regard, there are two main types of
machine learning used in detecting malware: supervised learning and
unsupervised learning. In supervised learning, the system is trained
using a data set containing proven examples of valid and fake
software, where the model learns the characteristics of this software,

such as: Behaviors, code, and patterns that may be evidence of

! - Abdelrhman Samy, Ahmed A. El-Sawy, and Fatma Sakr. Recent Studies and A Review about
Malware detection and classification by using Artificial Intelligence Techniques. Benha Journal

of Applied Science. ol. (8) Issue (5) .2023.p89
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threats. Such as using support vector (SVM) algorithms or neural
networks to classify programs based on these characteristics. For
example, Cylance uses machine learning to detect malware before it
is executed via code analysis without the need for a huge database of

known virus signatures.1

In unsupervised learning, data is analyzed to detect unusual
patterns that may indicate a threat. Here the system is able to identify
malware that has not yet been detected, based on its abnormal
behavior. A real-world example of this is Darktrace, which uses
machine learning to analyze network traffic in real-time and detect
attacks even if the malware is new or unknown. With its ability to
adapt to evolving malware, it can be targeted to bypass traditional
detection methods. Behavioral analysis using artificial intelligence,
for example, relies on monitoring the activities carried out by
malware within a system or network, which allows threats to be
detected even if that malware uses stealth techniques such as
encryption or anonymization techniques. On the other hand,
networks contribute Deep neural technology improves malware
detection capabilities by analyzing complex data and differentiating
between normal and abnormal behaviors more accurately. Which

helps in predicting future threats based on the detected patterns.2

! - hang, Nguyen Manh, “Improving efficiency ofweb application firewall to detect code injection
attacks with random forest method and analysisattributes HTTP request” Programming and
Computer Software,Springer, 2020.p125

2 - ande, Yogita and Muddana, Akkalakshmi, “Intrusion detection system us- ing deep learning
for software defined networks (SDN)” 2019International Conference on Smart Systems

andInventive Technology (ICSSIT),IEEE, 2019.p176
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We conclude from the above that artificial intelligence
contributes significantly to enhancing the ability to detect malware,
not only by checking known software but also by discovering
behavioral patterns that indicate the presence of threats that have not
yet been discovered by expanding the use of machine learning
techniques, so that organizations become more able to Confronting
modern and advanced cyber attacks, which enhances the security of

networks and digital systems.

Fourth - Monitoring attacks in real time and proactively
repairing security vulnerabilities.

Deep learning techniques enable the analysis of data flows on
networks in real time, which helps in monitoring threats
immediately. These technologies rely on artificial neural networks
that analyze network traffic patterns and detect suspicious activities.
Deep learning systems can adapt to new attack patterns without the
need for constant updating. Artificial intelligence also allows
analyzing the context surrounding electronic activities to detect
targeted attacks, as these technologies rely on integrating data from
multiple sources, such as system logs and email, to form a
comprehensive picture of the threat. In addition to the above,
artificial intelligence can discover security vulnerabilities in systems
and fix them before they are exploited. In Singapore, the

cybersecurity agency uses systems such as Al-driven Patch
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Management, which updates software and closes vulnerabilities

automatically, reducing the likelihood of successful attacks.®.

Al can also analyze historical data and past patterns to predict
future attacks. For example, the United Kingdom's National Cyber
Security Center (NCSC) relies on technologies such as Darktrace to
analyze abnormal activities on networks and anticipate attacks before
they occur. On the other hand, artificial intelligence can contribute
to building defense strategies based on continuous analysis of threats.
In this context, Microsoft uses Azure Sentinel, which enables
organizations to identify potential vulnerabilities and develop
defensive plans that reduce the impact of attacks. At the conclusion
of this topic, it can be said that artificial intelligence has become an
indispensable tool in improving response to cyber—attacks, through
automating operations and predicting threats. Successful experiences
in countries such as the United States, the United Kingdom, and
Singapore highlight the importance of adopting these technologies
globally to confront increasing cyber challenges. Organizations must

invest in Al to ensure a secure and resilient cyber environment.

! _Omer Aslan 1, Semih Serkant Aktu * g 2, Merve Ozkan-Okay 3," , Abdullah Asim Yilmaz 4
and Erdal Akin. A Comprehensive Review of Cyber Security Vulnerabilities, Threats, Attacks,
and Solutions. Electronics 2023.p 42

396



The second axis: Selected models of successful countries in the

field of using artificial intelligence techniques to protect
cybersecurity.

With the escalation of cyber threats and the spread of advanced
attacks, the use of artificial intelligence (AI) techniques in the field
of cybersecurity protection has become extremeiy important. These
technologies provide the abiiity to detect threats eariy, anaiyze big
data, and take necessary actions faster and more accurateiy than
traditional methods. From this standpoint, many countries around
the world have begun to adopt these technoiogies in their security
strategies to protect information systems and networks, which
reflects the importance of artificial intelligence in facing the

increasing security challenges, which we will discuss below:

First - The leading countries in using artificial intelligence in
the field of cybersecurity protection

1- The United States of America:

The United States of America is one of the leading countries
in appiying artificial inteiiigence techniques in the field of
cybersecurity protection. In this regard, the US government has
launched several initiatives to enhance the wuse of artificial
inteiiigence in protecting government systems and critical

infrastructure. An example of this:

1- The US National Security Agency: The US National Security
Agency (NSA) is considered one of the most prominent entities that
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use artificial intelligence techniques to combat cyber—attacks, as it
initially relied on traditional methods to detect threats, but it quickly
adopted machine learning techniques. Learning) to enhance its
capabilities in detecting the most sophisticated cyber—attacks, which
began using it in the middle of the first decade of the new
millennium (around 2005-2010), as this period witnessed an increase
in the cornplexity of cyber—attacks, especially targeted attacks on
sensitive infrastructure, and by 2015, the NSA had doubled down on
its use of machine learning to analyze huge amounts of data collected

from around the world*

Artificial intelligence-based systems have also been developed
for predictive detection of attacks by analyzing patterns and past
data, which helps provide proactive strategies to reduce risks. In
addition, artificial intelligence has been used in the field of big data
analysis to monitor suspicious activities and identify strange patterns

in data that may indicate a cyber—attack.2

2- The IBM Watson for Cyber Security platform: is one of the
most prominent applications that rely on artificial intelligence in the
field of cybersecurity, which was launched in 2016 using deep

learning and natural language processing techniques, where the

1 - To protect and promote U.S. security, prosperity, and democratic Artificiel Intelligence
technologies are at the center of an unfolding global technology revolution that could affect the
well-being and security of people everywhere Available at the link

ways. https://www.state.gov/about/

2. Bhardwaj, A., Alshehri, M. D., Kaushik, K., Alyamani, H. J., & Kumar, M. (Retracted) Secure
framework against cyber attacks on cyber-physical robotic systems. Journal of Electronic Imaging,
31(6), 2022.p76

398



primary goai of the Watson Platform was to analyze security events.
Faster and more accurate, as the piatform can collect and analyze
data from a variety of sources, including technical documents?,
online conversations, and cyber incident reports. By 2017, the
piatform was able to handle hundreds of thousands of data
simuitaneousiy and detect patterns that may indicate to New cyber

threats

This piatform has also been wideiy used in government
institutions and major companies to anaiyze advanced threats and
discover security vulnerabilities in networks. The role of artificial
inteiiigence has also expanded in Predictive detection of threats
before they occur and rapid response to security events. Interest in
this aspect began in the eariy second decade of the new millennium,
with the increasing use of machine 1earning in analyzing network
iogs and historical data with the aim of inferring future patterns of
threats. For example, the NSA was one of the first to begin using
artificial inteiiigence to detect future attacks by using predictive
aigorithms to anaiyze historical cyber data, aiiowing it to prepare
eariy for any attack that might occur. In the same context, IBM
Watson has used Al technoiogies for predictive anaiysis that goes
beyond just identifying known threats, but can even detect
unfamiliar threats that may arise in the future based on unusual

behaviors in the data.?

1- International Technical Support Organization. Using the IBM Security Framework and IBM
Security

Blueprint to Realize Business-Driven Security. April 2013.p9

2 - opcit.p10
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In addition to the future expansion of the use of artificial
intelligence in cybersecurity with the increasing complexity of
cyberattacks, artificial intelligence techniques have become an
indispensable necessity in building strong and flexible security
systems. In 2020, the NSA began incorporating deep learning and
reinforcement learning techniques into its security strategies, which
helped it analyze network behavior more accurately and effectively.
The agency has also begun applying new predictive artificial
intelligence techniques to address future cyber threats that use
advanced stealth techniques such as network manipulation. In 2022,
the use of artificial intelligence in all security fields within the United
States of America was accelerated by integrating artificial intelligence
with cloud security tools and artificial intelligence—based applications,
such as the Watson platform, which helped improve the speed of
detection and response to advanced threats in private and
government institutions. Both. It also appears that the future trend
will be towards more automation in cybersecurity systems, where
artificial intelligence techniques are used to conduct real-time
analysis and detect intrusions or suspicious activities without the

need for human intervention.
2 -United Kingdom

The United Kingdom seeks to enhance the use of artificial
intelligence within the framework of national cybersecurity
strategies. Under the supervision of the British National Security
Service (NCSC), to increase efficiency in detecting malware and

analyzing suspicious network behaviors. One of the most prominent
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initiatives is the “Cyber Aware” program, which integrates artificial
inteiiigence to analyze iarge—scaie cyber data to detect and respond
to attacks in real time. Al is also used to monitor cybersecurity in
the financial sector, through techniques such as analyzing network
behavior and identifying unusual patterns that may indicate potentiai

threats. !

3 -Singapore

Singapore is one of the leading countries in adopting artificial
inteiiigence in cybersecurity. In this regard, in 2018, the National
Security Technology Authority (CSA) launched the National
Cybersecurity Strategy, which piaces great emphasis on using
artificial inteiiigence to provide advanced solutions in cybersecurity
protection. By coliaborating with technology companies such as
Darktrace, Singapore has used machine 1earning techniques to detect
real-time threats and analyze data traffic on government networks.
Artificial inteiiigence has also heiped improve the effectiveness of
security systems in the financial and health sectors, as it is used to
identify suspicious patterns and provide proactive solutions to

combat attacks.?

! National Cyber Strategy 2022 Pioneering a cyber future with the whole of the UK.p08 Available
at the link

https://assets.publishing.service.gov.uk/media/620131fdd3b{7{78e469ce00/national -cyber-
strategy-amend.pdf

2-Singapore.syber. landescape2023 GLOBAL TRENDS IN 2023.p9
https://www.csa.gov.sg/docs/default- Avalable at the Link source/publications/2024/singapore-

cyber-landscape- 2023 .pdf
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Second - Evaluating the American, British and Singaporean
experience in the field of using artificial intelligence to protect
cybersecurity.

Artificial intelligence (AI) has become an essential tool in
cybersecurity strategies in many ieading countries. The United
States, the United Kingdom, and Singapore have all adopted artificial
inteiiigence technologies to improve their security systems, confront
increasing cyber threats, and enhance the abiiity to respond to
incidents. However, these countries' experiences vary in how they
appiy and use artificial inteiiigence, which allows for an anaiysis of

the pros and cons associated with each experience separateiy
First: The positives of the American experience:

1. The Usa relies on significant investment in research and
development in the field of cyber defense and smart technology, as
it is considered one of the countries that has invested heaviiy in
artificial inteiiigence technoiogies to support cyber security through
many agencies such as the National Security Agency (NSA). The
Department of Homeland Security (DHS) uses artificial inteiiigence
to anaiyze big cyber data, enhancing the abiiity to detect attacks
eariy. An exampie of this is the use of deep iearning techniques to

identify unusual threats and anaiyze advanced patterns.1

1 - 2024 report on thecybersecurityposture of the United States. 2024 report on
thecybersecurityposture of the united statesmay 2024office of the national cyber directorexecutive

office of the president.p29
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2. Proactive prediction: Such as the use of predictive anaiysis
techniques used by the IBM Watson for Cyber Security platform
provides the United States with an important advantage in detecting
attacks before they occur. Artificial intelligence helps analyze huge
amounts of data to identify patterns that may indicate potential
threats.

3. Pubiic—private cooperation: The United States cooperates
extensiveiy between the government sector and technoiogy
companies such as Googie, Microsoft, and IBM to deveiop advanced
cybersecurity solutions, which enhances its abiiity to respond

quickly.
Disadvantages:

1. Reliance on big data: Aithough the use of artificial
inteiiigence depends on analyzing big data, this may lead to a
violation of privacy, as iarge—scaie data collection may expose

personai and private information to violation.

2 Chaiienges in consistent implementation across agencies:
Aithough there are huge investments, coordination between
government agencies in the use of Al technoiogies is not aiways
effective. This can cause duplication of efforts or inefficient

investment of resources.
Second: Positives of the British experience:

1. Focus on innovation and continuous modernization: The

United Kingdom is adopting innovative strategies to enhance

403



cybersecurity, such as using the Exabeam platform to analyze user
behavior and detect suspicious activities using artificial intelligence.
This focus on innovation enhances the UK's capabilities to combat

sophisticated attacks.

2. Effective government support: With the establishment of
the National Cybersecurity Commission (NCSC), the British
government provides strong support for the development and
application of artificial intelligence in the cybersecurity sector,
through initiatives and resources directed to the private sector and

government institutions.

3. Focus on education and training: The United Kingdom
encourages the development of skills in artificial intelligence in the
field of cybersecurity, which contributes to building a qualiﬁed

workforce to meet future challenges.1
Disadvantages:

1. Challenges associated with implementation within
government institutions: Despite the great development in the use of
artificial intelligence, the actual application in some British
government institutions may face challenges related to compatibility
between old systems and modern solutions based on artificial

intelligence.

2 High cost: The UK’s investment in artificial intelligence in

cybersecurity requires high costs, which may constitute a burden on

1 Government Cyber Security Strategy. Government Cyher Security Strategy 2022—2030.p74
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some small and medium-sized enterprises that do not have sufficient

resources to take advantage of these technologies
Third: The positives of the Singaporean experience

1. Rapid and effective implementation: Singapore was one of
the first countries to adopt artificial intelligence extensively to
enhance cybersecurity. In particular, the National Cybersecurity
Authority (CSA) is focusing on developing solutions that use
machine learning to detect threats in real time, which has allowed

it to achieve a quick and effective response against attacks.

2. Integrated infrastructure: Singapore provides an integrated
and unified environment, where Al is integrated into government
and private sector cybersecurity across the country. This integrated
infrastructure makes it possible to confront cyber threats

comprehensively.

3. International cooperation: Singapore seeks to participate
and cooperate with other countries and technology companies to
enhance cybersecurity at the regional and international levels,
which contributes to the exchange of experiences and modern

technology.
Disadvantages:

1. Reliance on external solutions: Despite the great
development in Singapore, it relies heavily on international

companies such as Darktrace to provide smart solutions, which may
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cause some chaiienges in terms Oi: dependence on foreign

technologies.

2. Privacy violation: Using artificial intelligence to detect
threats may lead to the collection and anaiysis of iarge amounts of
data, raising privacy concerns among individuals and companies. In
a data-intensive country like Singapore, this issue can become even

more compiex. .
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Conclusion

At the conclusion of this study, we conclude that artificial
inteiiigence technologies piay a vital role in enhancing cybersecurity
protection at the country level, as they contribute to eariy detection
of cyber threats, predicting them, and anaiyzing cornpiex patterns
that may be invisible using traditional methods. Which prornpted
more countries to use artificial inteiiigence in this field, such as the
United States of America, the United Kingdom, and Singapore, as
these countries were able to expioit these technoiogies to enhance
their response to attacks and reduce the risks associated with them.
And deveioping more inteiiigent and efficient systems in the field of
threat detection. However, on the other hand, it faces many
chailenges and various restrictions, as the United States faces a set of
chailenges such as privacy and government coordination, while the
British system faces issues of consistent impiementation and high
costs. In Singapore, chailenges may include reliance on external
solutions and privacy concerns. However, the success of these
countries is not without, as we said, difficulties, as there remains a
discrepancy in the level of appiication and integration between
artificial inteiiigence technoiogies and national cybersecurity
systems. In addition to data security, iegal iiabiiity remains weak
points that may affect the effectiveness of these solutions. Reliance
on modern technologies also raises questions about the ability to

adapt to rapidly evoiving threats.

Despite these challenges, these countries remain leading

models in applying artificial inteiligence in the field of cybersecurity
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protection, which provides valuable models for other countries in
how to use these technologies and smart technologies to confront
increasing cyber threats and to ensure the sustainability of these
successes, which requires these countries to continue to invest in
technology. And developing security laws and procedures that

govern the use of artificial intelligence in this field.
Suggestions:

Strengthen the legal, regulatory, institutional, and judicial
framework at the international, regional, bilateral, and national
levels by developing comprehensive legal, institutional,
administrative, and judicial frameworks by strengthening the cyber
infrastructure and investing in improving this infrastructure, while
ensuring the protection of individuals’ rights, privacy, and

imposing effective data control.

2. Enhancing international cooperation in the field of exchanging
and transferring expertise and technologies related to cybersecurity
using artificial intelligence, between the leading countries in this

field and the rest of the world, which helps unify global efforts to

combat common cyber threats.

3. Encouraging investment in scientific research in the field of
smart technology and training human cadres specialized in artificial
intelligence and cybersecurity, to ensure the sustainability of the

effective use of these technologies in the future.
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4. Conduct periodic assessments of artificial inteiiigence
technologies used in cybersecurity, to keep pace with the
deveiopment of threats and enhance the effectiveness of responding

to them.
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Chapter 07: Conflict between Artificial Intelligence and

the Right to be Forgotten
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Abstract:

The conflict between adopting the right to be forgotten to
protect individual privacy and the use of artificial intelligence (AI),
which inherently cannot forget, is a complex issue. This conflict
emerges from the difficulty of balancing the right to be forgotten
with defining its scope in light of the unique characteristics of Al
technology. It raises important questions about the impact of Al on
this right, particularly given that regulatory frameworks for both
areas are still developing. Therefore, there is an urgent need to bridge
the substantial gap between legal regulations and technological

advancements, especially concerning the protection of personal

privacy.

Keywords: Right to be Forgotten; Artificial Intelligence ;
Freedom of Expression ; GDPR.
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Introduction:

On May 13, 2014, in the well-known case known as Google
Spain, the European Court of Justice ruled in favor of the plaintiff,
Mario Costeja Gonzalez, recognizing his right to delete information
and data related to him, thus explicitly establishing the right to be
forgotten. However, Al’s handling of information and its deletion
processes are different, which could manifest in future stark conflicts

between the right to be forgotten and the characteristics of Al

Establishing the right to be forgotten legally is linked to the
evolution of privacy protection. However, the significant
technological advancement and the integration of Al with its various
features into numerous platforms and websites, especially given ATl’s
reliance on vast databases and its inherent inability to forget due to
its specialized memory handling, have increasingly posed challenges

to implementing the right to be forgotten in the digital environment.
Based on the above, we can pose the following issue:

How can the legal conflict between the right to be forgotten
and Al technologies be reconciled?

To address this issue, it is necessary to primarily use descriptive
and analytical methodologies, with the possibility of employing
historical and comparative methods as needed for research purposes.
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Consequently, the research will be divided into two main sections:
the first section will discuss the definition of the right to be forgotten.
In contrast, the second section will be dedicated to the impact of Al

on the right to be forgotten.
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First Requirement: The definition of the Right to be

Fo rgotten

The noveity and complexity of the right to be forgotten, along
with its connection to technoiogicai advancements on one hand and
various other rights on the other, have led to significant doctrinal
debate. This debate has resulted in two main doctrinal approaches:
one that provides a restrictive definition and another that offers an

expansive definition.

The determination of the nature of the right to be forgotten
can only be achieved through understanding both the restrictive
definition of the right to be forgotten (First section) and the

expansive definition of the right to be forgotten (Second section).

First section: The Restrictive Definition of the Right to be

Forgotten

The concept of the right to be forgotten first appeared in iegai
doctrine in a memorandum related to the "Landru" case in 1956.
Professor Gérard Lyon-Caen proposed the idea of "La prescription

du Silence" (the prescription of silence). '

! The right to be forgotten is closely related to the right to privacy. The question arises as to

whether the right to privacy encompasses an individual's right to be forgotten, or if the right to
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as a legal basis for a claim filed by one of Landru's former
lovers, who sought compensation for the harm caused by the release
of a film by Claude Chabrol about the case. However, the court
rejected the claim because the claimant herself had published her

memoirs.’

The debate over defining the right to be forgotten preciseiy
began with this issue. In the context of the digital space, the right to
be forgotten refers to an individual's right to ensure that those
responsibie for processing their data do not retain it for a period

beyond the originai purpose for which it was collected. This

be forgotten is considered a distinct and separate right from privacy. Some legal scholars argue
that a person has the right to have certain aspects of their life fade into oblivion, and once such
information has been hidden under the veil of forgetfulness, it should not be revealed without
their consent. According to this view, such information becomes obsolete after a certain period
of silence, and once this period has elapsed, it is not permissible to disclose it, as this would
effectively attempt to disrupt the completed statute of limitations. Such disclosure is seen as an
infringement on the individual's rights.However, the prevailing view in legal scholarship is that
it is unreasonable to suggest that the right to privacy does not include the right to be forgotten.
The concept of privacy should cover the individual's entire personal life, including both present
and past aspects. Information privacy, in this context, means protecting personal data of
individuals who use the internet. Therefore, privacy revolves around the protection of personal
information and aspects of an individual's life that should remain private unless the individual
chooses otherwise.See :Ben Barghouth, Laila. "Information Privacy on Social Media in the Age
of Virtual Overload: The Inevitable Shift Toward the Virtual Maze." Journal of Media and Society,
Vol. 5, No. 2, December 2021, p. 160. Available at website : asjp.cerist.dz,browsed at : 26/08/2024,
at 21:39.

! Maha Ramadan Mohamed Batyekh, "The Legal Framework of the Right to be Forgotten on
the Internet,” Journal of Legal Studies, No. 61, June 2023, p. 216. Available at:
maal journals.ekb.eg. Accessed on August 7, 2024, at 20:59.
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definition is derived from Article 6 of the French Data Protection

Act of]anuary 6, 1978.1

The digital right to be forgotten protects individuals from the
abuse of retaining and disseminating their digital data and is closely
related to the right to privacy. Despite the significant role that the
digital right to be forgotten is expected to play in protecting personal
data that has been previously processed electronically, and thus in
supporting and safeguarding individuals' right to privacy, Law No.
18-07, dated June 10, 2018, which relates to the protection of
individuals in the field of personal data processing” does not

explicitly address this issue, raising questions about its legai status.>

The decision issued by the European Court of Justice on May
13, 2014, in the case of Google Spain SL and Google Inc. vs. Agencia
Espafiola de Proteccion de Datos (AEPD) and Mario Costeja
Gonzélez, is considered one of the landmark rulings that established
the parameters for exercising this right. The ruling recognized that
internet users have the right to request search engines to remove or

limit search results or web links that direct to web pages containing

! Boukhlaout El Zine, "The Digital Right to be Forgotten,” Al-Mufakkir Journal, Vol. 12, No. 1,
2017, p. 550.

?Law No. 18-07, dated June 10, 2018 related to the protection of individuals in the field of personal
data processing The Official journal No. 34, issued in 2018.

3 Sidrati Waseela, "The Digital Right to be Forgotten in French and Algerian Law: Extent of
Recognition and Implementation,” Al-Nibras Journal of Legal Studies, Vol. 7, No. 1, 2023, p. 41.

418



personai data® when searching using their names. This obiigation

remains with the search engine even if the content is iegaiiy

pubiished.2

In the Google Spain case, Mr. Gonzélez requested the removal
or alteration of search results related to a real estate auction that had
been published in a daily newspaper by La Vanguardia company. He
argued that the information was outdated and no longer relevant to
the public or to him personally. He asked La Vanguardia to delete

or modify the pubiication and Googie to remove or hide the data.?

The restrictive doctrinal perspective defines the digitai right4 to

be forgotten as the right that provides individuals with iegai means

! Dawen, Zhang. "Right to Be Forgotten in the Era of Large Language Models." Page 2. Available
on website efi.edn.bnnebpc.agpcg.ncel.e. Accessed on September 2, 2024, at 18:48.

As a result of the EU data protection reform, several rights were included under Chapter 3, "The
Rights of the Data Subject,” in the General Data Protection Regulation (GDPR) of the European

Union.

2 arrét de la Cour grandes chambres ¢ 136/17 , 24 septembre 2019 , Sidrati Waseela, op. cit., p.
43.
3 Chang Chi Chang, "When AI Remembers Too Much," Washington Journal of Law, Technology
& Arts, Volume 19, Issue 3, 2024, p. 24. Available on website papers.ssrn.com. Accessed on
02/09/2024 at 20:23.
4 A good collection of sub-rights was incorporated from Articles 12 to 23 into the law, notably:
- The Right to Be Informed (Article 13)
- The Right of Access (Article 15)
- The Right to Rectification (Article 16)

- The Right to Erasure (Article 17)
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to secure their right to be forgotten on the internet. This is achieved
by iimiting the retention of personai digitai data and enabling its

deletion.!

Another perspective defines the right to be forgotten as the
obiigation of those responsibie for processing individuals' personai
data to manage it and ensure that individuals have the right to
request its deletion once the purpose for which it was collected has
ended, in order to protect users from the impiications of their past.
This definition aligns with what was stipulated by the French
National Commission on Information Technology and Freedoms
(CNIL) in Article 4, Paragraph 4 of Law 78-17°, updated on June 17,
2019, stated that, if necessary, all measures should be taken to ensure
the removal or correction of inaccurate personal data as soon as

possibie.3

The right to be forgotten is widely considered a significant evolution in privacy rights in the
digital age, addressing the unique challenges posed by the internet and digital technologies. The
right to be forgotten is a critical aspect of the fundamental human right to privacy. It has
established itself as a legal principle through the case law of the Court of Justice of the European
Union. Moreover, the right to be forgotten is not an absolute right; it is subject to explicitly
defined grounds for the erasure of personal data.

See : Dawen, Zhang,opcit,p4

Bouzidi Ahmed Tijani, "The Right to Enter the Digital Oblivion: A Mechanism to Protect the
Right to Privacy," Journal of Legal Voice, Vol. 6, No. 2, 2019, p. 1246.

Law No. 78-17 dated January 6, 1978, concerning the electronic processing of data, information,

and cards, and freedoms, published in the French Official Journal No. 1 dated January 7, 1978.

3Zidi Ahmed Tijani, op. cit., p. 1246.
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Several criticisms have been directed at this restrictive
definition of the right to be forgotten. These include its failure to
specify the content of the right to digitai oblivion via the internet,
the lack of a defined time frame after which the right to oblivion can
be requested, and its inadequacy in the infinite environment of the
internet where this right operates. These issues have led to the
emergence of an alternative Perspective that broadens the scope of

this right.1

Second section: The Expansive Definition of the Right to be

Forgotten

Although proponents of this approach agree on the necessity
of expanding the definition of the digital right to be forgotten, they
differ on the extent of this expansion. Professor A. Aramazani defines
it as the right of an individual to control and manage any personal
information about them. On the other hand, legal scholar Jean-
Christophe argues that the digital right to be forgotten grants natural
or legal persons the power to delete information about them or

request its cessation of pubiication after a certain perioci.2

Boukhlaout El Zine, op. cit., p. 551.
?Ben Sheikh Mohamed Hussein, Ben Diddeh Najah, "The Right to be Forgotten: A Mechanism

for Protecting Personal Data," Algerian and Comparative Public Law Journal, Volume 8, Issue 1,

2022, p 569.
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The expansive definitions of the digital right to be forgotten
aiign with the structural and technical nature of the internet'. Once
Personal information is Published online, internet users lose control
over it as it spreads from one site to another and from one person to
another. Furthermore, outdated information, which may originally

have been incorrect, can remain published by others..2

The terms "right to be forgotten" and "right to electronic
erasure” are among the most commoniy used in various legal texts.
This right aims to empower individuals to make decisions regarding
the processing or retention of their information on electronic

networks, which could otherwise lead to personal harm.3

'In 1914, the United States first brought legal attention to the issue of being forgotten from the
public eye, particularly concerning the publication of personal information without consent. This
early focus laid the groundwork for developing privacy laws aimed at protecting individuals' rights
to control their personal data and maintain their anonymity. See: Meem Arafat Manab, "Eternal
Sunshine of the Mechanical Mind," ARi XV, 2024, page 3. Available on the website arxiv.org,

accessed on 02/09/2024.

2 The same reference, same page.

3Personal data is defined as any information, regardless of its medium, related to an identified or
identifiable person, referred to below as the data subject, either directly or indirectly, particularly
by reference to an identification number or to one or several specific elements of their physical,
physiological, mental, economic, cultural, or social identity. The term 'right to be forgotten' has
raised some issues due to the use of similar terms in comparative jurisprudence and law. To
resolve issues with terminology, legal scholars often oppose using the term 'right to be forgotten’
and prefer the term 'right to oblivion." Similarly, the term 'historical erasure’ has been replaced

with 'right to electronic data erasure.'
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The French National Commission on Information Technology
and Freedoms (CNIL) has adopted an expansive definition of the
right to be forgotten. The European Commission, in its
communication to the European Parliament, defines the right to be
forgotten as the right of data subjects to prevent their data from being
processed and to have it fuiiy erased when it no ionger serves its
iegitimate purposes. The European Commission also acknowledges
that every individual has the right to correct or erase their personai
data when it is no ionger necessary for the iegitimate purposes for
which it was collected, when individuals withdraw their consent for

its retention, or when they object to its retention..!

Based on the above, we can define the right to be forgotten as
the right of data subjects to control what they deem appropriate,
whether by modifying or permanentiy erasing their data from digital

memory.

The topic of the right to be forgotten is ciosely linked to the
reiationship between memory and personai identity. The Googie
ruiing marked a turning point in protecting this right, not oniy
because it enforced the right itself but also because it imposed specific
obiigations on internet operators within the European Union and,

by extension, influenced practices in other regions, inciuding the

Mahmoud Zaki Zaki Zidan, op. cit , p 392.
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United States. Since May 2018, Law No. 679/16 (General Data
Protection Regulation, GDPR) has been applied in such cases and is

considered the main reference for this right..1

The European Court of Justice's decision on May 13, 2014, in
Case C-131/12, which involved Google against the Spanish Data
Protection Agency, affirmed that individuals can request the removal
of links to outdated and irrelevant information that appears when
searching their names. The effective and actual recognition of the
right to be forgotten began at the judicial level with this ruling, which
was in favor of the plaintiff, a Spanish citizen named Mario Costeja
Gonzélez, granting him the right to remove information and data
related to him. This included a giobal auction announcement
resulting from the seizure of his assets due to accumulated social

security debts.?

In 2012, the concept of the right to be forgotten was formally
established in the European legal framework as a iegal norm, initially

appiying only to minors® under Article 17 of the GDPR. However,

! Andres Guadamuz,developing a right to be forgotten, EU internet law, November 2017,
available on website researchgate.net,browsed on:07/08/2024 at 19:14.

2 infoCuria.europa.eu, browsed on:07/08/2024 at 19:30.

3 Article 17 of GDPR.
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after the official adoption of the GDPR in 2018, the right to be

forgotten became appiicabie to all natural persons, not just minors.!

Regarding the definition issued by the European Commission,
it is limited to personai data, which implies that it appiies soieiy to
natural persons. Simiiariy, the European Court of Justice, in its
ruling on May 13, 2014, defined the right to be forgotten as an
obiigation for search engines to remove from search results or links
that include information about an individual pubiished by third

parties.2

The right to be forgotten generaiiy manifests in two forms: the
first is the right to de-indexing (droit de déréférencement), which
involves removing indexed data from search engine results, and the
second is the right to erasure (droit a 'effacement), which involves

the compiete removal of personai data.?

!Anna Popwicz-Pazdej, Why Generated Al Models Do Not Like the Right to Be Forgotten,"
Adam University Law Review, Volume 15, 2023, p. 218. Available on website ppuam.amu.com.
Accessed on 26/08/2024 at 21:24.

2 The right to be forgotten was first recognized in India through a ruling by the Supreme Court
in the case of Sri Vasunathan in 2017.

3 According to Article 17 of the EU General Data Protection Regulation (GDPR), the term
"personal data" refers to any information related to an individual, This may raise issues related

to collective information, such as data concerning an entire family rather than an individual alone.
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The right to be forgotten has not been officiaiiy recognized in
Australia. While it has been adopted by European Union countries
following the judicial recognition in the Google Spain case, as well
as in Argentina and the United States, several reservations about its

impiementation continue to pose obstacles.!

Second Requirement: The Impact of Artificial

Intelligence on the Right to be Forgotten

Artificial intelligence has a significant impact on the right to
be forgotten in terms of its concept and scope, which necessitates a
thorough study a technical Overview of AI's Handling of Data
Erasure(First section),and also adapting Legal Texts to the

Development of Artificial Intelligence(Second Section).

First section: A Technical Overview of AI's Handling of Data

Erasure

Artificial intelligence (AI) has evolved rapidly, necessitating
that legislators keep pace with this advancing technology.
Unfortunately, current laws do not adequately address the
complexities and challenges posed by Al One of the areas where

iegisiation remains insufficient is privacy protection. Al has

! Alexander Lalor. "In Support of Incorporating the Right to Be Forgotten in Australia." Available
at Human Rights.unsw.edu.au. Accessed on 27/08/2024 at 12:12.
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fundamentally altered our understanding of privacy, which has
traditionally focused on how individuals process information,
specifically how they remember and forget. This gap in
understanding has become particularly apparent with the adoption
of the right to be forgotten, highlighting privacy rights as reflected
in laws such as the European Union's Regulation 679/2016

concerning data protection from search engines and the internet.

At first glance, this issue might seem straightforward, but it
presents several practical and technical challenges in today's digital
environment. The concept of data deletion, as embodied in the right
to be forgotten and Al, is complex. This section will explore the
issues related to Al memory to understand why current privacy laws
fail to address the realities of Al technology. Additionally, it will
address the central question of how privacy laws should be drafted

in the age of AL

The most complicated issue with guaranteeing the right to be
forgotten is related to the ability to delete or erase personai data from

Al models. Generative Al models learn from data, inciuding personal
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data uploaded as input, which makes it challenging and difficult to

remove such data.!

Some scholars argue that the primary issue concerning the
right to be forgotten relates to freedom of expression. If this right is
not cieariy defined, the gap between privacy and freedom of
expression, especiaﬂy between Europe and the United States, may
widen, potentiaﬂy leading to internet jurisdiction issues.
Consequently, the European Commission has asserted that, in
theory, the right to be forgotten aims to protect individuals' privacy

rather than erase past events or restrict press freedom.

The expansion of the reasons for infringement opens the door
to potential abuses arising from the use of Al in privacy—related
matters, particuiarly in tracking individuals' movements and health
conditions through the collection and processing of personal data,
which is a crucial aspect of privacy. In this context, General
Comment No. 16 of the International Human Rights Committee
emphasizes the role of personal data in privacy, granting individuals
the right to Verify information about them, the purposes for its

retention, and the entities that hold it.

! Anna Popwicz-Pazdej,opcit, p 219.
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The right to be forgotten is fundamental to digitai privacy,
aiiowing individuals to erase personai information available on the
internet. However, Al poses significant chailenges to the effective

erasure of individual data.

Unlike the traditional internet, where manual erasure was
feasible, artificial intelligence (AI) technology has made such erasure
nearly impossible. This difficulty is highlighted by transparency
issues in Al models such as OpenAl's GPT-3. In an era of widespread
interlinking, personal information is easily tracked and disseminated.
Technologies like advanced software create persistent profiles that
outlast individual account deletions. Given these considerations, the
right to be forgotten needs to be reassessed through a deeper
understanding of Al memory, developing advanced databases
supported by modern technologies, and creating a legal framework
that keeps pace with technoiogicai advancements. This right is
crucial not oniy for protecting individuals' privacy but also for
ensuring the reiiabiiity of Al's predictive capabiiities and enhancing

trust in our digitai systems.

Furthermore, transparency is a significant issue. Most
individuals cannot access or understand aigorithms, making it
difficult to control them without infringing on the privacy of those
who lack sufficient knowiedge. Additionaiiy, many aigorithms are

dynamic and constantly evolving, requiring up-to-date knowledge
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that is challenging for individuals to maintain. These complexities
introduced by Al impose restrictions on privacy rights through
aigorithms. The right to be forgotten cannot be sirnpiy transferred to
the realm of Al as it does not forget in the same way humans do; it
is more cornpiex and presents several issues. For example,
knowiedge—based systerns, such as those using Database
Management Systems (DBMS), raise fundamental questions about
the impact of data erasure on the quaiity of results and whether data
is truiy erased. This is particuiariy concerning with aigorithrns that
use knowiedge bases as references, prompting further questions
about the methodoiogy of data erasure to ensure that data is

effectiveiy removed.

Second Section: Adapting Legal Texts to the Development of
Artificial Intelligence

To fully understand all aspects of the subject, it is necessary to
study the Scope of the Right to be Forgotten and Al (Subsection
One), Balancing the Right to be Forgotten with Other Rights
(Subsection Tow), Bridging the gap between legal texts and

technoiogicai development in Aigeria (Subsection Three).

Subsection One: the Scope of the Right to be Forgotten and
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This involves specifying the conditions under which
individuals can request the deletion or removal of their personai data
from the Internet or electronic databases. This includes identifying
the types of data that can be erased, the circumstances under which
individuals can exercise this right and the exceptions that appiy, such
as cases where information is of pubiic importance or needs to be

retained for iegai or historical reasons.

1. Personal Data: The right to be forgotten typicaiiy covers data
that directiy or indirectiy identifies an individual, such as names,
addresses, phone numbers, or any other information related to a

person’s private life.

Legai scholars have not yet reached a comprehensive and
universally accepted definition of the right to privacy due to its
difficulty encompassing all its varied aspects. However, efforts have
been made to define it. For instance, Dr. Ahmed Fathi Surour
establishes the right to privacy as encompassing personal secrets,
emotional life, aspects distinguishing personal life such as marital
and family life, home privacy, personal data, photos, private
correspondence, professional life, health, poiiticai opinions, religious

beliefs, and more.

Information privacy refers to the right of individuals, groups,

or organizations to control when, how, and to what extent their
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personal information is shared with others. It also involves the right
to reguiate the collection, automated processing, storage,

distribution, and use of personal information.!

2.Data No Longer Necessary: The right to be forgotten
typicaﬂy encompasses data that is no ionger relevant to the purpose
for which it was collected. For exampie, if data was collected for a
specific transaction and that transaction has ended, an individual

may request the deletion of that data.

3.0utdated Data: If data is outdated or no longer reflects the

truth, individuals may have the right to request its removal.

Subsection Tow: Balancing the Right to be Forgotten with
Other Rights

This involves balancing individuals' rights to erase or remove
their data from the internet and databases with other important
rights, such as the public’s right to access information and freedom

Of CXPI‘CSSiOI’l. Ti’llS balance has several aspects:

1. Freedom of Expression and the Right to Access Information:
The application of the right to be forgotten may restrict the abiiity

to publish or make information available to the public, which could

! Nassreddine Mabrouk. "The Right to Privacy." , Al-Sirat Journal, Vol. 5, No. 1, 2023, p. 595.
Available at :ASJP.CERIST.DZ , Accessed on 26/08/2024 at 21:24.
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negatively impact press freedom and freedom of expression. The
right to be forgotten may conflict with freedom of expression,
especially when the information to be removed relates to a public
figure or significant historical events. In such cases, it is essential to
consider the implications for public knowledge and historical record.
Laws must balance the individual's right to privacy with the public's

right to access information.

2. Scope of Digital Erasure: The scope of exercising the right
to digital erasure is related to digital memories, which include all
information pertaining to a person's activities while using any
information system or electronic means, regardless of its type, that
contributes to defining their cligital identity. Examples include blogs,

social media platforms, e-commerce sites, and search engines.

Legal opinions vary on the extent of the right to be forgotten.
Some argue that this right to request the removal of online content
related to an individual is limited to cases where the content is
inaccurate, incomplete, excessive, or irrelevant. Others believe that it
is an absolute right, to allow individuals to request the deletion of
any information related to them on the internet without distinction.
However, some caution that this right could allow governments to

request the removal of electronic content related to corruption cases,
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such as news and documents concerning those cases'. In this context,
Article 17 of the General Data Protection Regulation (GDPR)
stipulates that the right to be forgotten cannot be exercised if it
concerns the exercise of freedom of expression, cornpliance with a
iegai obligation, public interest, scientific or historical research,

statistical purposes, or the exercise of a legal defense right.2

Since the "Googie Spain” ruiing, Google has received over 1.1
million removal requests, with 82% of these from the private sector.
Requestors seek to protect themselves from unwanted pubiic
exposure based on information related to personal and professional

matters.>
3.public interest:

In some instances, it may be necessary to retain certain
information for public interest reasons, such as information related

to crimes or corruption. Clear exceptions to the right to be forgotten

! Ameen Al-Khantouri. "Features of Regulating the Right to Digital Erasure." Sada Journal of
Legal and Political Studies, No. 5, 2020, p. 36. Available at :ASJP.CERIST.DZ , Accessed on
27/08/2024 at 17:21.

2 Council of Europe Convention for the Protection of Human Rights and Fundamental Freedoms,
1950 (ECHR).

USA: Consumer Privacy Bill of Rights Act, Do Not Track Online Act, 2013.

3 UTA Kohl. "The Right to Be Forgotten: A Protection Law and True Western Cultures of
Privacy." Cambridge University Press, UK, 2023, p. 743. Available at cambridge.com. Accessed
on 26/08/2024 at 18:55.
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should be established to ensure transparency and accountability.
However, the exposure of an individual's name and image in public
can lead to potential humiliation' and should be managed carefully
by the individual. Just because personal information has entered the
public domain for a specific purpose does not mean it can be used
by others indefinitely. The General Data Protection Regulation
(GDPR) aims to balance the right to privacy with public interests,
including areas such as public health, national security, and law

enforcement.?

Subsection Three: Bridging the gap between legal texts and
technological development in Algeria

In terms of the Algerian legisiator, who was slow to catch up
with iegisiation concerning personal data, they had to wait until 2018
to enact a specific law on this subject. This deiay was somewhat
mitigated by the new constitutional principles introduced by the
amendment to the 1996 Constitution through Law 16-01 issued on
March 6, 2016. The first paragraph of Article 46 emphasized the
importance of protecting private life and the confidentiaiity of

correspondence. At the same time, it gave special importance to

1 Gallia, Manuel. "The Right to Be Forgotten: A Balance Between Privacy and Public Rights."
LLD, Texas University of Martha, 2015, p- 20. Available at: researchgate.com. Accessed on August
31, 2024.

2 Same reference, p 749.
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personai data by recognizing the protection of natural persons in
data processing as a fundamental right that the law must uphoid and

penaiize any violations.

To reinforce this principle, the Algerian legislator issued Law
18-07 on June 10, 2018, concerning the protection of natural persons
in data processing. Aithough this law does not expiicitiy mention the
right to "digital forgetting," it includes other rights that support this

principle, as will be discussed later.

The Algerian iegisiator was not isolated from deveiopments in
other iegisiations and thus did not overlook defining both the data
controller and the data processor. According to Article 3 of Law 18-
07, the data controller is defined as "any natural or legal person,
whether public or private, or any other entity that, alone or in
conjunction with others, determines the purposes and means of

processing."

Considering the overall legal texts regulating privacy
protection in Algerian legislation, it is evident that the Algerian
legislator has not explicitly addressed the right to be forgotten.
Although an analysis of the legal texts suggests a tendency similar to
that of the European Union in regulating this issue, the Algerian

framework remains significantly behind giobai advancements. This
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highlights a considerable iegai gap between the right to be forgotten

and deveiopments in artificial inteiiigence.

Thus, it can be concluded that substantial efforts are needed to
both legally enshrine the right to be forgotten in a clear manner and
to draft legal provisions that comprehensively regulate this right.
Additionally, there is a need to ensure a balance between this right
and the challenges posed by artificial intelligence, which has become

indispensabie in every country worldwide.

The design of iegai amendments for personai data reguiation
should involve creating clear rules on how data is collected and used
by artificial intelligence (AI). These rules must ensure transparency
and aiign with effective data removal techniques from Al systems.
This necessitates integrating data protection principies into Al design
through encryption and secure storage techniques. Achieving this
requires collaboration among deveiopers, iegai and reguiatory bodies,
and effective monitoring mechanisms. It also involves updating iegai
texts based on technoiogicai advancements. Integrating privacy
principies into Al technoiogy needs muitidiscipiinary efforts from
academics, engineers, cyber security organizations, and tech
executives. In Aigeria, several key institutions support this, inciuding
the National Agency for the Promotion of Information and
Communication Technoiogies in Education, the National Center for

Research and Development of Information and Communication

437



Technologies (CNRST)', the National Authority for Personal Data
Protection (CNIL)%,, and the National Institute for Research in
Information Technology(NIRIT) .Here is the revised text with

corrections and improvements

These institutions must focus on bridging the gap between
legal texts and technological development through national
conferences and interdisciplinary meetings. The Algerian legal
systern, supported by a set of legal texts, can serve as a foundational
basis for establishing the right to be forgotten within the Algerian
legal framework, similar to other countries. This is crucial for

protecting individuals' rights and privacy, while aHowing the benefits

! Law No. 09-04 dated August 5, 2009. (2009). Law on the Protection of Personal Information in
Information Technology. Official Journal, Issue No. 55, August 5, 2009. Algeria. Ordinance No.
15-02 dated January 23, 2015"Concerning the protection of personal data and including
individuals' Official Journal, No. 6, dated January 23, 2015.

2Ordinance No. 06-03 dated July 15, 2006

"Concerning the establishment of the National Agency for the Promotion of Information and
Communication Technologies in Education" Official journal No. 46, published on July 15, 2006.
Ordinance No. 01-01 dated May 15, 2001"Concerning the establishment of the National Center
for Research and Development of Information and Communication Technologies "Official
journal of Algeria, No. 30, published on May 15, 2001.

Ordinance No. 15-02 dated January 23, 2015"Concerning the protection of personal data",
Official journal of Algeria, No. 6, published on January 23, 2015.

Ordinance No. 93-08 dated January 25, 1993, "Concerning the establishment of the National
Agency for S Ordinance No. 02-05 dated February 4, 2002,"Concerning the establishment of the
National Institute for Information Technology Research”" Official Gazette of Algeria, No. 8,
published on February 4, 2002. Scientific Research and Technology" Official journal of Algeria,
No. 6, published on January 25, 1993.
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of artificial intelligence to be utilized without infringing on personal
privacy. Given the significant advantages and potential
improvements Al brings to various fields, completely abandoning Al
technologies is not a feasible option. Therefore, the only viable
solution is to strive for a balance between legally enshrining the right
to be forgotten and the indispensable benefits of artificial

inteﬂigence.

Conclusion:
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The increasing use of artificial intelligence (AI) technologies
poses a real challenge to the legal implementation of the right to be
forgotten. Protecting data privacy has become more complex and
requires a coordinated effort between technological and legal fields
to address the gap between current laws governing the right to be

forgotten and advancements in Al technology.
Based on the above, the key findings are:

1. Technological and Legal Challenges: With the growing use
of Al technology, there are technological and legal challenges
as information may be present in various systems, making it
difficult to track.

2. Need for Modern Legislation: There is an urgent need for
updated legislation to keep pace with technological
developments to close the gap between the law and reality.

3. Balancing Act: The main challenge is finding a balance
between maintaining the effectiveness of Al and protecting
the right to be forgotten, which requires both advanced

technologies and updated laws.

Recommendations:
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1. Develop Advanced Deletion Techniques: Al technologies

should be developed to enable the automatic removal or
concealment of personal data after a certain period.

2. Establish Data Retention Policies: Policies should define a
specific period during which personal data is retained, after
which it should be automatically deleted or concealed.

3. Integrate Privacy Principles: Developers should incorporate
privacy principles into Al systems, ensuring that the
protection of personal data is a fundamental aspect of these

systerns.
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