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General Introduction

Land ownership and registration are crucial components of property management in
any country, directly influencing individual rights, investment, urban development, and
economic growth. However, traditional land registration systems often face challenges
such as bureaucracy, delays, fraud, and lack of transparency, which erode public trust in
relevant institutions.

In response to these issues, blockchain technology has emerged as a promising solu-
tion due to its inherent characteristics of transparency, immutability, and decentraliza-
tion, making it well-suited for securely recording and tracing property ownership. This
project presents the development of a digital land registry and traceability system based
on blockchain, integrated with a MySQL database for centralized administrative man-
agement. The system is designed with government as the main authority and is modeled
on the Algerian land registration context.

The first chapter introduces the problem and project motivations; the second chapter
provides the theoretical foundation and reviews relevant studies and global implementa-
tions; the third chapter (not detailed here) focuses on technical design and implementation
using HTML, PHP, MySQL, Web3.js, and MetaMask; and the fourth chapter discusses
the results, system benefits, challenges encountered, and future recommendations.

Ultimately, this project aims to lay the groundwork for a transparent and secure
real estate registration platform that protects ownership rights and reduces the risk of
tampering or data loss through the integration of modern technologies with practical land
administration needs.
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Chapter 1
Land Registry Systems

1.1 Introduction
Employees in land registry offices face numerous challenges during the land regis-

tration process. Bureaucratic complexity, reliance on paper documents, and lengthy
administrative procedures cause delays in transactions and increase disputes over owner-
ship. The absence of a unified and accurate system complicates the tracking of property
ownership, leading to errors, document fraud, and risks to property rights. Given these
challenges, land registration plays a crucial role in protecting property rights, ensuring
transparency in real estate transactions, and supporting investment and urban planning
[3]. With the advancement of information technology, digital transformation has become
essential to improving the efficiency of land registration [7]. Utilizing modern technolo-
gies such as blockchain and artificial intelligence can expedite processes, reduce errors,
and provide secure and easy access to property records [8], paving the way for a more
organized and sustainable future for land registry systems.

1.2 Land registry

1.2.1 Definition of Land Registry Systems

Land registration is a legal and administrative process through which property trans-
actions related to land are officially recorded by a designated government authority. This
process often requires the payment of specific fees, following the laws and regulations in
place. The primary objective of land registration is to document land ownership and
related rights, helping to protect property, simplify real estate transactions, and prevent
illegal actions [3]. The land registry contains accurate information about the location,
full description of the property, and any rights attached to or affecting it. It also iden-
tifies the people involved in these rights, providing a clear legal reference for real estate
deals and resolving disputes. The type of information recorded and the level of legal
protection provided by land registration vary depending on the laws and regulations of
each jurisdiction [3].
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1.2.2 History of Land Registration Systems

The land registration system in Algeria has evolved through various historical stages,
influenced by the political and legal changes the country has experienced. During the
Ottoman Era (1518–1830), land transactions were managed according to Islamic law,
with contracts and property rights documented by judges and legal scribes using man-
ual records and oral testimonies. In the French Colonial Period (1830–1962), the colonial
administration introduced a personal registration system [7] that recorded property trans-
actions based on the owner’s name rather than the land itself, creating complications in
tracking and clarifying ownership. After independence in 1962, Algeria inherited this
system, and during the Post-Independence Era (1962–1975), it continued to face chal-
lenges such as the absence of a unified and accurate method for documenting property
rights and transactions. A significant change occurred with the 1975 Land Law Reform
(Order No. 75-74, November 12, 1975), which introduced the real folio system (système
du livre foncier), focusing on registering properties based on the land itself rather than
the owner’s identity. This shift simplified ownership tracking and helped reduce legal
disputes [7].

1.3 Types of Land Registration Systems

1.3.1 Personal registration system

This system focuses on registering property rights based on the names of the owners.
Real estate transactions are recorded in registers organized alphabetically by the names of
individuals, without assigning a separate file for each property. This system is considered
less accurate, as it may lead to difficulties in tracking the property’s history and overlaps
in ownership, making it complex to obtain complete information about a specific property
[3][7].

1.3.2 Eye registration system (Title Registration System)

This system focuses on the property itself as an independent unit. Each property
is given a dedicated file in the land registry containing all related details, including its
location, boundaries, area, and any rights or transactions associated with it. This system
is more accurate and reliable, making it easier to track ownership history and reducing
potential disputes [3][7].
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1.4 Land Registry in Algeria

1.4.1 Legal Framework

The land registration system in Algeria is based on Order No. 75-74 issued on Novem-
ber 12, 1975, concerning the preparation of a general land survey and the establishment
of a modern land registry. This system follows the real registration approach, where
each property is registered as an independent unit. A dedicated property file includes all
essential details such as location, boundaries, area, and associated rights [7]. The main
goal of this system is to ensure the protection of property rights, reduce disputes, and
simplify real estate transactions [3].

1.4.2 Key Authorities

The Land Registry Office is the main authority responsible for managing the land reg-
istry. It oversees the registration of property rights and the issuance of property records,
operating under the supervision of the Ministry of Finance [3]. The Land Survey Depart-
ment is responsible for conducting the national land survey and precisely determining
the boundaries of each property, forming the basis for accurate property registration [7].
The Court Clerk and Property Courts intervene in property disputes and handle the
registration of judicial decisions related to ownership when necessary [3].

1.4.3 Challenges

The process of land registration in Algeria faces several challenges, including delays
in land surveys, which slow down property registration and create legal complications for
owners [3]. Additionally, bureaucratic hurdles and complex procedures make the registra-
tion process lengthy and cumbersome [3]. The lack of digitalization further exacerbates
these issues, as reliance on paper-based records increases the risk of data loss or dam-
age and slows down administrative operations [3][7]. Moreover, limited public awareness
about the importance of legal property registration leaves many citizens vulnerable to
ownership disputes. In response, the Algerian government is actively working to address
these challenges by promoting the digitalization of land records, simplifying administra-
tive procedures, and raising public awareness to enhance property rights protection and
foster real estate market development [7].
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1.5 Components of a Land Registry Systemc
A land registry system is a structured framework designed to record and manage

information related to land ownership and property rights [3]. It consists of several key
components that ensure transparency, security, and efficiency in land transactions.

1.5.1 Land Records and Stored Information

A land registry serves as a comprehensive record-keeping system for properties, docu-
menting essential details such as ownership information, including the registered owner(s)
of the land. It also maintains a description of the property, covering its location, bound-
aries, size, and classification [3]. Additionally, the registry tracks the transaction history,
recording past sales, transfers, and ownership changes. Legal rights and restrictions, such
as easements, mortgages, liens, and zoning regulations, are also documented [3]. Further-
more, the registry includes survey and mapping data, providing accurate geographic and
cadastral maps that define land parcels precisely [7].

1.5.2 Key Stakeholders

Maintaining and managing the land registry system is a shared responsibility among
several key parties to ensure its accuracy, efficiency, and legal validity. Government au-
thorities, especially the Land Registry Office (Cadastre Office), play a central role in
recording property ownership data, ensuring transparency and security in land trans-
actions. Other government agencies, such as cadastral and legal departments, oversee
registration processes and enforce regulations. Property owners and buyers rely on the
registry to prove ownership and secure their legal rights. Surveyors and engineers are
responsible for measuring and mapping land accurately to keep reliable property records,
which serve as the foundation for land registration. Lawyers and notaries help facili-
tate property transactions by verifying documents and ensuring compliance with legal
requirements. Additionally, financial institutions, such as banks and lenders, check land
records before approving loans or mortgages to confirm clear and verified ownership. Col-
laboration among these stakeholders, with the Land Registry Office at the center, helps
keep the system accurate, up-to-date, and legally valid, ensuring that land ownership is
protected and preventing disputes or unauthorized transactions [3][7].

1.5.3 Role of Technology in Land Registration

Technology plays a key role in modernizing land registration systems by improving
efficiency, accuracy, and security. Important advancements include digital land records,
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which replace paper-based systems with digital databases, making information more ac-
cessible and reducing the risk of data loss. Blockchain technology offers a decentralized
and tamper-proof system that increases transparency and prevents fraud [8]. Geographic
Information Systems (GIS) allow for accurate mapping and clear visualization of land
boundaries. Online registration platforms enable citizens to access land records, submit
applications, and complete transactions remotely, making the process more convenient.
Automation and artificial intelligence help verify documents, detect fraud, and simplify
land registration procedures. By adopting these technologies, governments can reduce
administrative delays, minimize corruption, and build public trust in the land registry
system [3][7].

1.6 Challenges in Land Registry Systems
Land registry systems play a vital role in securing property rights, but they face sev-

eral challenges that affect their efficiency. Bureaucracy and inefficiency caused by manual
processes and excessive paperwork [3][7] lead to delays and discourage property registra-
tion. Lack of digitalization makes paper-based records vulnerable to loss, forgery, and
restricted access to land information. Legal complexity, due to changing laws and mul-
tiple authorities, creates inconsistencies and ownership disputes. Corruption and fraud
further worsen the situation, as weak governance allows illegal transactions and document
forgery. Land disputes and incomplete surveys result in boundary conflicts and owner-
ship issues [3][7]. Additionally, limited public awareness of registration procedures, along
with high costs and legal difficulties, prevents many landowners from complying with the
process. To address these challenges, governments can digitize land records to improve
security and efficiency, use blockchain and GIS to prevent fraud and increase accuracy
[7][8], simplify legal frameworks to make property registration easier, and launch public
awareness programs to encourage legal ownership. By implementing these solutions, land
registry systems can become more transparent, efficient, and secure.

1.7 Innovations and Modern Developments

1.7.1 Use of Geographic Information Systems (GIS)

GIS plays a crucial role in improving land registration by providing detailed and accu-
rate property maps. It helps in defining property boundaries and documenting ownership
more efficiently. In Algeria, GIS has been applied to support sustainable agricultural
land development [7] by collecting and analyzing geographic data. This allows better
land planning and expansion, ensuring optimal land use.
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1.7.2 Digital Transformation and Its Impact on Land Registration

The shift towards digital land registration aims to improve efficiency and transparency
[3][7] in managing property records. This includes digitizing land records, reducing re-
liance on paper documents, and minimizing risks of data loss or fraud. In Algeria, digital
transformation has become essential to protect properties from fraud and unauthorized
claims while enabling online services. Despite challenges such as bureaucracy and com-
plex procedures, authorities are working to integrate new technologies into land surveying
and registration [7][8], making transactions more transparent and accessible.
By adopting these modern innovations, land registration systems can achieve greater ac-
curacy, reduce disputes, and make property information more accessible to citizens and
investors alike.

1.8 Digitalization of Land Registry Worldwide
The digitalization of land registries is transforming property management globally,

enhancing transparency, security, and efficiency.

1.8.1 Case studies of digital land registries

Ghana has developed a blockchain-based framework to address land acquisition chal-
lenges. This system aims to streamline property transactions, prevent fraud, and establish
an immutable record of ownership. In December 2020, Afghanistan’s Ministry of Urban
Development and Land implemented a new digital land registry for informal urban settle-
ments. This initiative addresses secure land rights, a critical issue contributing to conflict
in the country. In Georgia, the National Agency of Public Registry integrated blockchain
[8] technology into its land titling project. This integration enhances the security and
transparency of property records, providing a reliable platform for land registration.

1.8.2 Case studies of digital land registries

• Blockchain Technology: Blockchain offers a tamper-proof, decentralized ledger
for recording land transactions. Its immutable nature ensures that property records
are secure and transparent, reducing the risk of fraud and disputes [8].

• Artificial Intelligence (AI): AI enhances land registry systems by analyzing
variables such as location and amenities to provide accurate property valuations.
Machine learning algorithms can detect anomalies, aiding in fraud prevention and
ensuring data integrity [8].
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• Integration of AI and Blockchain: Combining AI with blockchain technology
creates a robust land registration system. Blockchain ensures data security and
transparency, while AI offers insights and efficiencies in property management [8].

These technological advancements are revolutionizing land registration processes, mak-
ing them more secure, transparent, and efficient.

1.9 Conclusion
The challenges of land registration, such as bureaucratic complexity and reliance on

paper documents, are major obstacles for both employees and citizens. These difficulties
cause delays in transactions and increase disputes, highlighting the need for innovative
solutions to improve the efficiency of land registry systems. In this context, digital trans-
formation is a necessary step to overcome these challenges and ensure accurate and reliable
property registration. Technologies like blockchain and artificial intelligence can speed up
processes, reduce errors, and enhance security and transparency in property management.
Adopting these solutions not only improves the experience of employees and citizens but
also paves the way for a more organized and sustainable real estate market in the future.
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Chapter 2
Blockchain Technology

2.1 Introduction
In an era where technology is advancing at an unprecedented pace, the way we store,

share, and secure information is undergoing a profound transformation. The digital world
has long relied on centralized systems, which are often vulnerable to manipulation, in-
efficiencies, and breaches. However, as the demand for trust, security, and transparency
increases, a new paradigm emergesone that challenges traditional structures and redefines
how data is managed. At the heart of this transformation lies blockchain, a revolutionary
concept that operates beyond conventional limitations. It is not merely a technology but
a shift in the very foundations of digital trust. By eliminating intermediaries, ensuring
tamper-proof records, and enhancing transparency, blockchain introduces a decentralized
approach where control is no longer confined to a single entity. With its core principles of
decentralization, security, transparency, and immutability, it promises to reshape indus-
tries in ways previously unimaginable. But what makes this technology so powerful? How
does it extend beyond cryptocurrencies into finance, supply chains, identity management,
and even land registry systems? The answers lie in the intricate mechanisms that drive
blockchains unmatched reliability. As we dive deeper, the impact and potential of this
innovation become clearer, unveiling a future where trust is no longer a questionbut a
certainty.

2.2 Blockchain

2.2.1 Blockchain Definition

Blockchain technology is a decentralized digital system used to record and verify
transactions in a secure and transparent way. Data is stored in linked blocks, where each
block contains a set of transactions and is connected to the previous one using advanced
encryption techniques. This makes it difficult to modify data without the approval of
all participants in the network. The idea of blockchain first appeared in 1991 by re-
searchers [1] Stuart Haber and Scott Stornetta. They proposed a digital system based
on a chain of encrypted blocks to create a timestamp for digital documents, providing
strong protection when storing them. In 2008, blockchain technology was applied prac-
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tically with the launch of Bitcoin, the first decentralized digital currency. It was used to
record financial transactions securely and transparently without the need for a central
authority. Blockchain technology is now used in many fields, including digital currencies,
supply chains, smart contracts, and healthcare, offering innovative solutions to traditional
challenges in these sectors.

2.2.2 Blockchain Features

Blockchain technology has several features that make it a reliable and secure system.
First, decentralization means that data is not stored on a central server but is distributed
across a network of nodes. This prevents any single entity from having full control over the
system and enhances transparency [3][7]. Second, security is a key advantage, as advanced
encryption techniques make it difficult to tamper with or hack the stored information.
Additionally, transparency allows all participants in the network to access an updated
record of all transactions, which builds trust among users. Moreover, timestamping
ensures that data is recorded in a specific order, making it easier to track all registered
operations. Finally, blockchain features immutability, meaning that once a transaction
is recorded, it cannot be changed without modifying all subsequent blocks, making the
data permanent and resistant to manipulation [7]. Thanks to these features, blockchain
has become a powerful tool used in various fields, including digital currencies, smart
contracts, and supply chains [7].

2.3 Blockchain Components and Structure

2.3.1 Blocks and Transactions

In a blockchain system, blocks and transactions are two essential components that
ensure the network operates securely and efficiently. A block is the fundamental unit for
storing data, containing a set of verified transactions added to the network. Each block
includes a unique hash that identifies it, along with the hash of the previous block, linking
all blocks in a continuous chronological sequence. This structure makes it impossible
to modify a block without affecting all subsequent blocks, ensuring security and data
integrity [1][18]. On the other hand, transactions represent operations executed within
the network, such as the transfer of assets or data between users. Each transaction
contains details like the sender and receiver addresses, the value of the transferred asset,
and a timestamp indicating when it was executed [18]. Before a transaction is added to
a new block, it must be verified using consensus mechanisms like Proof of Work (PoW)
or Proof of Stake (PoS). Once validated, the transaction is included in a block, which is
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then permanently added to the chain, enhancing transparency and security within the
system [7].

2.3.2 Hash Functions and Merkle Trees

In a blockchain system, hash functions and Merkle trees play a crucial role in ensur-
ing data security and efficient verification. Hash functions are mathematical algorithms
that convert any input data into a fixed-length string of characters known as a hash.
These functions have key properties, such as fixed length, meaning the output remains
the same size regardless of input data size; uniqueness, where even a small change in the
input produces a completely different hash [1][18]; and irreversibility, making it impossi-
ble to retrieve the original data from the generated hash. In blockchain, hash functions
are used to create unique identifiers for blocks and transactions, ensuring data integrity
and preventing tampering [1]. On the other hand, Merkle trees are hierarchical data
structures that summarize large sets of transactions or data and enable efficient verifica-
tion. These trees consist of multiple levels, where the leaves represent hashes of individual
transactions, intermediate nodes are calculated by combining and hashing child nodes,
and the root, known as the “Merkle root,” serves as the final hash representing the entire
tree. This structure allows quick validation of transactions without needing to examine
the entire record, saving time and resources while making blockchain more efficient and
secure [18].

2.3.3 Smart Contracts

In a blockchain system, smart contracts are self-executing programs stored on the net-
work that automatically run when predefined conditions are met, enabling agreements
between parties without the need for traditional intermediaries. These contracts are writ-
ten using encrypted algorithms that define rules and conditions, and they are stored on
the blockchain to ensure immutability and prevent tampering [5][18]. Smart contracts are
widely applied in various fields, such as financial services, where they facilitate decentral-
ized finance (DeFi) activities like lending and borrowing without central authorities [5].
They also enhance transparency in supply chain management by enabling product track-
ing and origin verification, which helps reduce fraud [4]. Additionally, smart contracts
support secure and transparent electronic voting systems, preventing manipulation and
increasing trust in electoral processes [5][13]. Despite these benefits, smart contracts face
legal and regulatory challenges, as their decentralized nature requires a reevaluation of
existing legal frameworks to ensure compatibility and safety. Developing suitable legisla-
tion is essential for the effective and secure adoption of smart contracts across industries
[6].

11



2.4 Consensus Mechanisms in Blockchain

2.4.1 Proof of Work (PoW)

In blockchain systems, Proof of Work (PoW) is one of the fundamental consensus
algorithms that ensures the validity of transactions and the security of the decentralized
network. This mechanism relies on the participation of “miners,” who use high comput-
ing power to solve complex mathematical problems. When a miner successfully solves
these problems, they are allowed to add a new block to the blockchain and receive a
reward in digital currency [1][9]. PoW provides a high level of security, as modifying
any block requires recalculating all previous blocks, making attacks costly and difficult
to execute. However, this mechanism has some drawbacks, the most notable being high
energy consumption, as mining operations require massive amounts of electricity, raising
environmental concerns [3]. Additionally, the high cost of mining can lead to the concen-
tration of mining operations in the hands of a few large miners, which may weaken the
principle of decentralization in the network [9]. Despite these challenges, PoW remains
one of the most widely used consensus mechanisms in blockchain networks, ensuring the
reliability and security of recorded transactions.

2.4.2 Proof of Stake (PoS)

Consensus mechanisms are essential components that ensure the validity of transac-
tions and the security of decentralized networks. Among these mechanisms, Proof of
Stake (PoS) is an advanced alternative to Proof of Work (PoW). PoS selects validators
based on the amount of cryptocurrency they own and are willing to “stake” as collateral,
making it more energy-efficient than PoW since it does not require complex computa-
tions. One of the key advantages of this mechanism is its significant reduction in energy
consumption [9][10], making it an environmentally sustainable option [3]. It also allows
more individuals to participate in the validation process without requiring large invest-
ments in mining equipment. However, PoS has some drawbacks, such as the potential
for centralization, where power may become concentrated in the hands of individuals or
entities that hold large amounts of cryptocurrency, possibly weakening decentralization
[10]. Additionally, the system may be vulnerable to attacks like the “Nothing at Stake”
problem, where validators can vote on multiple chain versions without incurring any sig-
nificant cost [10]. Besides PoW and PoS, other mechanisms such as Practical Byzantine
Fault Tolerance (PBFT) exist. PBFT is used in private or permissioned networks to
ensure consensus even in the presence of some malicious nodes [12].
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2.4.3 Other Consensus Algorithms (DPoS, PBFT, etc.)

Various consensus mechanisms are used in blockchain networks to ensure transaction
security and operational efficiency. Among these mechanisms are Delegated Proof of Stake
(DPoS) and Practical Byzantine Fault Tolerance (PBFT), along with other specialized
models [12][13]. DPoS allows users to vote for a limited group of delegates responsible for
validating transactions and producing new blocks. This mechanism is known for its speed
and efficiency but may introduce a degree of centralization due to the restricted number
of selected validators. On the other hand, PBFT aims to achieve consensus even in the
presence of malicious or unreliable nodes by relying on message exchange among trusted
nodes. It is often used in private networks where the number of participants is limited,
enabling fast and reliable transactions. Additionally, other mechanisms exist, such as
Proof of Authority (PoA), which relies on known validators instead of mining or staking,
making it suitable for private networks, and Proof of Capacity (PoC), which utilizes
available storage space instead of complex computations, reducing energy consumption
[10]. Byzantine Fault Tolerance (BFT) also helps ensure network operation even when
some nodes are uncooperative or malfunctioning [12]. Each of these mechanisms has
its own advantages and drawbacks, and the choice depends on the specific needs and
objectives of the network.

2.5 Types of Blockchain

2.5.1 Public Blockchain

Public blockchain networks are open-source systems that allow anyone to join and
participate without restrictions. They are fully decentralized, meaning each participant
holds a complete copy of the transaction ledger [13]. These networks are primarily used
in cryptocurrencies like Bitcoin and Ethereum, as well as in electronic voting systems to
ensure transparency and prevent fraud [14]. Additionally, they facilitate smart contracts,
enabling automatic execution of agreements between parties without the need for inter-
mediaries [15]. Public blockchains offer high transparency, as all transactions are visible
to everyone, enhancing trust among users. They also provide strong security through
encryption technologies, making data manipulation or hacking extremely difficult [16].
Furthermore, the absence of a central authority increases network stability. However,
these networks have some drawbacks, such as high energy consumption in systems that
rely on mining, as well as privacy concerns, since all data is publicly accessible, which
may not be suitable for certain users [17]. Additionally, transaction processing speeds
can be slower compared to centralized systems. Overall, public blockchains are ideal for
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applications requiring transparency and decentralization but may not be the best choice
for those needing higher privacy or faster transaction processing.

2.5.2 Private Blockchain

Private blockchain networks are closed systems managed by a specific organization
or group, with controlled access based on certain restrictions [5]. This makes them ideal
for environments requiring high security and privacy, such as financial institutions and
large corporations. These networks are used in various fields, including supply chain
management for tracking products and ensuring quality, financial services to speed up
settlements and reduce errors, and healthcare for securely storing medical records and
sharing them with authorized entities [19]. Private blockchains offer centralized control,
allowing organizations to manage the network and determine who can participate. They
also provide high privacy to protect sensitive data and greater efficiency in transactions
due to the limited number of participants. However, their centralized nature may conflict
with the core principle of decentralization in blockchain technology. Additionally, they
require trust in the controlling entity, which can be a challenge in some cases. Further-
more, they may be less secure than public blockchains since fewer participants can make
them more vulnerable to attacks if strong security measures are not implemented [3].
Overall, private blockchains are a suitable choice for applications that require centralized
control and high privacy but may lack some of the transparency and decentralization
benefits offered by public networks.

2.5.3 Consortium Blockchain

Consortium blockchain, also known as federated blockchain, is a type of blockchain
network jointly managed by a specific group of institutions or organizations, where these
entities collaborate to govern the network and make related decisions. These networks
are used in various fields, such as banking and payments, where a group of banks can
form a consortium to manage a shared blockchain network for transaction validation.
They are also utilized in research to exchange data and findings, as well as in food supply
chain tracking to ensure product safety. Consortium blockchains provide a collaborative
environment between institutions while maintaining a certain level of decentralization.
However, they may face challenges related to reduced transparency, as a compromised
node within the consortium could pose security risks. Additionally, the operational effi-
ciency of the network may be affected by the governance rules imposed on the blockchain
[22].
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2.6 Application of Blockchain in Various Sectors

2.6.1 Promoting Transparency

Using blockchain in land registry systems significantly enhances transparency by pro-
viding a secure, immutable, and publicly verifiable record of property transactions. Tra-
ditional land registry systems often suffer from issues like fraud, unauthorized alterations,
and lack of accessibility. By implementing blockchain, all property-related transactions
are recorded in a decentralized ledger that cannot be modified or tampered with, ensuring
data integrity and reliability. This transparency helps prevent disputes over ownership,
reduces corruption, and allows for easy verification of property records by relevant author-
ities and stakeholders [7]. Furthermore, blockchain enables real-time access to transaction
history, making property transfers more efficient and reducing the need for intermediaries.
This system is particularly beneficial in countries where land disputes are common, as it
provides an indisputable and tamper-proof record of land ownership, ultimately increas-
ing trust in the registry process [3].

2.6.2 Preventing Forgery and Fraud

Adopting blockchain in land registry systems plays a crucial role in preventing forgery
and fraud by providing a secure and tamper-proof record of property ownership and re-
lated transactions. Traditional registration systems face risks such as document forgery,
unauthorized modifications, and fraudulent claims. Blockchain technology eliminates
these risks by ensuring that once a transaction is recorded, it becomes permanent and
cannot be altered or deleted. Additionally, each entry in the blockchain is cryptograph-
ically secured, making it nearly impossible to forge ownership documents or manipulate
historical records [13][14]. Furthermore, smart contracts can be integrated to automate
property transfers and verify legal compliance, reducing human intervention, which is
often a source of corruption. By implementing blockchain in land registry systems, gov-
ernments and stakeholders can significantly reduce fraud cases, enhance security, and
build trust in real estate transactions [15][16].

2.6.3 Improving Efficiency Through Smart Contracts

Adopting blockchain in land registry systems significantly enhances efficiency through
the use of smart contracts, which automate the process of property registration and own-
ership transfer. In traditional systems, real estate transactions require extensive paper-
work, multiple approvals, and human intervention, leading to long delays and increased
costs. With smart contracts, transactions are executed automatically once predefined
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conditions are met, reducing the need for intermediaries such as lawyers and notaries.
This speeds up the process and lowers costs [7]. Additionally, smart contracts ensure that
transactions comply with legal requirements, minimizing human errors and potential dis-
putes. Furthermore, these contracts provide a high level of transparency and security, as
all data is stored on the blockchain in a tamper-proof manner, contributing to a more
efficient and reliable land registry system [19][20].

2.7 Application of Blockchain in Various Sectors

2.7.1 Finance and Cryptocurrencies

Blockchain is one of the most impactful technologies in the finance and cryptocurrency
sector, providing a high level of security, transparency, and decentralization in financial
transactions. Its emergence has led to the creation of digital currencies like Bitcoin and
Ethereum, allowing individuals to conduct transactions without the need for financial in-
termediaries such as banks. This technology also helps accelerate payment processes and
reduce costs associated with financial transfers, especially in international transactions
that traditionally require long processing times and high fees [22]. Additionally, financial
institutions leverage blockchain to enhance operational efficiency in areas such as digital
identity management, regulatory compliance, and fraud prevention through immutable
records. Smart contracts further automate financial processes, ensuring that agreements
are executed automatically when predefined conditions are met, thereby increasing secu-
rity and reliability in the modern digital financial system [23][24].

2.7.2 Supply Chain Management

Many companies rely on blockchain technology to enhance supply chain management
by providing transparency and tracking products at every stage of production and dis-
tribution. This approach helps reduce errors, detect fraud or counterfeiting, and ensure
product authenticity, especially in industries that require high precision, such as pharma-
ceuticals and food production. By recording all data on an immutable network, businesses
and consumers can easily verify the origin of raw materials, shipping routes, and storage
conditions, strengthening trust among stakeholders. Additionally, smart contracts auto-
mate various supply chain processes, such as automatic payments upon goods delivery
or verifying compliance with specific standards, reducing the need for intermediaries and
improving overall operational efficiency [25][26][27][28].
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2.7.3 Healthcare and Identity Management

Blockchain technology contributes to the advancement of the healthcare sector and
identity management by providing secure and tamper-proof health records, ensuring data
accuracy and easy access for authorized entities. This improves the quality of medical
care, as doctors can quickly access patient history without relying on complex traditional
systems. Additionally, blockchain plays a vital role in protecting personal data by allowing
patients to control who can access their medical information, enhancing privacy and
security. Moreover, this technology is used in digital identity management systems to
reduce the risk of fraud and identity theft, as information is securely and permanently
recorded. This facilitates verification processes in government, financial, and educational
services without the need for traditional intermediaries [31][32].

2.8 Challenges and Limitations of Blockchain Tech-
nology

Despite the many benefits that blockchain technology offers, it faces several chal-
lenges that limit its widespread adoption [37]. Scalability is one of the major obstacles,
as some blockchain networks, like Bitcoin, require long processing times due to the con-
sensus mechanisms they use. Energy consumption is another challenge, especially in
systems that rely on Proof of Work (PoW), which demands enormous amounts of power
for complex computations. Additionally, legal and regulatory barriers remain a con-
cern, as governments struggle to establish clear frameworks to regulate blockchain use,
particularly in financial and real estate sectors. Security risks also exist, such as cy-
berattacks targeting digital wallets and smart contracts. Furthermore, users often find
blockchain technology difficult to understand and interact with, which may hinder its
adoption among individuals and businesses unfamiliar with the technology [36][37].

2.9 Conclusion
Blockchain technology has proven its ability to revolutionize data management and

transactions across various sectors, combining transparency, security, efficiency, and de-
centralization to offer more reliable solutions. By eliminating the need for intermediaries,
blockchain enhances financial operations, strengthens supply chains, and provides a se-
cure environment for digital identity management and land registry systems. Despite
challenges such as scalability and high energy consumption, ongoing advancements and
innovations, including smart contracts and alternative consensus mechanisms, continue
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to improve its efficiency. As governments and businesses increasingly adopt blockchain,
it becomes clear that this technology is not just a passing trend but a foundation for a
more secure and trustworthy digital future.
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Chapter 3
System Design

3.1 Introduction
After completing the study of the current system and analyzing its various functional

and organizational aspects, we are now able to move to the design phase, which represents
a key step in the software development life cycle [15]. This phase allows us to translate
the results of the analysis into visual models that help build an accurate vision of the
future system, and serves as a solid foundation for the development team to implement
the application effectively and with high quality. In this context, we adopted the Uni-
fied Modeling Language (UML), as it provides powerful tools to represent the systems
components and interactions in an organized and abstract way. The importance of these
diagrams lies in their ability to simplify the understanding of the systems structure and
behavior, while also defining the relationships between users and the system, as well as
the internal interactions between its components. This chapter presents the key design
models used to define the architecture and behavior of our Blockchain-based Land Reg-
istry Traceability System. It begins with the architectural system design, followed by
use case diagrams that illustrate user roles and interactions [16][17]. Then, it provides
sequence diagrams describing the flow of operations, and finally, class diagrams represent-
ing the structural relationships between data entities. These models collectively lay the
groundwork for a secure, functional, and scalable implementation of the system [18][19].

3.2 Architectural System Design
The architectural design represents a high-level overview of the system’s components

and how they interact with one another. Its purpose is to provide a conceptual under-
standing of how the blockchain-based land registry system is structured in layers, from
user interaction to data validation and storage. This diagram is essential in this chapter
as it establishes the foundation upon which all detailed design models (such as use case,
sequence, and class diagrams) are built. It visually communicates the division of respon-
sibilities across the different parts of the system including the user interface, backend
services, relational database, and blockchain layer and highlights how they work together
to ensure traceability, transparency, and security of property registration operations [15].
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Figure 3.1: Architectural System Design

3.2.1 Users

The system involves three main user types: the citizen (property owner), the agent
(assistant), and the governor (registrar). The citizen interacts with the system to view or
verify property information. The agent is responsible for entering property and ownership
data and submitting registration requests. The governor reviews and decides on these
requests. All users access the system through a unified web interface, with different
permissions depending on their roles.

3.2.2 Web Application

This is the graphical interface that allows all users to interact directly with system
functions such as submitting or reviewing requests.

3.2.3 Security Layer (HTTPS + MetaMask)

This layer ensures secure communication between users and the system through
HTTPS. MetaMask is used to digitally sign transactions before they are submitted to
the blockchain, ensuring that agents and governors are authenticated and authorized.

3.2.4 Backend Server

This component handles data processing and validation, stores full records in the
MySQL database, and sends hashed transaction data to the blockchain.

3.2.5 Relational Database (MySQL)

Used to store all detailed and editable data such as users, property records, and
transactions.
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3.2.6 Blockchain Network

Stores only the hash of important transactions to guarantee traceability and prevent
tampering. The blockchain returns a transaction hash that is stored in the database as
proof of record. This layered structure sets the stage for the detailed modeling of the
systems functionality, which will be explored in the following sections through use case,
sequence, and class diagrams.

3.3 Use Case Diagram
A Use Case Diagram is one of the key diagrams in the Unified Modeling Language

(UML). It provides a high-level visual representation of the interactions between users
(actors) and the system. The purpose of a use case diagram is to identify what the system
should do from the users perspective, focusing on the functionality the system offers and
how external users interact with it [16][17].

In our project, the use case diagram was used to clearly define the roles of the citizen,
agent, and governor, and to illustrate the specific actions available to each user through
the web application. This helps ensure that all functional requirements are captured
accurately and provides a solid foundation for developing sequence diagrams and other
behavioral models that follow.

Figure 3.2: UML Use Case Diagram of User Roles and Interactions
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All users must first log into the system to access their authorized functionalities.
The citizen (owner) is a simple user who has no privileges to modify or submit data.

After logging into the system, the citizen can only access the functionality of viewing
their property information, ensuring transparency and the ability to verify the accuracy
of their ownership records.

The agent plays the role of the field officer responsible for entering primary data into
the system. Once authenticated, the agent can input property and owner information,
modify it when necessary, and view the registered properties. However, the agent does
not have the authority to approve or reject submissions; instead, they forward requests
to the governor for review.

The governor (registrar) represents the core administrative authority in the system
and holds full privileges. Upon logging in, the governor can view all property infor-
mation and registration requests, review submissions, and make the final decision to
approve or reject them. Additionally, the governor can manage user accountsparticularly
agentsby adding or removing them from the system, and can also send feedback or in-
structions. This confirms that the governor is not merely a reviewer but the systems top
decision-maker, responsible for overseeing the entire registration process and ensuring its
legitimacy.

After defining user roles and system functionalities through the use case diagram,
the next section presents sequence diagrams that describe the step-by-step interaction
between system components during core operations, focusing on the flow of data and
messages exchanged between the user, backend, database, and blockchain.

3.4 Sequence Diagram
A Sequence Diagram is one of the most important behavioral diagrams in the Unified

Modeling Language (UML). It illustrates how objects or components in a system interact
with each other over time through the exchange of messages. This diagram emphasizes
the chronological sequence of operations, showing how a process flows step-by-step from
the initiating actor to the internal components and back.

Sequence diagrams are especially useful for visualizing the logic of complex use cases
and for identifying the communication between the user interface, backend logic, database,
and external services such as blockchain networks.

In this chapter, we used sequence diagrams to describe two key processes in our
system: property registration and property ownership transfer, both of which involve
critical interactions between the user, backend, and blockchain to ensure security and
traceability.
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3.4.1 Sequence Diagram Property Registration Process

This section presents the sequence diagram for the first-time property registration
process. It details the chronological interaction between the agent, the system backend,
the blockchain network, and the relational database. The objective is to ensure that
all new property entries are verified, securely recorded on the blockchain, and consis-
tently stored in the systems internal database. This sequence guarantees the integrity,
traceability, and authenticity of the property registration operation.

Figure 3.3: UML Sequence Diagram of Property Registration Process

This diagram outlines the sequential interaction between the Agent, the System, the
Database, and the Blockchain during the property registration process.

After login, the agent submits new property and owner data through the web interface.
The system first checks whether the property already exists in the database. If it does,
the process is stopped, and an error message is returned. If the property is new, the
system generates a hash of the data and sends it to the blockchain to create a verifiable
transaction.

Once the blockchain confirms the transaction and returns a transaction hash, the
system stores both the property data and the hash in the relational database. A con-
firmation is then sent back to the agent, completing the process with secure, traceable
registration.
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3.4.2 Sequence Diagram Ownership Transfer Process

This section presents the event sequence for the property ownership transfer process
in the blockchain-based land registry traceability system. The goal of this sequence
diagram is to demonstrate how ownership is transferred from the current owner to a new
one, ensuring data integrity and transaction traceability via blockchain.

The diagram focuses on the agents interaction with the system when entering new
ownership data and associating it with an already registered property. It illustrates the
verification steps, blockchain registration, and database update, all of which contribute to
a secure and transparent transfer process. In this sequence, the agent begins by entering

Figure 3.4: UML Sequence Diagram of Ownership Transfer Process

the property number. The system checks whether the property exists in the database. If
not, the process is halted. If the property is found, a form is displayed to input the new
owner’s information.

Once the data is submitted, the system generates a hash for the ownership transfer
and sends it to the blockchain. After receiving the transaction hash, the system updates
the database by linking the new owner to the property and storing the transaction hash.

Finally, a confirmation is sent to the agent with transaction details, ensuring the
security, traceability, and integrity of the ownership transfer process.

After illustrating the temporal flow of core system interactions, we now move on to
the structural representation of the system through the Class Diagram, which highlights
the relationships between the main data entities.
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3.5 Class Diagram
A Class Diagram is a structural diagram in the Unified Modeling Language (UML)

that represents the static structure of a system. It describes the systems classes, their
attributes, operations (methods), and the relationships between objects.

Class diagrams are used to model the data structure and logical architecture of a
system. They help developers understand how entities (such as users, properties, and
transactions) relate to one another, making them essential for database design and object-
oriented programming.

In the context of our Blockchain-based Land Registry Traceability System, the class
diagram is used to represent the core data entitiessuch as users, owners, properties, and
transactionsand their associations. This model forms the foundation for implementing
consistent data handling and interaction logic in the system. This class diagram rep-

Figure 3.5: UML Class Diagram Core Data Entities and System Structure

resents the structural design of the system, highlighting the core entities that form the
database of the blockchain-based land registry traceability system. It includes five main
classes: User, Owner, Property, Transaction, and BlockchainRecord. The User class
represents all system users (citizen, agent, governor), containing identification and role-
related information. The Owner class defines the legal property owners, including personal
and ownership data, and is directly linked to a user. The Property class describes the
technical and administrative attributes of a property and is associated with an owner.
The Transaction class models ownership transfer operations, detailing the old and new
owners, the related property, and any associated privileges or modifications. Finally, the
BlockchainRecord class stores the transaction data recorded on the blockchain, such as
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the hash and timestamp, to enhance traceability and authenticity. Multiplicity indicators
define the relationships between these classes, reflecting how the components of the sys-
tem are structurally connected to support integration between the traditional database
and the blockchain, ensuring secure and verifiable property information.

3.6 Conclusion
Through this chapter, we have laid out the essential design diagrams that form the

conceptual blueprint of our Land Registry Traceability System based on Blockchain tech-
nology. By leveraging the expressive power of UML diagrams, we were able to clearly
model the system’s structure, the roles of different users, and the dynamic interactions
between its components.

These visual representations not only provide a shared understanding among stake-
holders but also serve as a reference for the development phase, ensuring coherence be-
tween analysis and implementation. The adoption of blockchain principles in the design
reinforces the systems objectives of transparency, security, and immutability.

Thus, this design phase acts as a critical bridge, transforming theoretical insights
into a structured plan ready for development, marking a significant step forward toward
building a reliable and modern land registration system.
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Chapter 4
System Implementation and User

Interface (UI)

4.1 Introduction
After analyzing the current land registration process and proposing a blockchain-based

solution in the previous chapters, this chapter presents the practical implementation of
the system. It translates the theoretical designs such as system architecture [9], database
schema, and smart contract structure [5] into a functional working prototype. The im-
plementation process involved selecting and using a variety of development tools and
technologies that support both traditional web application development and blockchain
integration. These tools include PHP, MySQL, HTML, CSS, JavaScript, Web3.js [8],
MetaMask [10], Solidity [5], Ganache, and Truffle [9]. This chapter is structured to high-
light, first, the key tools and technologies used in building the system [7][9], and then to
demonstrate the actual user interfaces developed for the three types of users: citizens,
agents, and land registrars. These interfaces allow each user to perform their respec-
tive tasks, such as property registration, ownership transfer, or verification of blockchain
records [3]. The goal of this chapter is to show how the design elements from Chapter 3
were implemented in practice to produce a secure, user-friendly, and decentralized land
registry system [1][2][3].

4.2 The Purpose of the Implementation
The purpose of implementing this system is to transform the proposed design into

a working prototype that addresses real-world problems in traditional land registry pro-
cesses. The system aims to provide a secure and decentralized environment for storing
property records, ensuring that every land-related transaction is transparent, verifiable,
and resistant to tampering. Beyond benefiting citizens by protecting their ownership
rights, the system is also designed to assist government employees such as agents and
registrars by simplifying administrative procedures, reducing paperwork, and minimizing
the risk of human error or data loss. By allowing records to be stored and tracked on
the blockchain, the system provides an efficient tool for managing land data, improving
institutional trust and speeding up operations.
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Moreover, the traceability offered by the blockchain component helps in preventing
disputes related to land ownership by offering clear historical data of every transaction.
Although the system has not yet been deployed or tested in a real land registration office,
its implementation demonstrates the feasibility and potential of adopting blockchain-
based solutions in the public sector for land governance [2][4][6][7].

4.3 Tools and Technologies Used

4.3.1 Development Tools

Visual Studio Code (VS Code)

Visual Studio Code (VS Code) is a free and open-source source-code editor developed
by Microsoft. It is a lightweight but powerful tool used across major operating systems
such as Windows, macOS, and Linux. VS Code supports a wide range of programming
languages including PHP, JavaScript, Python, and Solidity, making it a versatile envi-
ronment for web and blockchain development. Key features include syntax highlighting,
intelligent code completion (IntelliSense), debugging tools, integrated Git support, and
a vast marketplace of extensions that allow developers to customize their workspace. In
this project, VS Code was used as the primary development environment to write and
manage the backend code (PHP), frontend interface (HTML/CSS/JavaScript), and smart
contracts (Solidity), providing an efficient and unified workspace throughout the system’s
development [20].

Figure 4.1: Visual Studio Code

Truffle

Truffle is a development framework for Ethereum that provides a suite of tools for
writing, compiling, testing, and deploying smart contracts. It simplifies the development
process by offering automated migrations, built-in testing with Mocha and Chai, and
integration with Ethereum clients. Truffle also provides a configurable environment for
managing multiple networks and contracts, which is essential for building decentralized
applications (DApps) on Ethereum. In this project, Truffle was used to compile and
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deploy the smart contract (LandRegistry) to the local blockchain (Ganache), ensuring
that the contract logic was correctly implemented and testable before integration with
the user interface [9].

Figure 4.2: Truffle

Ganache

Ganache is a personal blockchain for Ethereum development that allows developers to
deploy contracts, develop applications, and run tests in a controlled environment. It
simulates a full Ethereum node and provides a local blockchain instance with predefined
accounts and private keys, enabling fast and predictable testing. Ganache supports both
a desktop interface (Ganache UI) and a command-line version (ganache-cli), making it
flexible for different development workflows [21].

In this project, Ganache was used to create a local Ethereum blockchain environment,
allowing for the safe deployment and testing of the LandRegistry smart contract before
integrating it with the web interface and storing property data on the blockchain.

Figure 4.3: Ganache

MetaMask

MetaMask is a crypto wallet and gateway to blockchain applications, available as a
browser extension and mobile app. It allows users to manage their Ethereum accounts,
store and send cryptocurrencies, and interact with decentralized applications (DApps)
directly from the browser. MetaMask injects a Web3 provider into websites, enabling
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seamless communication between the browser and the Ethereum blockchain. It also
provides security features such as password protection, seed phrases, and transaction
signing [10].

In this project, MetaMask was used to connect the web interface with the blockchain,
allowing users (such as land officers) to digitally sign and send transactions when regis-
tering or transferring property. It played a key role in securely authorizing blockchain
operations from the browser.

Figure 4.4: MetaMask

Solidity

Solidity is a statically-typed programming language designed specifically for writing
smart contracts on blockchain platforms such as Ethereum. It allows developers to im-
plement self-executing contracts with predefined rules and conditions that run on the
decentralized Ethereum Virtual Machine (EVM). Solidity supports inheritance, libraries,
and complex user-defined types, making it the standard language for creating decentral-
ized applications (DApps) [8].

In this project, Solidity was used to develop the LandRegistry smart contract, which
manages property registration, ownership transfers, and ensures the integrity and trace-
ability of land records on the blockchain.

Figure 4.5: Solidity
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4.4 User Interface (UI) Design and Implementation

4.4.1 User Interface (UI) Design and Implementation

The user interface (UI) is a critical component of the land registry system, as it
serves as the primary point of interaction between users and the underlying blockchain-
based platform. A well-designed UI enhances usability, facilitates efficient data entry,
and ensures smooth navigation for different user roles, such as citizens and land officers.

In this project, the UI was developed with a focus on simplicity, clarity, and responsive-
ness, using HTML, CSS, and JavaScript to create an accessible and intuitive environment
[22]. The design also integrates seamlessly with MetaMask to enable secure blockchain
transactions directly from the web interface [10].

4.4.2 Login Interface

Figure 4.6: User Login Interface

The login interface is the initial access point to the system, designed to authenticate
users based on their role. It offers a streamlined process where citizens can access their
property-related information by simply entering their full name without the need for a
password, ensuring ease of access and inclusivity. In contrast, employees such as agents
and land administrators must provide both their full name and a password. This distinc-
tion enhances the security of administrative operations and prevents unauthorized access
to sensitive actions like property registration or ownership transfer.

The system uses a role-selection dropdown and conditional input validation to direct

31



users to their respective dashboards. This design ensures both usability for citizens
and security for internal operations, forming a clear gateway into the blockchain-based
property registration platform.

4.4.3 Agent interface

Figure 4.7: Agent interface

The New Property Registration interface features a simple and well-organized design
that allows for easy input of property and owner information. At the top of the page, a
horizontal navigation bar is displayed with the title “Register New Property” centered,
along with links to other pages such as “View Properties” and “Update Owner Informa-
tion,” facilitating smooth navigation between sections. In the upper-right corner, there
is a “Connect to MetaMask” button dedicated to connecting the user’s wallet, alongside
a display of the current connection status.

In the center of the page, a clearly structured form is presented, divided into two
sections: the first section is for property details such as property number, location, area,
and address; the second section contains owner information, including full name, date
and place of birth, nationality, marital status, ID or passport number, type of ownership,
and ownership percentage. At the bottom of the form, a blue “Register Property” button
appears for submitting the data. The interface uses clear fonts, consistent formatting,
and a logical arrangement of fields to enhance ease of use.
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Figure 4.8: Property Registration Interface

4.4.4 Property Registration Interface

This interface is responsible for the actual registration of property data onto the
blockchain. Once the user accesses the page, a “Connect to MetaMask” button is avail-
able, allowing the user to connect their wallet. After a successful connection, the current
wallet address is displayed, confirming the link between the application and the blockchain
account.

The user is then able to fill in the required property and ownership information
through the structured form provided. Upon clicking the “Register Property” button, a
MetaMask pop-up window appears prompting the user to confirm the blockchain transac-
tion. After the user confirms the operation through MetaMask, the system processes the
request and displays a success message, indicating that the property has been registered
successfully and the transaction has been recorded on the blockchain.

4.4.5 Property Listing Interface

This interface allows the agent to search and view registered property information
after it has been successfully recorded in both the blockchain and the database. The
design includes a search field where the agent can enter the property number. Once the
number is submitted, the interface retrieves and displays the corresponding details from
two sources: the local database and the blockchain network. This dual display provides a
clear comparison and ensures transparency and data integrity. The interface helps agents
quickly verify the validity of a registration and track any inconsistencies if they exist,
making it a crucial tool for ensuring system traceability.
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Figure 4.9: Property Listing Interface

4.4.6 Owner Information Update Interface (Property Ownership Transfer)

Figure 4.10: Owner Information Update Interface

This interface is tailored for use by the agent, providing a structured layout that in-
cludes input fields for entering the property number, the current owner’s identity number,
and the new owner’s identity number. If the entered new owner is not already registered
in the system, the interface dynamically displays additional input fields to allow the agent
to enter the required personal details of the new owner. This dynamic and responsive
design helps facilitate the accurate recording of ownership transfers while keeping the
interface intuitive and organized for agent use.
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4.4.7 MetaMask Wallet Connection

Figure 4.11: Connecting to MetaMask Wallet Interface

This interface begins by establishing a secure connection with the user’s MetaMask
wallet. The wallet must be connected and authorized to sign blockchain transactions.
Once connected, the wallet address appears in the navigation bar to ensure transparency
and identity verification. This step is essential before transferring ownership, as the wallet
will be used to sign and confirm the transaction on the blockchain.

4.4.8 Governor Interface

Figure 4.12: Governor Interface

The Governor Interface offers an organized and professional design, displaying a nav-
igation bar at the top that includes various core functionalities such as updating owner
information, viewing properties, registering new properties, and confirming property own-
ership. At the center of the page, a clear label indicates that the user is currently on the
Governor Control Panel.

The governor has full authority over the system, inheriting all the functionalities
available to the agent, including viewing and managing property and owner records. Ad-
ditionally, the primary function of the governor is to confirm property registrations, which
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is why there is a dedicated section in the navigation bar labeled “Confirm Properties”.
This feature ensures that property records are validated at the highest administrative
level, reinforcing the reliability and trust in the land registration system.

4.4.9 Confirmation of Registered Properties

Figure 4.13: Confirmation of Registered Properties Interface

This interface allows the governor to review and approve newly registered properties
before they are officially validated in the system. The table displays key information
such as the property number, the owner’s full name, and their identity number. Each
row includes an "Approve" button under the "Action" column, enabling the governor to
manually verify and authorize the registration. This step is essential to ensure adminis-
trative accuracy and legal validity, making it a crucial part of the land registry workflow.
Once the governor confirms the transaction, the property data is sent to the blockchain
network using MetaMask, where it is officially and immutably recorded. Upon successful
completion, the property is automatically removed from the table to indicate that it has
been approved, and a success message is displayed to notify the user.

4.4.10 Property Information Display Interface (Citizen Interface)

The citizen interface is user-friendly, allowing the user to simply enter the prop-
erty number to retrieve its information. The interface features a clean and organized
design centered on the page, where the “Property Card” is displayed within a neat white-
bordered container. The card is divided into two main sections: “Property Information”
and “Owner Information,” presenting the data in a clear and structured manner. At
the bottom of the card, there are functional buttons, including a “Print” button with a
printer icon, and a “Download PDF” button for easily exporting the data.
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Figure 4.14: Citizen Interface

4.4.11 Conclusion

In conclusion, the design and implementation of the user interfaces play a funda-
mental role in ensuring the usability, accessibility, and effectiveness of the land registry
system. Each interface was carefully developed to serve a specific user type—whether cit-
izen, agent, or governor— providing a seamless and intuitive experience tailored to their
responsibilities. The use of blockchain technology, integrated through MetaMask wallet
interaction, reinforces the transparency and security of the system, particularly in prop-
erty registration and ownership transfer operations. Through these interfaces, users can
interact with the system efficiently while ensuring that property records are accurately
stored in both the centralized database and the blockchain. This chapter highlighted how
thoughtful interface design contributes significantly to the systems overall functionality,
trust, and traceability.
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General Conclusion

This project aimed to design and implement a secure, transparent, and reliable land
registration and traceability system using blockchain technology [3]. Through the study
and development phases, we demonstrated how the integration of smart contracts [5], de-
centralized records [1], and centralized databases can significantly improve the efficiency
and trustworthiness of property management systems [7]. The proposed system ensures
immutability of records, prevents unauthorized tampering, and provides real-time verifi-
cation of ownership data all while maintaining compatibility with governmental oversight
structures [10].

The implementation showed that blockchain is not only a theoretical solution but a
practical one that can be adapted to local contexts, such as the Algerian land registry
[11]. By combining technologies like MetaMask, Web3.js, PHP, and MySQL, the project
succeeded in creating a prototype that reflects the real-world needs of land administra-
tion. Furthermore, the systems ability to document transactions and ownership history
contributes to better transparency, reduced corruption, and greater protection of land
rights [7].

While the results are promising, the project also revealed some challenges, such as
integration complexity, user accessibility, and the need for legal and institutional align-
ment for full deployment. Future improvements could focus on enhancing scalability, user
interface design, and aligning with national land registration regulations.

In conclusion, this project contributes to the growing field of blockchain-based gov-
ernance and provides a solid foundation for transforming traditional land registration
systems into more secure, modern, and efficient platforms [11][12].
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