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Abstract :

Acrtificial intelligence and digital technologies play a significant role in enhancing
the efficiency of courts by accelerating judicial procedures, improving the quality of
rulings through legal data analysis, managing cases electronically, and
predictingoutcomes to support fair and consistent decisions. However, this
advancementraiseslegal challenges, notably the lack of transparency in algorithms, the
risk of bias in data, concerns over privacy violations, and the
ambiguitysurroundinglegalliability in case of errors. Therefore, it is essential to
ensureproceduralsafeguards that uphold the right to a fair trial, with Al serving as a
supportivetool under judicial oversightratherthanreplacing the human judge.

Keywords : Artificial intelligence, judiciary, justice, fair trial.




Introduction:

In recent decades, the world has witnessed a radical transformation in justice
systems, driven by the rapid technological developments that have affected various
sectors of the state, foremost among them the judicial institution. Digital technologies,
particularly Artificial Intelligence (Al), have come to play an increasing role in
improving court performance by automating certain procedures, providing analytical
support to judges, and enhancing transparency while reducing litigation time.
However, this transformation—despite its advantages—poses highly complex legal
and ethical challenges, especially concerning the guarantees of a fair trial, judicial
independence, and the rights of the parties.

In this context, a central problem arises:To what extent does the use of artificial
intelligence contribute to enhancing court performance without undermining the
guarantees of a fair trial and the rights of litigants?

This main issue branches into several key questions, most notably:
What are the actual contributions of digital technologies in improving the efficiency
and quality of the judiciary?

What are the major legal and technical challenges associated with integrating artificial
intelligence into judicial work?

How can the use of artificial intelligence be reconciled with the fundamental principles
of a fair trial?

The importance of this study lies in the novelty and timeliness of the topic, given the
increasing reliance of some judicial systems—such as the French and Chinese
systems—on artificial intelligence technologies, which calls for an in-depth legal study
based on comparative and critical analysis. As for the adopted methodology, it is a
comparative analytical method based on modern doctrinal and judicial sources.
Accordingly, we will address the topic according to the following outline:

First Section: Aspects of Artificial Intelligence’s Contribution to Enhancing
Court Performance

Second Section: Legal Challenges and Fair Trial Guarantees in the Age of
Artificial Intelligence

2. Aspects of Artificial Intelligence’s Contribution to Enhancing Court
Performance

Courts in a number of countries have taken actual steps toward integrating artificial
intelligence tools into their daily operations, leading to tangible improvements in
procedural speed and judgment quality. This is manifested through two main elements:
simplifying and accelerating procedures, and developing judicial efficiency.

2.1. Simplifying and Accelerating Judicial Procedures:



The simplification and acceleration of judicial procedures could only be achieved
through the employment of artificial intelligence in automating judicial processes,
which led to faster resolution of disputes and reduction of judicial backlog. This can be
discussed as follows:

2.1.1.Employing Artificial Intelligence to Automate Judicial Procedures:

The use of artificial intelligence technologies has simplified many administrative
and judicial procedures within courts, particularly through intelligent systems
dedicated to case registration, session management, and file routing to the relevant
departments. For instance, Estonian courts have implemented an intelligent system
known as the “robot judge,” tasked with adjudicating simple civil disputes, such as
commercial conflicts not exceeding the value of €7,000, allowing judges to focus on
larger, more complex cases™.

This automation is an important factor in reducing bureaucracy and expediting case
registration and session scheduling, which leads to improved quality of judicial
services offered to the public.

2.1.2.Accelerating Dispute Resolution and Reducing Judicial Backlog:

Acrtificial intelligence also contributes to speeding up case resolution through its
ability to analyze massive volumes of documents and data in record time?. In China,
for example, the “Internet Court” in Hangzhou developed an intelligent system used to
filter lawsuits, analyze their content, and suggest possible legal pathways for resolving
the dispute, resulting in a reduction in litigation duration by more than 30%°.

Thus, the adoption of artificial intelligence not only helps shorten litigation time but
also addresses the judicial backlog from which many judicial systems suffer”.

2.2.Developing the Efficiency and Quality of Judicial Work:

The influence of artificial intelligence on judicial work has contributed to
enhancing its quality—whether through assistance in analyzing precedents and
generating automated memaos, or by ensuring consistency in case law and the overall
quality of judicial work. This will be addressed in the following points®:

2.2.1.Assistance in Analyzing Legal Precedents and Generating Automated
Memos:

One of the most important uses of artificial intelligence is its ability to analyze
thousands of prior judgments and court decisions, enabling judges to quickly access
relevant precedents and thereby reinforcing the principle of judicial consistency and
stability. Some countries, such as France, have developed legal analysis platforms that
use advanced algorithms to recommend the most suitable precedents based on relevant
facts and legal texts®.



In addition, some systems employ intelligent language models to draft judgment
templates or judicial memos, which reduces administrative workload and saves time,
allowing judges to focus on the legal analysis.

2.2.2. Ensuring Consistency in Case Law and Quality of Judicial Decisions:

Through artificial intelligence technologies, the state can help reduce the
significant disparities in judgments of similar cases, especially in the absence of
codified legal systems’, as seen in Anglo-Saxon legal traditions. Algorithms allow for
case comparisons and provide recommendations based on previous rulings, thereby
enhancing legal security and ensuring equality among litigants®.

However, human intervention remains necessary to verify the accuracy of data and to
exercise legal reasoning, thus preserving the human nature of the judiciary®.

3. Legal Challenges and Fair Trial Guarantees in the Age of Artificial
Intelligence:

Despite the major advantages that artificial intelligence offers in improving judicial
performance, its integration into court operations raises legal and technical issues that
affect the very essence of justice and its fundamental principles. This presents a dual
challenge: first, to address the legal and technical challenges associated with the use of
artificial intelligence, and second, to ensure and respect fair trial guarantees in all their
dimensions™.

3.1. Legal and Technical Challenges in Integrating Artificial Intelligence into the
Judiciary:

There is no doubt that one of the most prominent legal and technical challenges
when integrating artificial intelligence into the judiciary is the emergence of legal
responsibility in the event of errors made by Al systems**. We will address this first,
followed by the technical challenges related to data and algorithm reliability.

3.1.1. Ambiguity of Legal Responsibility in the Event of Errors from Artificial
Intelligence Systems:

The issue of determining legal responsibility for errors resulting from artificial
intelligence systems in the judiciary is one of the main problems raised. If a judicial
ruling is issued based on a recommendation or incorrect analysis from an intelligent
system, who bears the responsibility: the judge who used the system? The developer of
the software? Or the judicial system as a whole'??

This ambiguity reflects the lack of precise legislative regulation of this technology,
which may undermine the principle of legal certainty. Some legal scholars have
pointed out the need to establish a special liability regime for “intelligent systems,”
taking into account the uniqueness of artificial intelligence as an independent source of
decisions™.



3.1.2 to Data and Algorithm Reliability:

Acrtificial intelligence systems rely on algorithms that operate by analyzing massive
databases. However, the lack of comprehensiveness or accuracy in these data may lead
to biases or systematic errors. It has been proven that some systems in the United
States exhibited racial bias due to reliance on unbalanced historical criminal data™.
Moreover, the transparency of these algorithms remains limited, as their design is
often considered intellectual property protected by producing companies, which makes
them difficult to legally monitor or challenge their outcomes. This issue undermines
the principle of openness and the right to a fair trial™.

3.2. Fair Trial Guarantees in the Context of Digital Justice:

Fair trial guarantees constitute one of the most essential elements that must be
preserved in the context of digital justice, as they form the foundation of the rule of
law'®. Accordingly, we will first address the preservation of judicial independence and
neutrality, then the guarantees of the right to defense, public hearings, and adversarial
proceedings.

3.2.1.Preserving the Principle of Judicial Independence and Neutrality:

There is concern that excessive reliance on artificial intelligence may negatively
impact judicial independence, turning the judge into a mere executor of algorithmic
recommendations. Although the goal of using artificial intelligence is to support, not
replace, the judge, the absence of clear standards distinguishing the roles of the judge

and the system may lead to a form of “automated justice™"’.

This highlights the importance of affirming that artificial intelligence cannot replace
the human legal mind, which alone is capable of understanding the social and cultural
circumstances of cases and assessing justice in its human dimension—beyond
programming logic and repetition™.

3.2.2. Guaranteeing the Right to Defense, Public Hearings, and Adversarial
Proceedings:

Among the fundamental principles of a fair trial are the right to defense, publicity,
and confrontation between parties. However, some applications of digital justice—
such as remote trials or automated verdict delivery—may weaken these guarantees if
not framed by clear legal safeguards™.

In some digital experiences, the procedure was limited to submitting written
memoranda without allowing parties to plead orally or discuss evidence—considered a
violation of the right to confrontation®.

Additionally, the use of intelligent systems to analyze litigants’ personalities or predict
recidivism raises concerns about privacy violations and the use of tools not subject to
judicial challenge, which necessitates reviewing procedural legislation.



4. Conclusion:

In the end, it becomes clear that the integration of digital technology and artificial
intelligence into the justice system represents a qualitative transformation in the
procedural structure of judicial work, one that can elevate levels of efficiency, speed,
and transparency. However, this transformation is not without fundamental legal
challenges, particularly concerning the guarantees of a fair trial, the legitimacy of
technology-supported decisions, and the liability of technical actors in cases of harm to
rights. Therefore, the coming phase requires the establishment of a precise legal and
ethical framework to regulate the use of artificial intelligence in the judiciary and
ensure its compatibility with constitutional principles, foremost among them the
independence of the judiciary and litigants’ right to a fair trial before a natural judge.

Findings:

« Artificial intelligence has contributed to simplifying judicial procedures and
accelerating case resolution.

o It enhanced judicial effectiveness through advanced analytical tools and
achieved a degree of consistency in rulings.

« It revealed several serious legal challenges, most notably the ambiguity of
liability and the limits of transparency.

« lIts applications raised profound questions about the extent to which fair trial
guarantees and judicial independence are respected.

Recommendations:

« Enact clear legislation to regulate the use of artificial intelligence in the judicial
system and define responsibilities.

« Strengthen transparency and judicial oversight of the algorithms used.

» Preserve the judge's role as a decisive element in the judicial process.

o Ensure the fundamental guarantees of a fair trial, regardless of the technical
form of the procedures.

5.List of References:

! - Sartor, G. (2020). Atrtificial Intelligence and Judicial Decision-Making. European Parliament - Policy
Department for Citizens’ Rights and Constitutional Affairs.
https://www.europarl.europa.eu

¢] 2a2ll o] 5alaall ol il Aaa o salll A Gu el gl 3 clihaV) olSM) dpa send e b jac 5 2
https://asjp.cerist.dz/en/downArticle/323/15/1/265380 2025 Js il

% . Xiao, X., & Wang, H. (2021). Al and Online Courts in China: The Automation of Justice. Information &
Communications Technology Law, 30(2), 169-190.
https://doi.org/10.1080/13600834.2021.1915784

Ao 45l Al 0 1 salall g @l gl G 4kl WSl 8 SA al@ (2023) .02 deal Gua 33l 2 dakls
80 U= 2023 Abiga 3 23811 3 alaall el 5 A Sl & el


https://www.europarl.europa.eu/
https://asjp.cerist.dz/en/downArticle/323/15/1/265380
https://doi.org/10.1080/13600834.2021.1915784

https://asjp.cerist.dz/en/downArticle/560/3/3/230381

Alaall B gl ol Apla¥) a shel) dlae (Aglidas Al 50 1 oo lihia¥) oIS 5 2y (e oaalilll Algas () jee (i jua s O
. https://asjp.cerist.dz/en/downArticle/93/9/2/190798 .1560 u= <2022 2 22211 9

®_ Gautrais, V. (2019). L’intelligence artificielle et la justice prédictive. Revue Lamy Droit de I'immatériel,
(155), 45-52.

daala Gl sa Alse Lpaad) 2l Allaall 4 shaie b celihual) olSA) Cada 55 (2023) o) 5 sobee colis i sase -
. https://asjp.cerist.dz/en/downArticle/18/38/3/253983 <« 60 L= ¢3 222l (38 alaall (] il 3l

8. Zouridis, S., van Eck, M., & Schrijvers, E. (2020). Digitalisation of the Judiciary in the Netherlands: An
Agenda for the Future. The Netherlands Scientific Council for Government Policy, p36.
9 .
- Op-cit, p37.
297 U= 2022 ¢7 23adl 26 Aaall ¢ jlmall Alae 3y 0 jad) Alasll gUad & a0 Gl g 0 s il jlida 10

https://asjp.cerist.dz/en/downAurticle/90/26/7/204492

297 Lo cAudd CA)A\ (ol Hliaa A
12 Xia0, X., & Wang, H. (2021), op-cit,p106.

18 Wischmeyer, T. (2020). Artificial Intelligence and Transparency: A Blueprint for Improving the Regulation
of Al in the Administrative State. German Law Journal, 21(1),p 35-50 https://doi.org/10.1017/glj.2020.2

% Angwin, J., Larson, J., Mattu, S., & Kirchner, L. (2016). Machine Bias: There’s software used across the
country to predict future criminals. And it’s biased against blacks. ProPublica.

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing

il all A &5l Al i ) Jsall 8 oelhal¥) oISl Aaall @l aladiul (Giia deal dady aaal 1
231 0= 2024 ranws 20al) 17 sl cdyllall 5 0@y

https://asjp.cerist.dz/en/downArticle/127/17/1/259935

A Al il Hall Ay 8V Al g oY) sl Qe e aall 8 celilual) olSA Aled (Jilaa mdla cgala B s 10
202 a2 232l (8 aladl dpulildl
. https://asjp.cerist.dz/en/downArticle/540/8/2/263490

7 Malgieri, G. (2019). Automated decision-making in the EU Member States: The right to explanation and
other “suitable safeguards”. Computer Law & Security Review, 35(5), 105327.

https://doi.org/10.1016/].clsr.2019.05.002
5 Al aslell 5 Azl ) o sled o yinall Alaa cdsladial (e A il Al HEYI 5 elial) olSA) il Ayl 18

. https://asjp.cerist.dz/en/downArticle/380/11/4/255902 <236 U= <2024 ¢4 a2l 11 alaall e laial!

19 _ sartor, G. (2020), op-cit, p50.

% _ European Court of Human Rights. (2021). Guide on Article 6 of the European Convention on Human Rights
— Right to a fair trial (civil limb).

https://www.echr.coe.int



https://asjp.cerist.dz/en/downArticle/560/3/3/230381
https://asjp.cerist.dz/en/downArticle/93/9/2/190798
https://asjp.cerist.dz/en/downArticle/18/38/3/253983
https://asjp.cerist.dz/en/downArticle/90/26/7/204492
https://doi.org/10.1017/glj.2020.2
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
https://asjp.cerist.dz/en/downArticle/127/17/1/259935
https://asjp.cerist.dz/en/downArticle/540/8/2/263490
https://doi.org/10.1016/j.clsr.2019.05.002
https://asjp.cerist.dz/en/downArticle/380/11/4/255902
https://www.echr.coe.int/

The Criminal Responsibility of Robots: A Jurisprudential Analysis

Prof. Tayeb Belouadah
Faculty of Law and Political Sciences, University of M'sila, Algeria
tayeb.belouadah@univ-msila.dz
Houria Mihoubi
ENS.Bou.saada

Abstract :

The growing integration of autonomous systems—robots and Al—into
society raises complex legal questions, particularly regarding their potential
involvement in acts that would be criminal if committed by humans. This
article examines the challenges of applying criminal law to non-human
agents lacking consciousness and intent. It explores emerging legal
frameworks, theories of culpability, and the limits of traditional concepts
like actus reus, mens rea, and legal personhood. The discussion includes
comparative legal perspectives and scholarly views, emphasizing the urgent
need to develop clear legal standards. Such efforts are vital not only for
justice and public order but also for encouraging responsible innovation in
Al and robotics.
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1. Introduction

The inexorable integration of sophisticated autonomous systems,
colloquially termed robots and artificial intelligence (Al), into the fabric of
contemporary society presents a jurisprudential crucible of unprecedented
complexity." As these non-human agents increasingly undertake tasks
traditionally performed by humans, exhibiting varying degrees of autonomy
and decision-making capabilities, the specter of their involvement in
conduct that would, if perpetrated by a human, constitute a criminal
offense, looms large. This article endeavors to dissect the multifaceted legal
conundrum surrounding the criminal responsibility of robots. It navigates
the nascent and often ambiguous legal frameworks, explores prevailing
theoretical paradigms for the attribution of culpability, and scrutinizes the
profound challenges inherent in transposing established doctrines of
criminal law onto entities devoid of human consciousness and volition.?
The inquiry is not merely academic; it strikes at the heart of fundamental
legal principles, demanding a rigorous examination of concepts such as
actus reus, mens rea, legal personhood, and the very purpose of criminal
sanctions in an era increasingly shaped by artificial agency.® The ensuing
discourse will traverse comparative legal perspectives, engage with seminal
scholarly opinions, and contemplate the trajectory of legal evolution
required to address the accountability lacunae potentially engendered by the
proliferation of advanced autonomous systems. The imperative to delineate
clear and coherent legal responses is paramount, not only to ensure justice
and maintain public order but also to foster responsible innovation within
the burgeoning fields of robotics and artificial intelligence.”

2. Current Legal Landscape

The current legal firmament offers a fragmented and largely
underdeveloped response to the question of criminal responsibility for
harms occasioned by autonomous robotic systems. Across various
jurisdictions, including the United States, the United Kingdom, and the
broader European Union, a conspicuous absence of bespoke legislative
instruments directly addressing the criminal culpability of robots as
autonomous agents prevails.” Instead, existing legal frameworks, primarily

rooted in principles of product liability, tort law, and traditional criminal
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law doctrines centered on human agency, are often invoked, albeit with
considerable conceptual strain and practical limitations.

In the United States, for instance, the approach is characterized by a
patchwork of federal and state laws. While no federal statute explicitly
criminalizes the actions of a robot per se, the actions of individuals who
design, manufacture, program, or deploy such systems can fall under the
purview of existing criminal codes if intent or criminal negligence can be
established.® Regulatory bodies like the National Highway Traffic Safety
Administration (NHTSA) are increasingly grappling with the implications
of autonomous vehicles, but their focus remains predominantly on safety
standards and civil liability rather than direct criminal liability of the
autonomous system itself.” Case law involving automated systems, though
sparse in the criminal context, tends to trace responsibility back to human
actors, underscoring the entrenched anthropocentric bias of the legal
system.

The European Union, while demonstrating a more proactive stance
in contemplating the legal ramifications of artificial intelligence through
initiatives such as the proposed Al Act, has primarily concentrated on risk-
based regulation, ethical guidelines, and civil liability regimes for Al-
induced harm.® The European Parliament has, in resolutions, broached the
long-term possibility of creating a specific legal status for sophisticated
autonomous robots, sometimes referred to as "electronic persons,” but this
remains a highly contentious and futuristic proposition, far from concrete
legislative enactment in the criminal sphere.® National laws within EU
member states similarly lack specific provisions for robot criminality,
relying on established principles that invariably seek a human locus of
responsibility.

The United Kingdom mirrors this trend, with its legal system
predicated on common law principles that necessitate a human perpetrator
possessing the requisite mens rea and actus reus.'® Governmental reports
and Law Commission consultations have begun to explore the challenges
posed by Al, including in the context of autonomous vehicles, but
legislative reforms specifically addressing the criminal liability of non-
human entities are not yet forthcoming. The focus remains on adapting
existing legal doctrines or considering new offenses that target human
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misconduct in the development or deployment of Al, rather than attributing
criminal agency to the Al itself.

Scholarly analysis, as exemplified by Kan's examination of Turkish
criminal law, reveals that foundational legal principles, such as the
requirement that a perpetrator be a natural person (as stipulated in Article
20/2 of the Turkish Penal Code), present formidable barriers to the direct
criminalization of Al actions.™* Even where legal entities can be subject to
certain sanctions, these are typically administrative or security measures,
distinct from the imposition of criminal guilt, which is reserved for human
individuals possessing free will and the capacity for fault.'> The pervasive
legal doctrine across these jurisdictions is that robots and Al systems, in
their current state of development, are considered sophisticated instruments
or tools. Consequently, any criminal harm resulting from their operation is
attributed to the human individuals who designed, programmed, controlled,
or negligently failed to control them. The challenge, therefore, lies not in a
complete absence of legal recourse, but in the adequacy and applicability of
existing human-centric frameworks to the unique characteristics of
autonomous decision-making by non-human agents.

3. Theoretical Frameworks for Attributing Criminal Liability

The jurisprudential discourse surrounding the attribution of criminal
liability for acts committed by or through autonomous systems has given
rise to several distinct theoretical paradigms. These frameworks attempt to
reconcile the operational capacities of sophisticated robots with the
foundational tenets of criminal law, which have historically presupposed a
human agent endowed with volition and culpability. As current legal
regimes largely fall short of directly addressing robotic agency, these
theoretical constructs provide essential pathways for conceptualizing
responsibility.

A primary and currently prevailing set of approaches centers on
human agency, albeit mediated through the robotic system. The most
straightforward of these is the perpetrator-via-another doctrine, or indirect
perpetration.’® Under this model, the autonomous system is viewed not as
the culpable actor but as an instrumentality, akin to an inanimate weapon,
an animal, or a human agent lacking criminal capacity (such as a minor or
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an individual deemed legally insane). The criminal liability, therefore,
attaches to the human individual—Dbe it the programmer, the operator, or the
owner—who intentionally or negligently utilizes the robot to bring about a
prohibited harm. This perspective aligns with traditional criminal law
principles, which demand a human mind capable of forming the requisite
mens rea.

Closely related is the framework of negligence liability. Where an
autonomous system causes harm, the conduct of its human progenitors or
overseers may be scrutinized for breaches of a duty of care.* If a designer,
manufacturer, or deployer fails to exercise reasonable prudence in the
creation, testing, or deployment of a robot, and such failure proximately
causes a criminally cognizable injury, liability for negligent homicide,
assault, or other offenses predicated on a lack of due care may arise. The
concept of "permitted risk," particularly pertinent in the context of high-risk
Al applications such as autonomous vehicles or medical robotics, becomes
a critical determinant in assessing whether the human actors involved met
the requisite standard of care.’> The challenge often lies in defining the
precise scope of this duty and establishing a causal nexus between the
negligent act or omission and the resultant harm, especially with highly
complex and "black box" Al systems.

While primarily a domain of civil recourse, principles of product
liability also cast a shadow on the criminal sphere.*® If a robot malfunctions
due to a design or manufacturing defect, and this defect leads to foreseeable
harm that could be construed as criminally blameworthy (e.g., through
gross negligence or recklessness on the part of the manufacturer in releasing
a known dangerous product), criminal charges against corporate entities or
responsible individuals within such entities could theoretically be pursued.
However, the threshold for criminal product liability is typically much
higher than for its civil counterpart.

Looking towards future legal developments, some scholars and
institutional bodies have mooted the concept of strict liability for certain
categories of harm caused by Al. As noted in the abstract by Makam
concerning legal frameworks in the US, UK, and Europe, a strict liability
regime would obviate the need to prove fault (intent or negligence) on the
part of the human responsible for the AL.'" This approach, while potentially
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simplifying the attribution of responsibility, represents a significant
departure from the culpability principle that underpins much of criminal
law and would likely be reserved for specific, narrowly defined high-risk
activities.

The most contentious and futuristic theoretical approach involves
contemplating the direct criminal liability of the autonomous system itself.
This paradigm presupposes a level of artificial intelligence—often termed
General Al or Super Al—that possesses attributes akin to human
consciousness, self-awareness, and independent volition.*® Should an Al
achieve such a state where it can genuinely understand the nature and
consequences of its actions and choose to act in contravention of criminal
law, the argument for its direct culpability gains theoretical traction.
However, this remains firmly in the realm of speculation under current
technological realities. The profound philosophical and legal questions
surrounding the capacity of a non-biological entity to form mens rea, to be
a moral agent, and to be an appropriate subject of criminal punishment
present formidable, perhaps insurmountable, obstacles to this model within
existing legal ontologies. The 1JOESS article by Kan underscores that, at
present, Al lacks the self-consciousness and true free will necessary to be
considered a direct perpetrator, positioning it instead as a tool or, at most,
an entity whose actions trigger liability for human actors.™

4. Challenges in Applying Traditional Criminal Law Concepts

The application of traditional criminal law doctrines to harms caused
by autonomous robotic systems is fraught with profound conceptual and
practical challenges. These difficulties stem primarily from the inherent
anthropocentric assumptions underpinning cornerstone legal principles,
particularly the elements of actus reus (the criminal act) and mens rea (the
criminal mind), as well as the very notion of legal personhood and the
objectives of punishment.

One of the most significant hurdles lies in establishing the requisite
mens rea on the part of an autonomous system. Criminal culpability, in
most serious offenses, demands a particular mental state, such as intent,
knowledge, recklessness, or criminal negligence. As articulated in the
IJOESS article by Kan, current Al, even in its advanced forms like Narrow
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Al, operates based on complex algorithms and learned patterns but lacks
genuine consciousness, subjective awareness, emotions, or the capacity for
moral reasoning that informs human intent.?® Attributing a "guilty mind" to
a machine that processes data, however sophisticatedly, rather than
experiencing subjective states, stretches the concept of mens rea beyond its
recognized boundaries. While some argue that a functional equivalent of
intent could be identified in an Al's programming or decision-making
architecture if it consistently leads to prohibited outcomes, this
interpretation struggles against the deeply ingrained requirement of
subjective culpability.

The element of actus reus also presents complexities. While a robot
can undoubtedly perform physical actions that result in harm—the physical
manifestation of a crime—the question of whether such actions are
"voluntary" in the legal sense is debatable. VVoluntariness in criminal law
implies a willed muscular contraction or bodily movement. An Al's action,
being the result of its programming and sensory inputs, might not fit this
definition if it lacks the capacity for conscious will.** If the Al is merely an
instrument, the actus reus is more appropriately attributed to the human
who set it in motion or failed to control it. However, as Al systems become
more autonomous and their decision-making processes less transparent (the
"black box" problem), pinpointing the specific human act that constitutes
the actus reus can become exceedingly difficult, particularly when harm
results from emergent behavior or unforeseen interactions within complex
systems.

The concept of legal personhood is another fundamental challenge.
As extensively discussed in the research notes derived from Kan's work,
current legal systems, such as Turkish law, recognize only natural persons
(humans) and, in a limited capacity, legal persons (like corporations) as
subjects of law capable of bearing rights and responsibilities.?> Robots do
not fit neatly into either category. Without legal personhood, an Al cannot
be a defendant in a criminal trial, nor can it possess the rights afforded to
defendants. The debate around granting a form of "electronic personhood"
to highly advanced Al is ongoing, but it is fraught with philosophical and
practical difficulties. Critics argue that such a status is unwarranted as Al
lacks the moral agency and sentience that underpins personhood, while
proponents suggest it may be a necessary legal fiction to address
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accountability gaps for highly autonomous systems.”® The case of the
Sophia robot being granted citizenship in Saudi Arabia is often cited,
though largely viewed as symbolic rather than a substantive grant of legal
personality with criminal law implications.?*

Furthermore, the objectives of punishment in criminal law—
retribution, deterrence (both general and specific), rehabilitation, and
incapacitation—are largely incongruous when applied to current Al.
Retribution, or just deserts, presupposes a moral agent capable of
understanding wrongdoing and deserving blame. Deterrence assumes that
the entity can comprehend the threat of punishment and alter its behavior
accordingly; while an Al's code can be changed, this is not deterrence in the
human sense. Rehabilitation is irrelevant to a machine. Incapacitation (e.g.,
by deactivating or destroying the robot) might prevent future harm, but it
lacks the normative content of punishing a culpable human. As Kan's
analysis highlights, applying sanctions like imprisonment or fines to Al is
nonsensical; fines would ultimately be borne by owners or insurers,
undermining the principle of personal criminal liability.?

Finally, the complexity and opacity of Al systems pose significant
evidentiary challenges. Understanding how an Al made a particular
decision that led to harm can be incredibly difficult, especially with deep
learning systems where the reasoning is not easily interpretable.
Establishing causation and identifying the precise point of failure or the
locus of a culpable human decision within a distributed network of
programmers, data providers, and users can be a Herculean task for
investigators and prosecutors.

These challenges collectively demonstrate that a simple transposition
of traditional criminal law concepts onto autonomous robots is untenable.
Addressing the criminal responsibility of robots necessitates either a radical
reinterpretation of existing doctrines or the development of novel legal
frameworks specifically tailored to the unique nature of artificial agency.

5. Proposed Legal Models and Solutions

Addressing the lacunae and conceptual impasses in applying extant
criminal law to harms perpetrated by autonomous systems necessitates a
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forward-looking exploration of potential legal models and adaptive
solutions. While a definitive consensus remains elusive, the discourse
gravitates towards a multi-pronged approach, blending refinements of
existing doctrines with considerations for novel regulatory and legal
constructs. The overarching objective is to ensure accountability, foster
public trust, and guide the responsible development and deployment of
robotics and artificial intelligence without unduly stifling innovation.

One avenue involves the clarification and adaptation of existing liability
frameworks. This includes more precise definitions of negligence in the
context of Al development and oversight, potentially establishing clearer
standards of care for programmers, manufacturers, and operators.?® For
instance, failure to implement robust safety protocols, conduct thorough
risk assessments, or ensure adequate human oversight in critical
applications could form the basis for enhanced negligence-based offenses.
The SSRN abstract by Makam points to the importance of "clear
definitions” and "risk assessment and safety standards” as foundational
elements of any proposed solution.?’

Consideration is also being given to Al-specific legislation that,
while not necessarily attributing direct criminal culpability to the Al itself,
could establish new offenses targeting human misconduct related to the
misuse or negligent handling of advanced autonomous systems. This might
include offenses for overriding safety features, deploying Al for illicit
purposes, or failing to adhere to mandated ethical guidelines and impact
assessments. Such legislation could also delineate responsibilities more
clearly among the various actors in the Al lifecycle.

The concept of a strict liability framework, as suggested in some
scholarly discussions, presents another potential model, particularly for
ultra-hazardous activities involving AL*® In such a regime, the party
responsible for placing the Al into the stream of commerce or deploying it
in a high-risk context could be held liable for resulting harms, irrespective
of fault. While more common in civil law, its application in specific,
narrowly defined criminal contexts could be explored to ensure that victims
have recourse when harm occurs, though this would need careful balancing
against the fundamental principle of culpability in criminal law.
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Adaptive governance mechanisms are also gaining traction. This
approach emphasizes flexible regulatory frameworks that can evolve in
tandem with rapid technological advancements. It involves continuous
monitoring of Al capabilities, iterative rulemaking, and the establishment of
expert bodies to provide guidance and oversight.”® Such governance would
focus on proactive risk mitigation, mandating transparency in Al decision-
making processes where feasible, and ensuring mechanisms for auditability
and accountability.

The development and enforcement of robust ethical frameworks and
impact assessments are crucial preventative measures. Integrating ethical
considerations directly into the design and development phases of Al
systems (“ethics by design™) and requiring comprehensive assessments of
potential societal and individual harms before deployment can help mitigate
the risk of criminal misuse or unintended harmful consequences.®
International cooperation in establishing these ethical norms and standards
Is vital, given the global nature of Al development and deployment.

While the direct criminal liability of Al remains largely theoretical
for current technology, ongoing discussion about "electronic personhood"
or other novel legal statuses for highly advanced, future Al continues.
Should Al evolve to a point of genuine autonomy and consciousness
comparable to human agency, a re-evaluation of its legal status might
become necessary. However, any such development would require a
profound shift in legal philosophy and a careful delineation of the rights and
responsibilities attendant to such a status. The Council of Europe's PACE
recommendation, emphasizing that human control must remain the main
element even with autonomous Al, reflects a cautious approach, prioritizing
human oversight and responsibility.*

Finally, international cooperation and harmonization of legal
standards are indispensable.®* Given that Al systems operate across borders
and are developed by multinational teams, divergent national laws on Al
liability could create legal uncertainty and impede both innovation and
effective regulation. Collaborative efforts to establish common principles,
share best practices, and coordinate enforcement activities will be essential
in navigating the complex legal terrain of Al-related harm.
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These proposed models and solutions are not mutually exclusive and
will likely require a synergistic application to effectively address the
challenges posed by the criminal responsibility of robots. The path forward
demands a nuanced, adaptable, and ethically grounded approach to ensure
that legal frameworks remain fit for purpose in an increasingly automated
world.

6. Conclusion

The emergence of sophisticated autonomous systems into the
societal and economic landscape has undeniably inaugurated a new epoch,
one that compels a profound re-evaluation of established legal paradigms,
particularly within the ambit of criminal law. The question of attributing
criminal responsibility to robots is not merely a futuristic hypothetical but
an increasingly pertinent inquiry demanding rigorous intellectual
engagement and pragmatic legal innovation. This disquisition has traversed
the extant legal topography, revealing a domain largely unprepared for non-
human agency, yet actively grappling with its implications. Current legal
frameworks across key jurisdictions, including the United States, the
European Union, and Turkey, remain steadfastly anthropocentric,
channeling accountability for harms caused by autonomous systems
through human actors—designers, programmers, operators, or owners—via
doctrines of indirect perpetration, negligence, or product liability.*®

The theoretical constructs for assigning culpability are manifold,
ranging from these established human-centric models to more speculative
considerations of direct robotic liability and the complex, contested notion
of "electronic personhood."* However, the application of traditional
criminal law concepts such as mens rea and actus reus to entities devoid of
consciousness, subjective intent, and moral agency presents formidable, if
not currently insuperable, challenges.®> The very objectives of criminal
punishment—retribution, deterrence, and rehabilitation—Ilose their
conceptual coherence when applied to non-sentient machines.

Addressing this evolving jurisprudential frontier necessitates a
multifaceted approach. Proposed solutions include the refinement of
existing liability rules, the careful consideration of Al-specific legislation
targeting human misconduct in the deployment of autonomous systems, the
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exploration of adaptive governance mechanisms, and the crucial
development of robust ethical frameworks and international standards.*
While the direct criminalization of robotic actions remains a distant
prospect, contingent upon technological advancements that could imbue
machines with genuine autonomy and understanding, the immediate
imperative is to ensure that legal systems can effectively assign
responsibility, provide redress for harm, and guide the ethical development
of artificial intelligence.

The path forward requires a delicate equilibrium: fostering
innovation in robotics and Al while concurrently safeguarding fundamental
rights and maintaining public trust in the legal system’s capacity to
administer justice. The criminal law, in its enduring pursuit of order and
fairness, must adapt with sagacity and foresight to the challenges and
opportunities presented by an increasingly automated world. The dialogue
iIs ongoing, and the legal evolution in this domain will undoubtedly
continue to be a defining feature of 21st-century jurisprudence.
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Abstract

The goal of this research paper is to search for the future of the legal
professions in light of the terrible development of the field of artificial
intelligence with its various technologies, and by relying on the descriptive
analytical approach, then taking a look at the most important of these professions
and the ones that use it the most, which had a major role in advancing them and
raising the efficiency of their work more.

Our study concluded that although there is a positive impact of artificial
intelligence on these legal professions, its use is not without challenges,
problems, and negative effects that must be controlled and addressed with clear
legal frameworks to ensure its optimal use.

Keywords: Artificial intelligence, legal field, legal professions, smart
technologies.

22



mailto:w.dorbane@univ-eltarf.dz
mailto:w.dorbane@univ-eltarf.dz
mailto:blidi-dallel@univ-eltarf.dz
mailto:blidi-dallel@univ-eltarf.dz

sdadds 1

P RUSUIPIERC PO RN N P Fo P RES e TS [ICR VNN
Gy Al g Sl g Al g 23lasY) B8 il ) alsall 358 a2 Lage Slale pg)l
oty OV e ) (3 Slelisanl g g axk

L el i) Sl g oLV ST Ralasl ST a9y yold) U1 i L
A ade 5 (IS a3 gl el Jo am o Sleld) Gad Bsgd) Blagl o ol sl
Ll ol pladll 3 ool Jadl) o Ul (AN Speal) ool 2LV ST o]

B> 5 5eliS e mid) e ddlel) el g slidn el ST slbna) ale
M gl & el e wand g planad) g BLadll g Gt 13 e Al 2551 JlesYl
Bl slgwr gLl g Ol e el w13 gl 3 g Wl V) (Bl)lgs ok g a9
Olaaz! g 313 adl of MT s PN A

SV jae b @ RS el Jies 5 e o8 it WIS Cpls ale
¢ sllsy)

W Loy Ll sl s (3
S el dely g sl Jlee) Jom 38 dbs S podl o slaoYl ST OF-
Ll e a6
Aol dhe LW el g Bale 2y bol) ILad el oY) ST (S
gr oo BB 5 ol jlas g dgx e 3L 3 i 93 PO sl ST e -
A

eV ST b 3 aspl el bdtes Je Ol (3 anhl 2T ST ade
¢y U LD G Jle ISCey aiakel & 50 W 1 g Ber e ) odd 20 am
g aaldsin) G OVglad e o by Lde @3l s 3 Lad 5 Wl plad dles et
e oo g s WA RS 5 AN Sl sl s Bulid) 255 19N s

30



Goid) Bl o Haall 2wl Lol g ol 5 o eSH p i) (el Ojlgdl 324
LIS g delad) g a4

S s mle gpll J e ellaoW) ST 8B 3 paogdl Ll Ol fres
Slomglinl ol 3 ot Wl cplasdl e Lol e ade (sl L dols Aigll el
9 Y Gei a5 Al 324 Flo 3 Jleb Sy A8 L oS ods Canbogd Bl
ot pladll 3 25T Lor oSl plitsaanl ooy 5 33V odn et fals 36 W] sk dans
Ajlye g e AN 5 Al ALY 5 g8 ekl e Lails

5 LT e LS ) hbdl oyl gl bitezed oMol Ao 0dn e |
ol @ ade g bl Yl olasl sl ST ae (3 ASpW Gl e U4
& Al el 3 sl ST Sl L1 i) (3 2 an pp2 U] Anld)
plaseial 56 2l abadl 3 e s Al Cladl el A b 3 Ayde ol U] oo
A el eda e stV oS
gl gl § sl oSN plusuisl o §)k5 2

S L s Bdowndl SLadd) g L oSN plisinl o dony W) pladll dny
ol el ol Slawsll o sl dd (VI 5 sl s Gl @) el
il SV e ) plazal (o padl de g b cBlasl e Gyl (3 pllaoYI (LS
b aaps g sladl g el e e aisld) el Cpe)ladd |8 e asldsand G 3
Vga U pr aslisaanl OF Y] (g 5 BeliS 5 Lizopm 5 agolge o] Joged @ 4 eSU) 5l
Llao 3Ll g BaSel Bl (o5 9 Dgps 5 ulgal pgaliml sts Lsnpn Yoy (s U)o lad)
(A e azpe e bl g gt 5 08l S sl
g Ul pgh) psks § aygs 9 Sllaw W ST Sbelisuat 1.2

bapshas (3 g Rilesll L) (el g Sl (318" Vi olbao¥) (ST i i)
1 U 3 el 5 Lo aedl e Gl e
sl dige § (Sl oS alusuiwl :1.1.2

31



Geaim 89,0 ol G 5 ooV ST waltsianl 51 Al 93 okt g pis i)
A ade g Bles olo)) g anlgs ol e B Wi bl ) o RlEd) Aa bl e JUsS
il aiy bl 1)l 2 lsY) 5,0l 5ol g 3L s Lgie = & s d sl o
13 posad) ey e wlaliseal ool it ade g aigd ALl
oV S e soasall plal) Gl FW| e 31 SH gl ) 1112
S hyam s g Wladll lg g 3ale Sbla] Jo Jsadt 5 255l gilen] oy o]
Llde 5 Bl g el o ale @ U By e phpan g 23 e S L LS Gilse
S saall s (3 dedsnll OlgaW e g gl (il B g ped 3 ST Ka aala
'Revel Law s Ross Intelligences\si
SUL o JE a el bV ST deley 3] gl el W 2.1.1.2
Wadll wodd aorlaS Lalbsaanl 9 2B S y aslad) Sl e Wb bl 2350
Llak &G B)lie s o Lladll s mils gl 5 S3dl b e & rnlel 2298l
o8 42‘,4.31:— g all B Lladll 3 edl) o ped e eadslin Lo e g (Wb dslis dLs
Premmontation, Lex 55l » S SK Jowdl 3 0l Lgatsiany 3 SlpsYI
Machina®
el 5 lal ¢ sllasl oS3 el e padl Osall daze 13gdall slas) 3.1.1.2
5 DoNotPay 5 Ross Intelligence :eUs Jlwy aigldll seiall slis) 5 psSd Lowas
A8 3 padelas G asdl ol e 3 e 4 Lexion, “LegalZoom, Rocket Lawyer
Bl e IS eSS ol com¥l e ssall slis] wlas
Slizdl el o el sllaoV) ST S LS el sluasl g 56 4.1.1.2
el g e s il dI ST adsd) il Lok @65 Opad 3 bleeY Al
Cealall el Aol g OUBY1 g Bl e Ble (3 il el e fllaoV) (ST 25 g E) el
Dkl clasll 5 ol 3
5 G e ol 3 sl dage SO L UL Lgdd g ollel) AV daxr b1 5.1.1.2
ade 5 bl Al bl ST agdl G g g Laps g ST 5 Llas e L LS

32



el e )l et Ll semgd U3 e 88 @ gl Opelt) sl ST olgsT fadd
UL g Gl g 25aallS ai )l BBl OV daxl g sy dey 30 (3 g By deghl s
Everlaw, Relativity / 55Y yerltszat 25 Ji 5 Clagé 5 2
o 3 ol sdelow o slilaoY) (ST el cuSs 3 Al &l 16.1.1.2
peod D17 @B 5 AL ol A e Lant g aske y SISTL e RS G
Dol A2 Lozl SV gaY) al e g el B gl $6 U gzl i gl 5 BB
ALl diladl) SlesY) e Ly Litera® 551 s Contract Express

U A e a5 3l 14 Gpeloeedd ST Slinkad sda IST by i e
e o ol faall 0557 Whleel (a5 of sl wad e g5 Y sl b ol 4 L Jad
o 2 g ) ISE e ) 525 15 r ST S L p s 5 ke ey s
ol oda LS pas SIS ollaoV) ST 35y b (3 5 egmige 35S
sbadll g & SUlaoV1 s plisuin) :2.1.2

S b AB a3 sl ods olmge U e clad) dge IS g
Sl ped oblasl de g 23l 5 (BUST i e 0l Lo sLadl |3 e sl
A4
Lo 5 Zolal) BLA) o (S ) Lladl) Al dey 3) sbladll 3 feadl Sus 5 1.2.1.2
oda g anad @) 83ad) anegll 5Ll gl (3 sliad)l sucle o ollaoV) ST dalal s
Lladl g b o daedl SUL Lot aodi 9 g Sledl Ladl 18 1) adl) o leay LS
@ S Bl O g e 3 pSSY s olisige 5 S ladl) el H) S ] 3l
MO sl s
a2 8 e e ooV ST S e il Olsl ) § sty 2.2.1.2
ola Jo slaxeVU Gl 5 Bl mnd) @i 3= g Y am el S ol
ol g eIV wpd) e 230 AY) U4 3 pase ) Logikull pls 5 Brainspace
Sl gl 5 B35 5 L 5 B o s 3 S (K il L s (2SN
PS5 ps 5 e Juadll ey LLad)

33



Slskes pig Jo LoVl S sl fan LS iegdl 8 Sloghas gty 3.2.1.2
5 el Zol Sl e W Jglid) 5 oledll by (U gl 5 sLadl ol
e by Y L el Vs 28 IS o AL Bl 2y Js 3
o o el¥lads oSy gelel Gl Cregdll plogl e Sls g sladll o ol
o8 lay 2RBs SUIE o] o g e
ST Sl Joll Jan ool LS oSl S (913 blarsl @ Blewd) 4.2.1.2
SNSIU o M5 g wnalail BlaeW) sLadll plhzal 3] o SLY s 3 slbaoY)
ST stz pansd el SbyE g 2setdl o et ] plana VL aidSS f ade 2,0
.14&\ S AL aboy 3 ol UM e baiey 13 elbaoY]
5 SN mio et e )i Lol olao¥) ST ez 3 il J) adlad) 5.2.1.2
5 Al Sleglall Ll adlesll 6l sl sladll LIS e Bl 23 5 (LadlS
Gl Badaze Pl mo aladl g sial) 25023 oleddl )15 e 5 AV g Bm 2l o suadl
il Slaglall oda [ Jo ol ST Audail Jons 3] bt 5 W (soled J2e
e G Sl imin ol Ll 8 AT Bl e B 3 20 e
Jell (3 gt BLal ) Al 093 Lladl (3 2l il Jo S e neSe Lo s
PAlosl 3 et g S e Y1 g g CBy e b e Lo ) ol elad)
Laglaall

Sl de g o g ladl 8 e sl (SN Cllisanl @l i 4l
Aale dhay el JU rnd (3 g Lesblas 5 LLad) slas) (3 b Ld 1S,
gl Shliawd) dge § Sl S sl :3.1.2

3 N joladll Lin b (3187 1shat GIAST i $la) Linadl e Lajely igs LS
ool 3 gl Sleddl adie 5 sl SllazaV I e pld) clrnnl S
O 37 ddy SW Wlikdl 13 e au a5l Sllzan ol 502l

s gy oVl sSIL sl Bigl aia Slis pedl pasas )

34



5 @Bl Aladl aledl) &, 5 5,50 (STE ) gss  wgfsk 18 &5 5 « DoNotPay!’
&F @ e aslal) CILYL Gladl o iy bl ol Wi (3 ST S abigw b s
o BSE 3 BV by ol ) gl 3 5 2 BleeVl IS ] el
e VS5 e Sy e IS &SI Sligkd ode Lk dys ollr] e et
ol GG o Ly ColS ) el (IS

255 agre B Ll aST gnll oda 4 Ggenly SUIST ) OF LaY) ud
Jo slg) 5 BV B e AW 5 wedes saelld 1S 5 8T 5L 2ge (3 (£l
LA

£5 et cost g Aiglll Ll 3 AS Slikdl e il cadsaal uB e
Loldsuznd Jodl ST o Wstal @gs g cnaall 9 &S50 Y1 sdoall OLYs)l s 5 (i gld) asgh
Bl AU g B 5 b ol Bae e IS aF Bl Jol e ST L) odb
% o o) ST ik SE ) ol e g ¢ JUR s 3 S0 e
iz 5 gl olad) S gd 5 LIS LB ey ST R el 5 oS
Al Jles) e as ) aslasd)
gl gl § (sl oS sl Slllazs 2.2

5 Bl 5 eV ST Gl Slilasa) 4 Ol ASTes dase ol
sda gl Akl A5gW bl e Jo SIS AU Cllas cuad) QW) e AlsY)
lesl 5 AT 3 a5 aSTU) L)

@ ygs g delen ¥ BLY Gl Gy sl el ods Leled g KW ks
& ol 5 eSS I ledalpo W 0T Cgpall s 05N W95 g Wltal) oslin dd 5 L]
izl g 2l il BT Lol ) 2 Bl ed Lle osall L) s
5 osdal) Lol 2T Sl odd a3glall gl ada plaseaals G3 e dly g (U kil
LS e gl g el JUB e (3 gl SN D Lehkss (s Ugnpe SUAST Loy 35lacl)
ol ¥ B pead) e Lede ol ol 5 dagld GLINEY) Lylea)) oda O
Ahda LSl bl o Y s (3ysloihl Wlaad) pldsuinl dnb

35



G g Ble by 2LV ST JIE asTye 51 Jodl e 205 Aald) O jlael g
oy sl Lo el d dabate ol plini) b 3 g chols dbay 5 jaasd) @ adks
Sl 0pll e Lde psadll ol ST Led famiey &) sl g4 62l
S el e ! ela oY1 SIS Ll abyll Ayl slsd) ol 1) <PURem Bl
Sllbze 5 olbo¥I S aas ] Jo 50 (3 ol b JB31 e (3 dsb Wlgal cabs
adb g OlaS g aslds

& bl 1S e oV ST ey gAY oY) cue ale
ST s SVl el LS ) ezl W1l B 2y el Yor 5 1S LalE e
Lo ddod Aols dha Wl plad 5 el JU1 3 5 Bele e wlinks Jlas] e 2B
Pdls) ol

i) odn £ b 35T 23NV Slgmsd) 5 Gl e bkl gl SIS e kel
Gy A e L dee Ol e xtls 3 Ll o8y o il lha a5 LA
oda (3 &35M 5 B3 5 OLY) Goiz V) e Vi) w5 BT Y] Ll 5 saas
el 20y Bppil) Sazel ) NN Bl Ul oy Fleasan AST0 ol
3 gy 5 aSLad) 2l 3 ellaoV) ST plasanl 0Ly 2018 jens 02 3 551
5 Pl ST oLl cladll 5 el plad plisany dwlal s fosbe 3a3)) oda by
325;} Jeal)
Jsosll 3> Ay & sz Of ellaoW) oS o Y oslin g il Byid) plpm e
Al 4aST) 3 ad g Juadl )
ool o e cd LY Bl T sl s el pae g Bl T

o Slerr)
odaze sl (ST 3 Lhad ol bl 0SS ol et :Jai)“ 9 539 T
JLs‘- L} U}LAL&S‘ 9 Uyg\ 9 slill e &mﬂ\ 3}.\5- L;l Ialiew) 80 )DLAA o9 Sl

i dd g ol Wbl e Al Bty (3 WA 5 et a1 g L2l 5 0gU)

36



sl WS s s L) dlee 35 Olas gas 1LYl oLy Al -
Sl g adlaadl toale wlllane 5 S A8 Goi> o Ol oA g el By 05 Sliles
S a5 Y
@ Wiz plldl s pasiee 050 OF Gl fpsand) Blarn o f sl (K2 -
.26<.Lus b el

05 S otilaoV ST plasiaad OF Je 2019 ple (3 2031 205l 0asT LS
7ol e Y Al s
s ganll 501 5 Cilsdl) o po Wilsie 5 (g 05—
9 ol e g SLY EIMEz il ] (3 el ST i) Glaal 5SS O (b
AL 5 Sy

ailaze Wl 3 056 ol B3gmn Byp¥) Beopill op2i (2021 wd a1 21 g
FlaoV S e 2l 2ol plasiand 5 ket ool oot Ul 5 eliao¥l ST
oo Ade s lels A5 (T POl b deet )l B wlay e aslg =233
gl gzl e Gladl danly 3l 5 i 5 Slllese (23 5 i) g a3 LI
P e SIS

ST Balasl plusin) 5 okl koo oo (3 Aeles BN 5 (ool ada &l Aizes ade
U8 o Leslasanl g Leelsl ela 095 (Sl e 3 5 cale Bhaay o) W21 (3 ellas)
Bl ek BLE U] et g (gl pliaes g BLal g Gl e Bdll BN el ol
5 PVl S Slid gl el sda poylt bt B (b g5 Al il
ke Sty il 5 il 5o
gl bt Jo sl (S 16 .3

b e il b bV ST Slides plasind Wb o Lo SS] S Y
5 olelidl pa Sl LB s @ STy (BT g Llal ety Lt B3l 3 g 25l
5 Sbsmall e dtall gl Gl e 3 b e oy s o4 @ oL
A e faddl oz Lol 5 28T Oladd) ada ks I SYISKY)

37



gl bt 3 sUlao) oS alisual e 5l 463113

Wil g SVl (S wlinkd L) el st e a5l B b 0
t¢g Alzazl) L@_Al.ﬁéj\ WO v I SSEP WP PSS
gl bt o sl oS Sl 1.1.3

S Al wlaan  sllaoV) ST A3 gl gl plisenl Wi g OLulg) o e
e SE eV ST e ausld) 2 Lk 3] e g 8:USTr By 1 1.1.1.3
G sl Jsosll 5 AW LS 5 255l ol pLl 5 GhlS g ssdall o) e 25l gl
il 193 galisaal g easlazel Gl 5 (L@l 5 s pLdl Ssb By e Bz IS
L s o Kira Systems?’0 s Ross Intelligence #15Y ST LS g a5l sl e
B3daze Dlile s g Lgrblan 5 ST LIS 3 ) e oS Lo g b alsY) el e W8
3 oo @l LY el 2SS Bl L s aspl) Slud) gadn L)ls
LEUST 5 gxdlas 5 pBlads g oblesd
S ol SE o il By g ISH 8L g £l 0By G Slatd s :2.1.1.3
s pliaall g pelesd) Slrliaa¥) g SVl 5 il y Slashall sy e el
8359 5 henll gl (S gl ladl 235 5 Bl ) 3 b L M 5 o
Jsodll oo g oled) 3yla] (3 pales LS il Gl Lestin &)l 5ygmme IS 5 2o
3Ll 3UST g W) e e 5505 3 palo L Lage 9 251 )
S wllg) ol Gy e UIST 2ol sda eyl sl s (3,113
G Jdl e Ogdezs agalge ool Jls sl el e OF polall ad ¢ ela oY)
@ s S B g alall o gl olad) e bpd g a5sW BE 5 psadl 5 SLLL
slady ooVl (S oig Lo lda 5 dagll Ol am Jlig] an ol slasl 0LV 2w
SE S ol L o B g e e gl clas ) oda by Jla) e (i 3] asTUl
)y g aeddll gl Sl B3 et Bl g il eddl e o WL
o @) Aol sl Y OlaxsT g wdared Slgsl 5 48D Sl ey b 3 dols blasY
31,

Sela)) el oda s;ufjwwcéji\ @ e 093 paley Lo M g cgts dad 09> Lblag)

38



S ez 3 deddl me Aggldl gl gl Jgud! 9 apdt JLasW) 14113
o) pgan o bolgd) plisus g Gl e S ) ol ) g sDleall sl oY)
nges B350 gl 5 Slets e Jpadl 33 i LS (RIS asb 5 clis 00 5 Wsenn
2155 ,
oV S Sl bl o tlgas BB g W13 e doul) 25gd1 i :5.1.1.3
Ol pldsal e Bl G35 ol LU wad 3 saelld) 5 32l bl LS
SLS) 5 anases WS 3 g Bl e el ) dad 3 deled Sl 362 85k
o2 a5 SO sl ol WA OISl Al ] a5 @) g lapd g A S el
sladl waels L gk o¥es sl aoe Y S Wil e oS Sl ods
sl g il S 2V sl aasid gl o g Bisisn g dlse G pn ) Uil
.33:@& L) oda Coarss s Ll Lgs g3y |3 A eda OIS o Slamslial slasy
Se bt Selal elboV) (S Lah digldl Sl Je b :6.1.1.3
5 5L2d)l 5 el OLYY 5 BT o lige b L8 (LSE 5 UL ST ady oy 255U laglald
RERRE] PAlesl U1 5 ceidadd Loy g adlods gl 3 opyliand)

el ods (V) 3 S S el Il as Yy e Y G oblgY) e b
) s Bl s ST B0 e e 5 a5
gl gl de sl oS Sl :2.1.3

o bk Sl e S g 3 B algl BT elloY) ST 0L 13)
D2 S @) g bWl e sl Cogl e ) 5 SIS W Lede Jp UL U sl
g aadl
Jd Jo ooVl ST 8 e () e Bld) 5 Gaedll ogdl 28 01213
redl dL A 15wl V) 6 Sl dds ksl olaldl g asgll sl 5 UL
lae) J) g Lol 5 gl sl adly sy GLaYl s ele Y Blad) e

Boi= ) ade Lo 3y5,20l s o sdiall Lladll (3 dhaie j6 o 2ad> 6 Jal> 9 o)) 3

39



Lealgs slol 3 Lgzdlas 5 asgldl) gl ods dne o 18 ICo S5 Lo lda g sl 4 5133
Leslis
Badsand) SUL e llaoV ST dazmy (3l jeedl) A pdl pod) :2.2.1.3
3 sd SUL ol oS Of 5 bl el adlel desaldl ol el ol eI gy
5 OOl 1S 3 ) ol e 2l S B s of Bme ol e BLD
de sladl as b e ol ehall Jale pd gk ) M (eop 8 gl Ji)
pe g 9 Y1 e e OB Ao peadl ) s (o35 U RS L) odd Lgalisin)
R

2020 by 3 lex ale 2l & G "l Alidyy Ol 55ead) 2230 Ul
el O g ag ) ods B & S Ly Sl ¥s 3800 aed; el B 26
POl plasial 3 o) g U3 5 2T oy an UL el o5 3
i 3 ddr o e 0Ll (2iS” G 1l of el B1ps Y JSTes :3.2.1.3
Slyr BE 5 19 Rje il glis oLt e 08l (S Lo S iVI e gl 5 GVl
5 259V 5Ll WBlys Al Ju ) et bl o oDz VU Ll b e Lo 5 (k]
g By dd Lz WY 10 39L;cuww S Sl sl Sls 5 Jlo iy Lgalisaal
Holam f sl s
ol 35 OF Jlaas! J) Cogls) am 5 3] idg gl gl OIAES 9 4l9aY) pi :4.2.1.3
sl (535 5 las Al Sl )y ) Jo Bes ] el oY1 ST Je 3 Bl
i) B Jams OB Jorll Gy (3 i i ) s> JU1 Vs 3

o S s Sl e ) 2024 Jadl Gsby" Ls 3 oelr W ol Ly
islys bl BLudl b (35 Gapde Ve gl g 9 adYl Cabgn Ul aasladl) Ll
LS casidy JWl 3 Cibge Ogle 800 o T it OF wdsn wl Il "L dgan
WY & iy Oseke 1,4 0T 2018 a3 W) (solas¥l ) (3 oy dulys caias”
gl b ols 3 ¢424v\ gl s dezn (il 1 et 0L 3uge 25091 sasill
S e biae iy baoslasl (b @3 dols 458l gl Jam Ols 5 SIS el

40



5oLl s g o a5 cpelmald B (i 1) 535 Lo U 5 ¢ eldansY)
L ol ol ST S ) Sldl e (3 eand

dn oS s pld ML anld g 2S5 Y1 sl UV (3 T o2 ol jeeb ae g
& ollaoW) ST Sy SISy M olad S SLA gl i 10,08 el Vs
Xiaofa o odl 5 oS aSe 3 Bl olusd) gy 3l dnee)) deslWl (3 alais
sl sl Slllall ~ 5 g el amsd) 5 8ill pti ol e 1,46 dgb &l )
J3 om ol Gl g ple Sy 1) sl YU sl b S o Leags e jpeadl Baslid
P S 3 sl 15 el 5 el

Sleogdl 5 Slidad) mog oo (Sen (QY) S ) ool L e e
o) wlogll e 055 OF @l ey il ety OF (S e 8> 8T 5 il Sy
3 el asllall Olgarsdl 5 suad L 5 asluy) GY 5wl olalza L
MO bl 3 b ST il 2k ey LLad

G Al bt Jadll el asles Aol siall Aubate oyl o) 1A
Glsll IV ol Slles IV e g8l Gl s i e blis 5 3l T
sl 5 etV st g (ol 380 g SLasW AW Y Slaglall 5 cuilydl 5 25l
e s o1 oty ol 2 Gall plistel el g lizadl ons g 8352800 Slaglall e
SV ST szl (3 A 5 el Spsledl A8Tge a 1giSE 5 (B8 5 agnd] ol
Sl e g

W 2 (Y W) S ol 2 0 e SIS Gl Bl s &
spedl @i aSe Gl 5 88 Bl 4 Lglas 00K O of ST (3 we bVl 5 5,2
g I Cland) 2 Bae g 5Ll Lpas 5 Soledd] Ol osls 5 rolizd) 455
@ Jodl e slad bt d 5 e sl sl Sleglall 5 aSladl) Gl 85 5 s
RPRORL

Lol slish cwl gl g JI) e 3 300 Jadl e Lignad dlgs i suiall e (3
By (ST 3 ST goledll Bdas e slgsV) g 2 S Sleddh) Lo $5lasnS” Lol

41



B 2sadl olllls i Spaall Gl olel 3 Jadl s cllaoVI (ST 26 pdsez
49 .
o5 7000 oo s |55
iiay ) el 5 bl g audad) gl el ada semg 38 gl oda G

WU il il ol ] opshan eldaoW) (ST (53 OL clodall jam ] JLaT Lo s 5 aule
al L;Llap’ﬂ\ ST ek ddes as o dd "Elale 01" U.QJ;Y\ edindl @bd.\ e 9
Lolsos sl ) @op Bl WY el e o83 8T 0K of Sh g Olanid) Lol
RPEARERUI
lgo S uiime A mﬂ&:g Blay ol éJ\ 5 Je ey L;cu:.‘p'}ﬂ ST wolaad 4 gl
(pyad! axy o
Jogd 3 4l 5 ol oWl ST Wil ol e 21 b 2 oypl3) ol Wl 11.2.3
SLabll) OF V] (ofeliS a3l 5 2l el sda )t Jo Bl olheall a0 S0
ol v’*f v o 9 WS o dslasl Old s ed W ag L) A Al ede OF el
sable ne lE S ) o5 B Lo gomdl 1 5 ikl ol el el Aasg ) Sl
@ SlilaoV S ol i B3sfse 5 Az pde Blas jie b s 5 2285 58 f Adiaie
Piols liay Al el )l Jlasl 3 5 ke Rhay a9l U
S laad a5 el plisal i dogedl Al SIS 5 dwogadt Bl :2.2.3
SV 5 B1asY) g asled) Olamg) do e 055 Glaad) ol O s U3 4 ko)

LP}J o L 9 'ZM}JLE.S\ W\ ubu\ o)««.{ uL.a.f U"J; 9 c?“ FEY JJJ Q}g 9 OJ,WJ\
wu\g‘)}@&)cW\QU@\aMJﬁugj&MWjjoﬂf&Jb\g_.,J)K:M)c53b
L Jpendl U Slagd) 339 0S5 5 Rl sase 5 Wl Wil koYl (ST e
gl STV (i Slaglall ods G e Blimll 3l a1 ik

42



5 Fao¥l S plasend Jo agil) aisl) ased) ju ds gl Agsdl dluw :3.2.3
SV3lad) o Ldadl s 3L (BMLY) e i a5 VS ol cw e ade slazeY)
J 3 aols 5 il ada) ede o 340 slas| OISG) J a5l adesad) ud Js>
Al sl @ @l ol Rl Hles U] oop B 13 SEL dsls gl Gl 3y gsl)
V) dads ol S 5 bl WE e 30l g s5al eldao¥I dST LM saas e o L
UL 0SS Of a1 g alld e g e pf ol Wole b Ol)l3 diwy Of But 16 &l
CBLdl i Jo )8 phe G ol OE Jo pd o AeSe b Lde e &)
Rols 4ilo pd OlE SE ] @ op B K il oW § LB LY ol dela )
Plass f Ll e s B oW 3

A op L deget 18 A58l Slemdl any (b5 of 32, slas] Gud O Ko LS
slas Yl ol e Jatad) ol Blay Jly VU oda ISG ciasy o g Gxbgie 8 Lilee
el ol 2l glas g Jo Lt gl Jnedd e (T L 2dWL0Y1 ey 2SGM
ol oy A Al Al gl L e ¢ Sade szl A ol ST Sae LB ST L)
o AW agsedl 5 il llll (3 elaoV) ST plasuan g Jal) dsedly 3556
o sl pde Olaad 2V Ul g Lalgall e 89,0 me casltsuanl e a5l 120
el s bds g SLLEN 3 e
5 DL adlas e sllaoW) ST 58 e 2 I 139u8) Bl ogd Al :4.2.3
(oS ISy i) a5 Sldlaall ae g (3 s axly B 8 YL Al LSS LU
B g Bl Olagal Jo 80l 0g5 Aslaglal) of Laib dadl Lol e angd jati b
o Gl e 2l sl sds JSG
5 UV ST Ladsesy I UL Bdghee e 5 U i8> b ol abls e ) (538
Leslas 5 gl el oda pyle Jlesl Adlian pie wie oy 85,200 s
o kel B el 3 ella oV ST plasaal g 3 ASMSY Ollee ) dls :5.2.3
o A Ol s (3 a0lia)) Oles 5 SULL dogad Bladl syl 235591 Coglsl
irnas 488 Y wsST bl ST ) pllaoY (ST L) gl g (AN S (3 el

Mo 42,11 of delaza V) SBLLIST olsd)) jonis 3 Sy

43



ade g L lds g ipasetl) U 5 UL b e saly (3 el Ly slell
BLs e 485 Audail s 5 ool bz s JSS clgnles 5 oDl Gl gl 39,200
5 @b W) g Bosadl o 3l Al ol ad BT JaY g Lalis) g Byt alsT
sda oo plall WLl e adlaadl clis) o Cglsll ode adles Coas adlizdl g sl
ASSM sles Yl oda e 355 Al ald (ol Bsise el s die dalz)
ot S sl sa Sl g ol el Jeladl OF 3] g i) Jelid) Ol :6.2.3
el slae¥l B3y 6 Y el Sl gl el Bdle o gl Laed)
Blaza V) 280 0ls ) e (35 b agi Joolsdl 5 Joladl lis Jiew bVl ST by
.58% 9 85l8 diy Aggldl gl ods
g 4

5 SV ST ae 3 gl JB) pp Gl eas Cod) e D e Wl
FlaoVl ST AST SLad) g3 g Alle NS o B30 5 Al gl Lt el
SSEY Sl g sal) Bl sl s 3] s 3y el ol Opall b gaB 3
U a1 b 3 Al el ol las) 5i g Bpshas SIS Loy LT ST clgie sliaza )
B> ) @0 B )y il s Slad odd gyledl) 5 Wl 5 U ) o dols U
b G jebdl amys 1) jshed) s Loy L 13] e oDLaY)

Lo S Wlezp i US55 ) o W\j@@m@éusww&\,@j

st axy e
3 s J 3 aedsand) sl el oV ST Glighs e el Bl OF ) Wlogi-
PUR-TIeY

Blad) 255 Dbl el A b e OF 6la e 235 el 3 slloV) (ST plasaal -

Asge 58> 5 skt ST Leha
Sl 5 ol ST ol plisead Jle @ sl Jodl e dal Sls OF ) Llogi-
o ele Ahay & 3bge (il et g JUB s 35l d I Y @) Jedl e i) Sl

(SR e b e ol S sl JB (3 wslisin 5

44



S Y] sl el (3 el ST plasnY o Y ) LY e n L 4 Lgsl-
el ods B Ol eyl fanll (3 sde gl 5 VK] 5 Sbad pla 3 b G
Wlgy 5 sl

S Y1 an @8 ) buals 55 a4 Josdl L g ile 083 F L e el
12V s e s
olasl LoVl ST 2 dols 2 oS Sljshadl 1S aSTye A g2l e Y-
el 15 feaddl o (i wlalisizn) B debge duls 2556 psual Mol Eyddl axgdl)
gl Dlapaall g sl me Rameie 5 Lt 5 VLRI DS et (3 axlled
el (KL dmsly ol 5 3l iy o Lse Jodl) 5 VL aJgll sped) -
9 B LA e SR 5 sl JB 3 asls g slhoVl ST olad )
sl 3N Bai il Olea) Aoyl g 2xa¥ Sl Y
Gl D> et pLdll 09> eV SW Gkt 3 ged) pie LGN ) ) e
9 Al Aasll od (3 e Bl (oalid 5 b iy wslasany blas JU) s 3 daasis
ASGH oY1 s panndl
5 alaa)) oy ellaoW) ST sl plsanl @ LY pde assld) gl )l Jo-
oAbl 1 ) ol 5 el g LB gy meb piad g blasl Je ST sl
BLab 5 el slasy JB1 e & el 18 e o)d5 Slasld) G Jo malin xog-
) (3 aST SLad) oda palas e )05
[ elgdl L3

At Ol g ALl gy OsE) i 3 elboY) S ok ((2025) «gle s\j@l
32 o 37-26 o (01 sax )17

e o oY) ST ol ol S e (2024 3 22-21) (el sy oty £
Baelr AT 5 a6 Sbad— el oW (ST Lined psesdl JpV) Lol ES 3 ek et L
255 5 260-243 o « jas i ald)

32 o il A (s oy Olssy

45



321 )06 Wt ()l e U A2 gl el Jo ellaoW) ST 56 ((2025) ¢ el a3l £ !
63 »72-47 - (01

(AR 5 P g o eVl ST ae 3 WA ks (ol 302) (g o (ose el
2351 o b dasls (Bibl 2lSTO5W 5 LrgdsSAL psengll ol Lol alall JESLI (3 pake ek

63 o il (Lol 5ot &

32 o il A (sls oy Olssy |

33 o amld Al (sls o Oy,

gl )bl il Z3gad) e sl pE Ll dige 5 ella oI (STl ((2023) (e LB oy cnl 2’
152 0 160-145 5 (02 saa)l )15 i sladll slg) il

S esladl 3 oY) S ol oK1 o » 1444) (ool sl Olate oy Ol de e
T3-72 o (oL} colall g g slias

34 o amld ddi (sylo oy Olss)

256 o il als il lelel on ol £

T3 oo cladl g cspf sl Olite o Ol e ey

i) (A5l dnlys— Jladl S o) S i ks (2023) ol aal & ae sl .L,al
82 2 89-52 5 (01 5a)42 it ¢ JSSR iz zsidd) il ol 2ol

Jpie &t e yldm Sl plad) 5 eV oIST (2024 1,1 22-21 ) clsy o e
3 @ B 3 o) deshid dlasVl g il s TL psesll Gptall g SIW sl dedlE
1160 o 3ygaid dasla (Boad) 2S¢y iunll

GUT 5 gl cLadl (osbe o el Raglaia (3 2llao) STl (2025) L ae ol Jols bl 16
154 2 313-107 Lo (01 5067 At caslasV) g 55l pslal) a2 ¢ oS ladl

4

32 o anlldl add) (g)lo oy Olss, Y

155 ol ddl Gl as ) Jols dabl 18

TA-T0 o (ol gom i csayl ashbl Olate oy Ol e ey sl T Jraidl)

3 5olal 28 sl oz ) hiarSOV sl sl (2021 L 10 & p5b (05-18 5, oy
2018 4L 16

ST Gl Bl Repll sli) et (2021 ol 22 3 s 323-21 5 () pp D
2021 4 30 3 3Ll 65 sudd ((5.z) ¢ el

0

46



SV Rl o sl oo oVl 5 ooV ST 2 Iy (2024) g e il s >

A7 2 21-8 o (02 50)14 al coluhlll 5 &gl il a2 (LS 3 2k

274 o dnl Al U s ded Jsle 2k 2

282 3281 o sl ald (jlial e adl Jsle aabols 24

o s dulya— bVl S sgmy b 3 Jud) bz ((2025) (il e pad) e s W= »
255 3254 5 (557 sad)aldl G olal)

Wylie ana=Jealll 5 Il o B ball (S 3 ST olad) ((2023) (I A e il e 2D 20
127 0 144-80 o (03 50a)03 sl cmlin) 5 355l &gl il

255 o bl Al (il de il e e W 27

256 o il Al (il de il s e W 28

128 3127 Lo iled) il (Y dal e el s 2kl

34 o anld d (s)lo oy Ol

35 o canll aldl (s)lo oy Olys,

2330 Lo damludl alslall ¢ g9 ol o ee Al 32
59-58 o camlul ¢ Lele) ol & 3
2330 o dnld) dslall (g5 bl (ose dn O
D57 o dnlldl ald Lol saloei & =

5 aol )l pglall Gt At szl e a3l B LB 5 elloV) ST ((2024) (o) Bl 36
248 ;5 (253-236 o (04 5011 W) caelozaVl g a5LY) pslal

57 o amlldl aldl ( Leler] 5ol 37

e o Sl plad) L o oVl S olels (2024) Gy dee ) ST feail)
208 0 228-199 o (04 5003 Wt izl pskell 5 05l

A1l Slbd Bl and eslel 5 elasl ST (2020) gt ol Chy G
A1 4,8 5 18-1 5 (01 5aa)01
580 il aldl ( Lele 5ot & 1
J163 o cald ds i) sy ol Jo i
209 5208 o izl ) Gy, Lo

580 caill i ¢ el 5t £

47



JBI e oldasyl SST 6 cobiamd) 5 Wyl Gy ol 58 O tldas¥l ST ot E

tJ L) e e« 20:55h e 2024-05-18 ¢ SV 506 gz 11 (38

113 5112 o cailad) Al (o al s spall s 2kl

2361 ozl alslall (g ol oss A 46

2362 o canlldl alslall (g ol o oss A i

1165 5 1164 o il alsil) Ly it Je

114 Lo @l Al (IS Al e al) s 2l

1164 o il dsial) s, i Je

A3 ki et aelndl ) B oy elaoVl ST (2024 2k 22-21) ot Ly gl
o 173148 o pan 3o aalr @21 5 2556 Sbad— clla oVl oS Juites pgsh) Jo3) Lol
161

64 o il 2 Lol solms

36 435 o anll aldl (glo o Olss,

64 o anlldl aldl (Lele] sl i

05 o amlldl aldl ( Lele] saloei >

65 o il 2l el 5ot &
s by ALY -l 5 Oglll eV S ) Jpmdl ((2021) s ut
100 o (107-94 o (02 510)09 wls it 5 LY

05 o amlldl aldl ( Lele] 5ol 58

ek .6

AN

@ Sl S olighs s8-T (21444) (o)l sl Slae o Ol de e
P coluhdll 5 gl slias S cliadll

<Yl

9 Al s Ol 2 3 el S olis ((2025) (gle o Olsey-1
37-26 o (01 5041 )17 wstt 05l

48



(@) el Al sl el e ooVl ST 56 ((2025)¢ fele] s3les -2
1l )l 65..:« C\.:.a T72-47 P 4(01 4=l )06 At

https://journal.carjj.org/index.php/AR/article/view/159

ialys= Sladll (SH 3 sl (S olinks ((2023) ol as dl de sl 1e-3

89-52 - (01)42 wt « USSR taasall de gl &l aol) Alsdl (2546
sLadl tosln Cp Al Raghie (3 2LVl ST ((2025) il de ) sl 2abli-4
—107 Lo «(01 5067 wtl casliamVl 5 255U polall Al ¢ s sl BBT 5 3l

313
B3 #llaoW) ST sgmg (b (3 Jiad) frdene «(2025) el s ol s e J=-5
(557 s08))) ol oas il

) Slaled) Bl el ool 5 2LV S (2020) ¢ jgate gl Camgy =6

) Jo sl 18- 1 o (01 500)01 st
https://spp.nauss.edu.sa/index.php/spp/article/view/23

5 @l bl (ST G ST ol (2023) (M s e el de 2T

144-80 o (03 50)03 W) cpnlind) 5 255U o) st (85Lan dnlys—J 5ol

gisedl o Jmdl Ll dge 5 LoV ST (2023) (e b o o #-8

160-145 o (02 500 )15 atl  sliash sl ¥l Al cigh) ayled (i

5 08l Al ( Sladl pladl fires Jo ooVl ST olelis ((2024) Gy, a9

228-199 o (04 52)03 sl caz ) aslall

aShY) &bl 5 ol o LYl S ) Jedl o(2021) s 2-10

107-94 5 (02 5041)09 wstt capeid) 5 slas¥) als L3k

Ol a2 cslisanl e a5l gl Y g ellaoV) ST (2024) (O aal-11

253-236 o (04 50) 11 sl caelaxV1 5 25LsY) pglall 5 2oL pslall

49


https://journal.carjj.org/index.php/AR/article/view/159
https://spp.nauss.edu.sa/index.php/spp/article/view/23
https://spp.nauss.edu.sa/index.php/spp/article/view/23

aaldsial s Vgl ellaoV) ST 23N Iy (2024) (gl p ) =12
=8 2 (02 5014 st colulyll § @) 2l 2l LeSr I akedl 6V 2dls e
21

reMs-1ul

e old- Jladll plbdl 5 o) ST (2024 1722221 ) sy ol o1
iaghail aalasVl 5 il sVl pswsll el 5 G gl Lol L ) pdie et
Bygadl el (Bgik) S (il g ool 03N 3 ol

Spad) p oYl S ae (3 A L (ol sue) i ol (ose =2
ST 0Pl 5 LorgdgSIL psmnshl el Lol ol B (3 adie (B g Bl
Aob drsls (32l

S ol guls ) e (2024wl 22-21) (ele)l en ) #-3
— AoVl ST it psmnshl SV Lol Zl (3 pdie et LS wiga Jo sl
260-243 o pos 32 Ay @INST 5 a5l LAS

et dslnd) g Bl Gy ollaoW) ST (2024 3k 22-21) il 5 (gledi-4
Goalr AT 5 B350 SLad— elbo¥) s Lt ppwsll JoY1 Lol 53U (3 i
A73-148 o« pas 38

do g\l 314l

saall (5 ) AgiSIV Bl shedt (2021 sl 10 (3 250 (05-18 3, o1
2018 L 16 & sLal 28

Wl byl Ayl clis) eadll 2021 ol 22 (3 550 323-21 43 ¢ b pgun -2
2021 =41 30 3 psLalt 65 sadt ((5.z) ¢ flbol S

! g\y

50



oY (S b (obdmd) g W) pd 93 2V LoV ST ol -1
L) e e 20:55h e 2024-05-18 ¢ SYI 56 prazew 11 (gl JU1 e
Ju

https://mnasserlaw.com/ar/%D8%A7%D9%84%D9%85%D8%AF%D9%
88%D9%86%D8%A9/

51


https://mnasserlaw.com/ar/%D8%A7%D9%84%D9%85%D8%AF%D9%88%D9%86%D8%A9/
https://mnasserlaw.com/ar/%D8%A7%D9%84%D9%85%D8%AF%D9%88%D9%86%D8%A9/

ittty Aild & ,idl o sl S ik

The Impact of Artificial Intelligence on Criminal Legality and
Procedural Measures
3)las 3)les
AR = s = Gaale Bld) plally 3521 3

amara.amara@univ-msila.dz

t ek
s Lo gl in ) IS )58 s Jally olmanst) DLl (3 LA sy IS0ty g copohes
Wy S5 4 gy plar W s BUT Gl e 2 (e g ald) JlanzaVly ooy
Bl o Al Cledll STy WA e BUVY 0lb siadl 5000 ] Slaadl wis L s
AT e il Yle asldd ae il Tuw gl e Lodols agd) Led OS5 comal &) sapud
sl plaszal 3 P pdid) (ST s dnliol) ST Sliozuly 204 o Lol s el
A CS) 3 sllasYl ST
Geadl T —JlaVly pdle¥l Lo oS —aglaglall ag ) = cllasV) (ST tie el OladST)
g1 e —a5 xSV A3 L) a3 > Y1g agLd)

Abstract:

Crime has evolved in a concerning manner within societies and nations due to
the tremendous technological revolution brought about by artificial intelligence and
the widespread use of the internet. This has given rise to new patterns of criminal
behavior, compelling legislators to address these emerging criminal trends and adapt
penal laws to the new environment in which crimes are now committed. This is
particularly relevant to the development of the principles of criminal and procedural
legality to contain such crimes and establish new mechanisms for prosecution that
align with the rapid advancements in the use of Al tools for criminal activities.

Keywords: Artificial Intelligence — Cybercrime — Information and Communication
Technology — Principle of Criminal and Procedural Legality — Electronic Surveillance

— First Axis.
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The Role of Artificial Intelligence in Safeguarding the Right to Privacy and
Freedom of Expression under the Framework of International Humanitarian
Law
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Abstract :

Depends State capacity On protection Human rights effectively
interrelate existing Inter-institutional Strong democracy and decision-making
mechanisms at In itand independent judiciary The neutral who ensures the rule of law
in general, and Human rights are that freedoms and fundamental rights that every
individual in the world enjoys, Which Preserve and protect the inviolable dignitytoh,
regardless of race, gender or ageor The religion that follows itor language, nationality
or any other characteristic attributed to him, and these rights create Fundamental
freedoms are obligations that oblige states to respect, And its protection and
implementation, and when it is not done In compliance with these obligations, affected
parties have the right to seek legal recourse to obtain redress for any violations. For
her, where Studying the relationship between artificial intelligence and human rights is
essential to understanding ways to reconcile technological progress with ensuring
human dignity, While artificial intelligence promises to create opportunities to enhance
rights,Such as the right to privacy and unrestricted freedom of expression Misuse can
have profound negative effects and long-term.

Keywords : human rights, artificial intelligence, right to privacy, rights, violations
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Introduction :

In light of the digital revolution the world is witnessing, artificial intelligence
has become one of the most prominent technological developments that has reshaped
various aspects of human life. Artificial intelligence has transcended the limits of
technological luxury to become an effective tool used in the health, education, security,
and economic sectors, Despite these significant advantages, the use of artificial
intelligence raises serious human rights concerns, from privacy violations to biased
decision-making, to undermining the principles of justice and equality and freedom of

expression.
The problem:

The problem is the studyin What are the repercussions?Artificial intelligence

ony human rights and that International conventions called for its protection ?
Research objectives and methodology Followed:

The objective of This study To analyze the relationship between artificial
intelligence and human rights, highlighting the positive aspects that may contribute to
enhancing rights, reviewing potential challenges and risks, and discussing proposed
legal and regulatory frame works to protect fundamental rights in the context of rapid
technological developments, As In this research, | followed the descriptive analytical
approach in explaining the nature of artificial intelligence And its features,And also

explaining the nature of rightsHuman and influenceAl on it.

To answer the problem raised and to achieve the research objectives, the

following plan was followed:

Section One : Artificial Intelligence and Human Rights

First requirement : Artificial intelligence and its features

The second requirement : human rights

Section Two : The Implications of Artificial Intelligence on Human Rights
First requirement : Artificial intelligence and the right to privacy

The second requirement : Artificial intelligence and freedom of expression
69



Section One : Artificial Intelligence and Human Rights
First requirement: Artificial intelligence and its features
The first branch: identificationartificial intelligence

Artificial intelligence is one of the most prominent forms of technological progress
that humans have always sought to achieve since ancient times, as the idea of
developing systems capable of analysis and making autonomous decisions goes back
to ancient concepts that date back to For years past,At the beginning of the twenty-first
century, these visions began to turn into a tangible reality thanks to the development of
modern technologies capable of performing multiple tasks autonomously, although
they are still in their early stages of maturity, As with any major technological
transformation, Al applications have dual effects,It provides promising opportunities
to improve the lives of individuals and enhance their ability to enjoy their basic rights,
while at the same time posing serious challenges, especially with regard to protecting
public rights and freedoms in light of the rapid development and modernity of use and
Despite the growing importance of artificial intelligence in our digital age, there is no

unified or comprehensive definition of this concept.

Acrtificial intelligence is viewed as a multidisciplinary field rather than a term that
can be limited to a precise and clear definition, The definitions offered for it have
varied according to the academic angle, applicableWhile it is treated in computer
science as a means of developing intelligent systems, we find that it has cognitive
extensions in other fields such as psychology, neuroscience, cognitive science,

philosophy, linguistics, probability, and logic.

Accordingly,asArtificial intelligence as a field of knowledge is divided into a group
of overlapping branches,yourMachine learning, robotics, neural networks, computer

vision, as well as natural language processing and audio®.

There are many Definition sartificial intelligenceThis Given the diversity of its
fields and the variety of its study angles, one of the most prominent of these definitions
is that provided by John McCarthy, one of the founders of this field, where he defined
artificial intelligence as “the science and engineering of creating intelligent machines,

especially intelligent computer programs.”
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He explained that artificial intelligence is closely related to the attempt to use
computers to understand human intelligence, while emphasizing that this field should
not be limited to observable biological models and methods, but can be based on

alternative approaches to simulating human intelligence by non-biological means.?

A scustomh Some that artificial intelligencehe "The science and engineering of
designing intelligent machines, particularly intelligent software used in computers."
This definition is linked to the pursuit of using computers as a tool for understanding
the mechanisms of human intelligence, emphasizing that artificial intelligence should
not be restricted by observable biological methods or processes, but can adopt
independent models and techniques that mimic intelligence in non-biological ways.*

While others defined it as "the ability of a computer or computer-assisted robot
to process information and reach conclusions in a manner similar to the thinking

process of humans in learning, decision-making, and problem-solving."*

However, when we talk about artificial intelligence in general,We often refer to
artificial intelligence in its narrow sense, as it is the most widely used at the present
time. Therefore, the definition of artificial intelligence can be limited to a group of
specialized applications that are used to perform pre-defined operations, such as image
recognition, managing self-driving vehicles, creating files, and other tasks that require

intelligent intervention to perform certain tasks according to specific requirements..
The second branch: features artificial intelligence

For The diversity of forms of artificial intelligence, cannotus Denying its
essential role in our daily lives, some of its applications have become so popular that
some no longer consider them “artificial intelligence” due to their continued use and
integration into our daily lives, For example, search tools such as “Siri” have become

Siri and Alexa are common elements in our interaction with smart devices.

This technological development is not limited to changing the way we perform

our daily tasks or how we communicate with others, but it extends to affecting our
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self-perceptions about the nature of human intelligence and our role in using these

technologies.’

This does not prevent this modern technology, which has changed the facts of
human life, from having advantages, whether positive or negative, which the human

mind works to reduce and remedy, such as :

Less Room for Errors:As decisions taken by a machine are based on previous records
of data and the set of algorithms, the chances of reducing errors, this is an
achievement, as solving complex problems that require difficult calculation, can be
done without any scope of error.

Right Decision Making:The complete absence of emotions from a machine makes it
more efficient as they are able to take the right decisions in a short period of time, The
best example of this is its use in healthcare, the integration of Al tools in the healthcare
sector has improved the efficiency of treatments by minimizing the risk of false
diagnosis.

Implementing Al in Risky Situations

Certain situations where human safety is vulnerable, machines that are fitted with
predefined algorithms can be used, nowadays scientists are making use of complex
machines to study the ocean floor where human survival becomes difficult. This is one
of the biggest limitations that helps to overcome.

Can Work Continuously:Unlike humans, the machine does not get tired, even if it
has to work for consecutive hours, this is a major benefit over the humans, who need
rest time to time to be efficient, however in the case of machines, their efficiency is not
affected by any external factor and it does not get in the way of continuous work.

The disadvantages of Al:

Expensive to Implement:When combining the cost of installation, maintenance and
repair, Al is an expensive proposition, those of who have huge funds can implement it,
however, businesses and industries that do not have funds will find it difficult to
implement Al technology into their processes or strategies.

Dependency on Machines:With the dependency of humans on machines increasing,

we're headed into a time where it becomes difficult for humans to work without
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theassistance of a machine, we've seen it in the past and there's no doubt we'll continue
seeing it in the future, our dependency on machines will only increase, as a result,
mental and thinking abilities of humans will actually decrease over time.

Displace Low Skilled Jobs:This is the primary concern for technocrats so far, it is
quite possible that Al will displace many lowskilled jobsAs machines can work 24/7
with no break, industries prefer investing in machines as to humans, as we are moving
towards the automated world, where almost every task will be done by the machines,
there is a possibility of large-scale unemployment, a real-time example of this is the
concept of driverless cars, if the concept of driverless cars kicks in, millions of drivers
will be left unemployed in the future.

Restricted Work:Al machines are programmed to do certain tasks based on what they
are trained and programmed to do, relying on machines to adapt to new environments,
be creative and thinking out of the box will be a big mistake, this is not possible
because their thinking zone is restricted to only the algorithms that they have been
trained for °.

The second requirement: human rights

The first branch: What are human rights?

Human rights are fundamental entitlements that belong to every individual by
virtue of being human, irrespective of race, gender, nationality, ethnicity, language,
religion, or any other status.

These rights include the right to life and freedom, protection from slavery and
torture, freedom of expression and opinion, as well as the rights to work and
education, among others, they are universally applicable and must be upheld without
discrimination’.

International human rights law delineates the obligations of states to take
specific actions or refrain from certain conduct in order to protect and promote the
human rights and fundamental freedoms of individuals and groups. The foundation of
this legal framework is established in the Charter of the United Nations®and the
Universal Declaration of Human Rights, which were adopted by the General Assembly
in 1945 and 1948, respectively.
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Since that time, the United Nations has progressively expanded this legal
framework to encompass specific protections for women, children, persons with
disabilities, minorities, and other marginalized groups, ensuring their right to be free
from the discriminations that were once prevalent in many societies®.

Second section: Human Rights Council

A series of international human rights treaties and other instruments adopted
since 1945 have expanded the body of international human rights law™°.

The General Assembly established the Human Rights Council on March 15,
2006, to serve as the principal intergovernmental body responsible for human rights,
replacing the United Nations Commission on Human Rights, which had functioned for
six decades, The Council reports directly to the General Assembly and is tasked with
the global promotion and protection of human rights, addressing violations, offering
recommendations for their resolution, and responding to human rights emergencies™*.
The second branch: Human Rights Field

All peopleFreeAnd equal and enjoyWith the same rightsand are required to treat

each other in a spirit of human solidarity, And for every human being The right
toEnjoy all the rights and freedoms stipulated in National legislation and international
conventions, And Without discrimination of any kind, in particular discrimination
based on race, colour, sex, language, religion, political or other opinion, national or
social origin, property, birth or other legal or social status, discrimination based on the
political, legal or international status of the country or territory to which a person
belongs is prohibited, whether was fully sovereign or had other existing forms of
sovereigntylz, Which is classified into several fields or areas, which we mention as
follows:
1- The fieldCivil and political:The International Covenant on Civil and Political
Rights was adopted by the United Nations General Assembly in 1966, and entered into
force on March 23, 1976.TIt is one of the most prominent binding international treaties
that address human rights in detail.

The Covenant consists of a preamble and 53 articles distributed over six parts,
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and it includes a list of rights that is broader and more precise than those contained in
the Universal Declaration of Human Rights, butMore than thatlt included new rights
not covered by the Universal Declaration, in several articles such as: Materials10, 11,
12, 13, 14,17, 20, 24, and 27.7

And The third part is the most important part, that defines civil and political
rights such as the right to: Life is the right of the law to protectit. No one may be
arbitrarily deprived of his life, and no one may be sentenced to death.

Death penalty except in the most serious crimes,and freedom Mobility And
choose Place of residence, the right to equality before the law without discrimination
And the principle No dragy What no punishment shall be imposed except by a
provision of the law, and every human being has the right to be recognized as a person
before The law and also the sanctity of private life, freedom of thought, conscience
and religion, and freedom expression, The right to peaceful assembly and establishment
as sociations and unions,But Political rights, for example, the right of citizens to run
for officeand the electionAnd take over Jobs Gender equality, and the inadmissibility
of discrimination between individuals on the basis of colour or gender or Religion,
language, political thought, and the non-retroactivity of criminal laws™
2- The field Economic, social and cultural:The International Covenant on Economic,
Social and Cultural Rights is one of the cornerstones of the international human rights
system, and was adopted by the United Nations General Assembly on December 16,
1966, entered into force January 3, 1976, under Article 27 of the Charter of the United
Nations.

It is a multilateral international treaty that obliges the States Parties to it to work
to ensure the effective enjoyment of economic, social and cultural rights for all
individuals, without discrimination, by July 2011, it was more than 160 countries have
ratified the Covenant, while six other countries have merely signed it without ratifying
it.

This covenant includes a number of basic rights.*yourThe right to workto, The

right to an adequate standard of living The right to the enjoyment of the highest
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attainable standard of physical and mental health The right to education, The right to
participate in cultural life and to enjoy the benefits of scientific progress™

3- Fieldcollective rightsandSolidarity: Collective or solidarity rights emerged as a
response to the short comings of the first and second generations of rights in dealing
with contemporary global challenges, such as globalization, global poverty, climate
change, technological dominance, and the disparity between developing and developed
countries.

It is also known as the third generation of human rights, as it is not granted to
the individual in his personal capacity alone, but rather relates to the rights of groups
and peoples, and requires solidarity and cooperation between states to ensure its
realization®”’.

Section Two: The Implications of Artificial Intelligence on Human Rights
Acrtificial intelligence can contribute to the advancement of human rights in
several ways, such as improving the quality of healthcare through early diagnosis,
expanding access to education through smart platforms, and improving the efficiency
of justice systems Protecting individual privacy in an age of unrestricted information
exchange,Supporting freedom of expression by enabling individuals to easily access

information, andThe right to know how to use Their data.

First requirement: Artificial intelligence and the right to privacy

The individual's freedom not to disclose his personal information and to keep
everything related to his private life is one of the basic freedoms that has received
great attention and has been enshrined in most international covenants and national
constitutions. The right to privacy is a right recognized in the Universal Declaration of
Human Rights, the International Covenant on Civil and Political Rights, the European
Convention on Human Rights, the American Convention on Human Rights, and other
international covenants.'®

Where artificial intelligence represents a real challenge to privacy,It depends on
the collection Individuals' personal data in the digital environment is used, analyzed,

and processed using specific algorithms and models. To extract new data that enables
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it to improve its performance and work patterns, which helps it develop its systems
and interact with The environment surrounding it and decision-making, and the more
widespread the applications of artificial intelligence, the more widespread the scope of
the violation Individual privacy, which calls for the establishment of legal frameworks
to protect this right in light of the applications of intelligence.artificial .

Section One : The Right to Privacy in International Conventions and Other
National Legislation

A guaranteeThis right to privacy,he Enabling the individual to maintain the
confidentiality of his personal data during its automated processing, while restricting
its use in accordance with Rulings applicable law,The more an individual has the
ability to control His data Personal, the more likely it is to be protected from potential
violations or infringements.

This and that Many international and regional conventions, along with national
legislation, have enshrined legal protection for the right to privacy as one of the basic
human rights.Among which we mention :

International framework for the protection of the right to privacy:The General
Assembly, in its resolution 68/167, noted that international human rights law provides
the universal framework against which any interference with individual privacy rights
must be assessed. Article 12 of the Universal Declaration of Human Rights states that
“No one shall be subjected to arbitrary interference with his privacy, family, home or
correspondence, nor to attacks upon his honour and reputation. Everyone has the right
to the protection of the law against such interference or attacks.” According to Article
17 of the International Covenant on Civil and Political Rights, which has been ratified
to date by 167 countries, “No one shall be subjected to arbitrary or unlawful
interference with his privacy, family, home or correspondence, nor to unlawful attacks
upon his honour and reputation.”®, AndInternational and regional human rights treaty
bodies, courts, committees, and independent experts have provided relevant guidance
on the scope and content of the right to privacy, including the meaning of

“interference” with an individual’s privacy. The Human Rights Committee, in its
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General Comment No. 16, emphasized that compliance with article 17 of the
International Covenant on Civil and Political Rights requires that the integrity and
confidentiality of communications be guaranteed, both de jure and de facto.
Communications should be delivered to the addressee uninterrupted and unopened or
otherwise read .

For example, the European Court of Human Rights has ruled that telephone
data, emails and internet useln a case Copeland VS United Kingdom, 2007 and data
stored on computer servers "Wieser and Bicos Beteiligungen Gmbh" Against
Austria,WhichFalls within the scope of Article 8 protection paragraph 01 of the
European Convention on Human Rights, As The Inter-American Court of Human
Rights has held that data collected and transmitted via new digital technologies and the
Internet are covered by Article 11 of the American Convention on Human Rights For
1969,Moreover, Article 8 of The African Convention covers the Union's Convention
on Cybersecurity and Personal Data Protection 2014 Right to "Respect for Personal
Data", and also Article 08 Paragraph 01 from Charter of Fundamental Rights of the
European Union 2000 and Article 16 of Treaty on the Functioning of the European
UnionFor the year 1957and Also known as the Treaty of Rome, it looks at the
protection of Data Persons as a fundamental human right?.

As The Budapest Agreementto The Convention on the Elimination of
Cybercrime, adopted by the Council of Europe in 2001 and entered into force in 2004,
is the first international treaty aimed at combating crimes committed online or using
information systems, which included Provisions that directly affect the right to privacy,
which emphasized in its articles that:The need for States Partiesin positioninternal
legislation that guarantees guarantees Protecting personal data from unlawful use And
Restrictionin Use of monitoring techniques according To the law with Providing
redress for individuals in the event of a violation of their privacy®,

The right to privacy under national legislation : In light of the provisions of various
international and regional agreements and conventions, national legislation, such as the
American, Egyptian, Algerian, and other Arab legislations, has also been keen to

protect the right to privacy, particularly in the face of threats arising from cyber attacks
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and the protection of individuals' private lives in digital spaces. The right to privacy is
one of the fundamental rights in the American legal system, although it is not
explicitly stated in the Federal Constitution. However, this right has been inferred
through the interpretation of several constitutional texts, especially the First, Fourth,
Fifth, Ninth, and Fourteenth Amendments. The US Supreme Court has confirmed this
approach in several decisions, and its reliance on many federal laws to protect privacy,
especially in the face of challenges associated with technological developments,
perhaps the most prominent of which are The Privacy Act of 1974 regulates the
collection, retention, and use of personal information by federal government
agencies.?!

Electronic Communications Privacy Protection Act of 1986(Electronic
Communications Privacy Act - ECPA) that Unlawful eavesdropping on electronic
communications is prohibited.?

Children’s Online Privacy Protection Act of 1998(Children's Online Privacy
Protection Act - COPPA) which imposes restrictions on the online collection of
personal information from children under 13.%

Gramm-Leach-Bliley Act of 1999 (Gramm-Leach-Bliley Act - GLBA) Which
imposes obligations on financial institutions to protect their customers' personal
information.?’

As Several Arab countries have adopted concrete steps to enhance the
protection of the right to privacy, LostThe legislation was passed
TunisianComprehensive Personal Data Protection Law of 2004 in Basic Law No 63
and Introduce its reason An independent body responsible for monitoring the extent to
which personal data is respected”®, ButThe legislator Egyptian, he issued law No. 151
of 2020 on the Protection of Personal Data, which includes detailed provisions
regulating the collection, processing, and protection of data, with the imposition of
severe penalties in the event of a breach of obligations.?®, As The Kingdom of Saudi

Arabia has adopted The Personal Data Protection Law of 2021, which aims to regulate

79



the processing of personal data and protect the privacy of individuals in accordance
with the principles of transparency and accountability.*

But Algerian legislator It followed the example of other legislation. In
Protecting the right to information privacyper person,Which Emphasized the guarantee
Protecting this right under Article 47 of the Constitution, which states that, Every one
has the right to the protection of his private life and honor,Everyone has the right to
privacy of his private correspondence and communications in whatever form,The
rights mentioned in the first and second paragraphs shall not be prejudiced except by a
reasoned order from the judicial authority,The protection of individuals when
processing personal data is a fundamental right,Any violation of these rights is
punishable by law. * Which confirmedon This is right Criminalizing all acts and
activities that affect privacy individual According the articl N 303 bis And what
followsFrom the lawPenalties®The Algerian legislator has also granted legal
protection to the personal freedom of the natural person under Law No. 18-07, which
provides for the protection of the privacy of individuals and their personal data in the
digital world.*®, where These examples highlight a growing trend incountries To wards
a transition from traditional protection to adopting modern legislative frameworks that
are in line with international standards and respond to the challenges that...Imposed by
digital development.

Section Two: Mechanisms for Protecting the Right to Privacy in the Light of the
Use of Artificial Intelligence

That Use artificial intelligence applications to find New mutation, full of
unprecedented challenges regarding the protection of individuals' personal data, These
applications are not limited to their ability to process, analyze, and classify massive
amounts of data, but rather extend to exploiting this data in self-learning processes,
developing models capable of simulating human thinking, and making practical,

executable predictions, But in return it creates Dangerous given the changing
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natureshe has, In excessive use of it without compliance with the principles specified
in its use.

Monitoring the excessive and increasing use of artificial intelligence
applications:On Despite the significant progress achieved by artificial intelligence
and its pioneering contributions to serving humanity, a number of global experts and
specialists have expressed their concern about the risks associated with this progress,
particularly with regard to the violation of individuals’ right to privacy, In this
context,Where he expressed Both Elon Musk, Bill Gates, and Stephen Hawking in
2015 in "An Open Letter on Artificial Intelligence "whereThey warned of the potential
threats that could result from the uncontrolled use of artificial intelligence
technologies, especially with regard to individuals' privacy™”.

Michelle Bachelet pointed out noted that artificial intelligence can be a positive
force helping societies overcome challenges, but it can also have negative or even
disastrous effects if used without consideration of its impact on human rights. She
called for a ban on Al applications that are incompatible with international human
rights law, such as facial recognition and social scoring systems, which could lead to
discrimination or privacy violations., and She also warned that the rapid adoption of
these technologies by countries and companies without putting in place appropriate
safeguards could lead to unfair treatment of individuals, such as depriving them of
services or making discriminatory decisions against them.

She stressed the need for transparency and accountability in the development
and use of these systems, to ensure that they do not negatively impact the basic rights
of individuals.Mr. Dr.

And On the Arab level, and international conference was held on July 21, 2022,
under the title "Challenges of Protecting the Right to Privacy in Light of
Developments in Artificial Intelligence,” under the auspices of the Arab Organization
for Human Rights and in partnership with the Permanent Supreme Committee for
Human Rights., The conference addressed the effects of artificial intelligence on the
right to privacy, in addition to the repercussions of violating this right on the

implementation of other human rights.,The session also discussed the limits of the
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responsibilities of the state and private organizations in protecting individuals' data and
privacy. The session touched on future solutions, visions, and proposals that can be
worked on to confront the effects of information and technological development on the
protection of the right to privacy, and the need to review legislation and establish legal
frameworks that guarantee the protection of users of communications technology, their
data and private information, and their browsing with complete safety. In addition, it
highlighted the importance of establishing joint international cooperation between
human rights organizations, research and think tanks, and relevant institutions, to
maintain a safe digital environment.*.

Principles for using artificial intelligence applications to protect individual
privacy : Privacy is one of the fundamental rights that must be protected in light of the
digital revolution that the world is currently witnessing, especially with the rapid
advancement in artificial intelligence technologies,that It contributes to the processing
and analysis of huge amounts of data, which raises questions about how privacy is
maintained and protected.

Hence, it becomes necessary to establish specific principles to ensure that these
applications do not negatively impact individuals' rights to privacy. In the light of the
use of artificial intelligencewhoBYy requesting the adoption of a set of basic principles
that ensure the safe and sustainable use of these technologies, by ensuring
transparency, obtaining informed consent, and protecting personal data, we can
enhance trust in these technologies and ensure that they do not negatively impact
individual rights. Compliance with these principles is essential to keep pace with
technological developments while maintaining the values of privacy and protecting
individuals, Perhaps the most important principles on which it is based are :

Relying on transparency:And it is One of the key principles of protecting privacy
when using Al applications is that individuals must be fully aware of how their
personal data is collected and processed. Companies and organizations using Al should
provide clear and understandable information to users about the nature of the data

collected, the purposes for which it is used, and how it is processed.*".
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Data limit:This principle includes collecting data only to the extent required for the
specific purpose.Without increase or decrease, and Al applications should avoid
collecting excessive or unnecessary data.*®
A Right to correction and review:Individuals should be able to correct any inaccurate
or incomplete personal data about them., They should also have the right to request that
their data be deleted if it no longer needs to be processed.
International cooperation: Given the cross-border nature of Al technologies,
international cooperation between countries and institutions must be enhanced to
ensure that legal frameworks that protect privacy are in place at a global level..*
The second requirement: Artificial intelligence and freedom of expression in
international humanitarian law

The right to freedom of expression is one of the fundamental rights enshrined in

the International Covenant on Civil and Political Rights.

The material 19 and remains in effectuntilin times of war, even if subject to
legitimate restrictions*®, The law recognizes International Humanitarian Especially the
Geneva Conventions, the need to respect the basic rights of civilians during conflicts,

including the right to impart and receive information®’.

The first branch:The role of artificial intelligence in the Hoursand its impact on
freedom of expression

Some conflicting states are relying on artificial intelligence technologies to
monitor media content and control the flow of information, under the pretext of
national security,This may lead to restrictions on legitimate expression, especially if
these tools are used to filter out dissenting opinions or Information Alternative**This is
done by :
Employment Artificial intelligence in advertising campaigns:Military systems can
usetoolsArtificial intelligence to generate targeted media content Known as

propaganda Which islt will be used to influence local and international public opinion,
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threatening the neutrality of information and the right of peoples to know the truth.*®
Distinguishing between civilian and military targets:When using artificial
intelligence in military systems such as drones or algorithms Targeting, Mis
classification of targets may lead to the bombing of media facilities or journalistic
figures, which constitutes a clear violation of international humanitarian
law, Terrorizing the public and depriving them of their rights and freedom in expression
Sacred by international law and national constitutions**.
Introducing surveillance tools using artificial intelligence:That's it Technical
programs, systems, or devices used to monitor, analyze, classify, block, or restrict
access to specific digital content that is circulated, published, or accessed via
telecommunications networks or the Internet, within approved legal frameworks, and
in a manner that does not constitute an unjustified violation of freedom of opinion and
expression guaranteed by the Constitution, national laws, and relevant international
treaties., The use of these tools must be limited to legitimate objectives such as
protecting national security, public order, public health, public morals, or combating
cybercrime, taking into account the principles of proportionality and necessity, and
under independent judicial or administrative oversight that ensures they are not
misused to suppress legitimate expression or arbitrarily censor information.*.
Section Two: The System Legal To protect freedom of expression from Al
violations

In With the increasing use of artificial intelligence technologies in processing
digital data and information, the need to build an effective legal system that protects
freedom of expression from violations that may result from decisions or
recommendations issued by intelligent systems has emerged.

This system requires combining:LegislationNational and international human
rights principles and institutional oversight tools, with the aim of ensuring that Al
technologies are not used as tools for unlawful surveillance orSuppressing dissenting

voices, andAlthough international humanitarian law does not explicitly mention

84



artificial intelligence, general principles apply to it.In terms of organization, we
mention them as follows:

Principle Adiscrimination: Parties are required to distinguish between military
targets and civilians, including journalists and media organizations.*®

principle of proportionality And consistency:Prohibitedin itUse of means that cause
excessive harm compared to the anticipated military benefit, including impact on
freedom of expression*’

principle Inevitability andmilitary necessity:Al tools should only be used to the
extent dictated by military necessity, with due respect for Freedom of expression as
much as possible*®

Conclusion :

With the accelerating pace of technological developments, artificial intelligence
has become an effective element in reshaping contemporary life, both in its individual
and collective dimensions.,Despite the promising opportunities it offers to improve the
standard of living and enhance access to basic rights For society in general and the
individual in particular However, this does not negate the complex challenges it
Imposes on the human rights system.

Acrtificial intelligence, if used without clear legal frameworks, could become a
tool for violating privacy, suppressing freedom of expression, and promoting
discrimination rather than reducing it.

Today, more than ever, this calls for concerted legal, academic, and technical
efforts to establish precise controls that balance the interests of development with the
requirements of respect for human dignity.

Therefore, directing artificial intelligence towards serving humanity can only be
achieved through legislative and regulatory guarantees that respect universal human
rights principles.Perhaps the most important results generated by the topic of artificial
intelligence and human rights, which we will mention below, in addition to the most
important recommendations and suggestions that we saw as appropriate based on our

research, are as follows:
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Results :

1- The multiple impacts of artificial intelligence on human rights: The study
showed that artificial intelligence is not just a neutral technical tool, but rather an
influential factor that carries the potential to enhance human rights, as well as risks
that threaten these rights, which necessitates viewing it from two perspectives as an
opportunity and a threat.

2-The fragility of the right to privacy in the face of technological development:
Acrtificial intelligence has been shown to operate by collecting and processing massive
amounts of personal data, making privacy vulnerable to breaches and exposing
shortcomings in current legislation that have not kept pace with the scale of the risks
associated with this type of technology..

3-Freedom of expression faces growing digital challenges: The research highlights
that Al tools are being used in some contexts to restrict freedom of expression, either
through excessive censorship, content filtering, or the generation of targeted speech,
undermining one of the most important fundamental rights enshrined in international
conventions.

4-The absence of an effective international legal framework adapted to artificial
intelligence : Despite the multiplicity of charters and agreements, the international
legal system remains insufficient to address the specific challenges posed by artificial
intelligence, which calls for the development of specialized agreements that take into
account the characteristics of this technological development..

5-The need for transparency and accountability in the design and implementation
of Al systems : The study indicates that the lack of transparency in algorithms, and the
difficulty of tracking processing processes, pose a threat to the principle of
accountability and limit the ability of individuals to challenge automated decisions that
may negatively impact their lives..

6-The weakness of Arab legislation in protecting digital rights : The study
concluded that most Arab legislation is still in its early stages in addressing the
challenges of artificial intelligence, which requires comprehensive legislative reforms

that include the protection of digital rights among public policy priorities.
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Recommendations :

1- Artificial intelligence within the legal framework of human rights
International organizations and national legislative bodies must work to develop
explicit legal texts that include artificial intelligence as a field requiring ongoing
human rights monitoring, ensuring that its use is consistent with international human
rights obligations.

2-Preparing a global charter for Al ethics : The need to formulate an international
charter or guide that includes binding ethical principles for the design and use of
artificial intelligence, including respect for human dignity, justice, transparency, and
privacy protection.

3-Updating national legislation to include digital rights : Local law makers must
amend existing laws or enact new ones to protect privacy, personal data, and freedom
of expression in a digital environment increasingly dependent on artificial intelligence.
4-Balancing securityand freedom : It should be Artificial intelligence should not be
used as a tool to justify restricting freedoms under the pretext of security Rather, it
should be employed in a way that ensures the protection of society without infringing
on legitimate individual rights..

5-Stimulate the development of tools the intelligence the artificial the Supporter
of freedome xpression : Research and applications that contribute to facilitating
access to information, generating content in local languages, and exposing digital
misinformation without compromising freedom of opinion.

6-Prohibiting the use of artificial intelligence for misleading propaganda purposes
: The study recommends prohibiting the use of artificial intelligence to create targeted
media content (such as propaganda) used to mislead public opinion or distort facts
during times of conflict or elections.

7- Ensuring content diversity and protecting non-mainstream views : Al
algorithms must be designed to prevent popular or commercial views from being
favored over alternative or opposing discourses, ensuring a free and diverse digital

environment.
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8-Setting legal standards for the use of content monitoring tools : The study
recommends the issuance of legislation that precisely defines when and how artificial
intelligence can be used to filter or classify content, taking into account the principles
of necessity and proportionality, and under strict judicial oversight.

9-Introducing artificial intelligence tools to freedom of expression : Encouraging
the development of artificial intelligence tools that enhance freedom of expression and
expand access to information in multiple languages and diverse environments.
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The role of artificial intelligence tools in promoting respect for
intellectual property rights in the digital environment
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Abstract:

This study aimed to highlight the role played by digital platforms that rely on
artificial intelligence in their construction and performance, and on which the
World Intellectual Property Organization relies to achieve the endeavour to
promote respect for intellectual property rights in the digital environment, which
is characterised by its vast geographical area and the rapid spread and diversity of
its content, as well as to highlight and analyse the international legal framework
that regulates this issue, In particular, the WIPO Copyright Treaty and the WIPO
Performances and Phonograms Treaty.

Keywords: Artificial intelligence, intellectual property, WIPO, digital
environment.
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Abstract: Today's world is witnessing a great development in
what is called artificial intelligence and its fields, and the majority of
people have acquired it, as the latter has distinctive characteristics
that it enjoys, and despite what it brings in terms of luxury and
development that facilitates human life, but this development may
pose a great danger to the world and the possibility of losing
control over it. Various crimes in this field and at different levels,
and thus arise in what is called criminal responsibility for crimes of
artificial intelligence. Artificial intelligence crimes are future crimes

that have accelerated their emergence in the current period.
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Modern dimensions of establishing civil liability for damages caused by
artificial intelligence systems.
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Abstract:

In the context of the search for a sound legal basis for civil liability for
damages caused by the use of artificial intelligence systems, it was necessary to
activate the precautionary principle, which is based on anticipating and
anticipating risks, and then taking the necessary measures and precautions to
avoid or mitigate them. Therefore, in this study, we have addressed in some detail
the modern dimensions of establishing civil liability for damages resulting from
artificial intelligence systems, adopting a descriptive and analytical approach to
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relevant legal texts. The study concluded that the precautionary principle is an
absolute necessity in the field of civil liability, the rules of which no longer
accommodate the treatment of emerging risks. Furthermore, establishing civil
liability based on objective liability is currently inevitable. The development of
the role of machines has led to the necessity of implementing this type of liability,
which does not take error as one of its pillars, and is satisfied with the injured
party verifying and proving the two elements of damage and the causal
relationship between the harmful act and the damage

Keywords: Artificial Intelligence Systems, Civil Liability, Precautionary
Principle, Strict Liability, Harm.
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1-Loi n° 95-101 du 2 février 1995 relative au renforcement de la protection
de I'environnement, JORF n° 29 du 03 février 1995, modifié par Décret
n°99-630 du 21 juillet 1999.

) Al axt b el
1-P-MARTIN-BIDO; Le principe de précaution en droit international de
I’environnement> RGDIP, n°3, 1999,
2-Richard duprez:in telligence artificielle: un régime européem de
responsabilite civilcrevue lamuy droit de limmatériel;wolters Kkluwer
novembre2020.
3-Patrick Hubbard¢< and Ronald L.Motley, regulation of and liability For
risks of physical injury From “sophisticated robots”. previous
reference.2018.
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? Résolution du Parlement européen du 16 février 2017 contenant des recommandations a
la Commission concernant des régles de droit civil sur la robotique, op.cit., p.17.
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*Patrick Hubbard¢ and Ronald L.Motley, regulation of and liability For risks of physical
injury From “sophisticated robots”. previous reference. P. 41.

® Thierry Daups, Le robot, bien ou personne ? Un enjeu de civilisation ? op.cit., p.7.

’ Section ad the european parliament: civil.lowruleson robotics«16 february2017.
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27 Loi n° 95-101 du 2 février 1995 relative au renforcement de la protection de
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Abstract:

The legal landscape of artificial intelligence (Al) is rapidly evolving in
response to technological advancements and the accompanying ethical and
societal challenges. This paper examines the emerging regulatory framework for
Al, focusing on new laws and policies designed to strike a balance between
innovation and the protection of individual rights. It also addresses key legal
challenges, including liability for automated decisions, algorithmic bias, and data
privacy, as well as international efforts to establish unified standards. Finally, the
paper provides recommendations for strengthening future legislation to ensure the
fair, transparent, and accountable use of Al.

Keywords: Artificial Intelligence, Regulation, Legal Liability, Ethics,
International Governance.
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1. Introduction

The advent and pervasive integration of artificial intelligence (Al)
across diverse sectors of human endeavor, including the legal and judicial
systems, mark a profound paradigm shift. Al's capacity to process vast
datasets, identify intricate patterns, and automate complex tasks is
fundamentally reshaping traditional legal methodologies and practices. This
technological evolution extends beyond mere efficiency gains, prompting a
re-evaluation of foundational legal principles and the very nature of legal
work. The legal profession, traditionally rooted in human-centric reasoning
and intricate interpersonal dynamics, is now confronted with the imperative
to adapt to algorithmic decision-making, automated processes, and data-
driven insights. This introductory section will establish the critical
importance of examining Al's multifaceted applications within the legal
domain, recognizing both its transformative potential and the inherent
complexities it introduces. The discourse surrounding Al in law is no longer
theoretical; it is a pressing practical and ethical concern that demands
rigorous academic scrutiny and proactive policy responses.

Problem Statement: Despite rapid advancements in Al, the legal
system struggles to keep pace. Key challenges include:

« Accountability gaps: Who is liable when an Al system causes harm?

« Regulatory fragmentation: Differing national laws create compliance
complexities for global Al deployment.

« Ethical dilemmas: How can laws ensure fairness and transparency in Al
decision-making?

« Enforcement difficulties: Can existing legal structures effectively
govern autonomous systems?

Without cohesive regulation, Al risks exacerbating inequalities,
infringing on rights, and operating in legally ambiguous spaces.

Hypotheses: This study is guided by the following hypotheses:

1. Current legal frameworks are insufficient to address AI’s unique
challenges, necessitating adaptive and forward-looking regulations.

2. A harmonized international approach to Al governance can reduce
compliance burdens and foster responsible innovation.

171



3. Ethical principles (e.g., transparency, fairness, and accountability) must
be embedded in Al laws to ensure public trust.

Research Objectives: This academic article aims to provide a
comprehensive analysis of the legal applications of Al, specifically
focusing on its deployment in legal practice (lawyering), the emergence and
implications of smart contracts, and its evolving role in law enforcement.
The objective is to dissect the opportunities presented by Al, while
critically evaluating the significant ethical, legal, and practical challenges
that necessitate robust regulatory and jurisprudential responses. The
analysis will draw exclusively from recent, peer-reviewed academic
literature indexed in reputable databases such as Scopus and Web of
Science. This ensures that the arguments presented are grounded in
contemporary scholarship and reflect the most current understanding of Al's
intersection with legal frameworks. The scope encompasses a detailed
examination of how Al tools are being utilized, the legal and ethical
dilemmas they engender, and the varied regulatory approaches emerging
globally to govern their use.

Methodology: The research employs:
« Comparative analysis: Examining Al laws in the EU, U.S., and China.

o Case studies: Investigating legal disputes involving Al (e.g.,
autonomous vehicles, facial recognition).

o Literature review: Synthesizing academic and policy debates on Al
governance.

« Expert interviews: Gathering insights from legal scholars, policymakers,
and Al developers.

Structure of the Article: The subsequent sections of this article will
systematically explore the conceptual underpinnings of Al in law, providing
a necessary definitional and historical context. Following this, dedicated
examinations will delve into Al's profound impact on legal practice,
detailing its transformative effects on legal research, drafting, and the
professional conduct of lawyers. The discussion will then transition to smart
contracts, analyzing their technical architecture, legal enforceability, and
the inherent challenges posed by their immutable and automated nature.
The article will culminate in a conclusion that consolidates key findings,
offers actionable recommendations for legal policy and professional
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practice, and identifies crucial avenues for future research in this rapidly
evolving field.

2. Conceptual Foundations: Understanding Al in the Legal
Context

2.1. Defining Artificial Intelligence and its Sub-disciplines
Relevant to Law

Artificial intelligence, in its broadest sense, encompasses
computational systems designed to perform tasks that typically require
human intelligence. This definition extends to systems capable of
perception, reasoning, learning, and decision-making. Within the legal
context, Al's utility often manifests through specific sub-disciplines.
Machine learning (ML) algorithms, for instance, enable systems to learn
from vast datasets without explicit, rule-based programming, allowing for
the identification of complex patterns and correlations that might be
imperceptible to human cognition.! More recently, generative Al (GAI)
systems, exemplified by large language models (LLMSs) such as ChatGPT,
have emerged, demonstrating the ability to process natural language inputs
and generate coherent, contextually relevant text, images, or sounds. These
GAI systems are particularly relevant for legal applications involving text
production and analysis.

Key sub-disciplines pertinent to the legal domain include natural
language processing (NLP), which powers capabilities like conceptual
retrieval of cases and statutes, automatic text understanding, and intelligent
document assembly systems. Predictive analytics, another crucial
component, allows Al to forecast outcomes, such as litigation results or
recidivism risks, by analyzing historical data. Expert systems, while an
older Al paradigm, continue to inform the development of tools for codified
legal reasoning.

A critical aspect of advanced Al systems, particularly deep learning
models, is their inherent "black-box™ nature, where the internal decision-
making process is opaque and not readily understandable by human
observers.? This opacity presents a fundamental conflict with established
legal principles that demand transparency and justification for decisions
impacting individuals' rights and freedoms. For instance, in judicial
proceedings, the ability to explain how a decision was reached is paramount
for ensuring due process, fairness, and the right to challenge adverse
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outcomes. If an Al system, used to inform a sentencing decision or a
pretrial risk assessment, cannot articulate the basis for its recommendation,
it becomes exceedingly difficult to scrutinize for bias or error, thereby
undermining the very foundations of equitable justice.

This challenge has propelled the field of Explainable Artificial
Intelligence (XAI) to the forefront of legal Al discourse. XAl is not merely
a technical enhancement aimed at improving user comprehension; it
functions as a legal imperative for Al adoption in high-stakes legal
contexts. By striving to make Al decisions interpretable and transparent,
XAl serves as a crucial bridge between algorithmic complexity and judicial
accountability. Without the capacity for human understanding of Al's
internal logic, its utility in critical legal applications remains severely
constrained. The inability to satisfy the transparency demands of legal
scrutiny means that even highly accurate Al systems may be deemed
unsuitable for deployment in contexts where human rights and due process
are paramount. Therefore, the development and integration of XAl are not
optional but are indispensable for the responsible and lawful application of
Al within the legal system.

2.2. A Brief History of Al Integration in Legal Systems

The conceptual roots of Al in law trace back decades, long before the
recent surge in computational power and data availability. Early efforts,
primarily in the 1970s and 1980s, focused on symbolic reasoning and the
development of "expert systems" designed to mimic human legal reasoning
by encoding rules and knowledge explicitly. These systems aimed to assist
with tasks like legal research and statutory interpretation, laying the
groundwork for the field of "Artificial Intelligence and Law." Indeed,
journals such as "Artificial Intelligence and Law" have served as
international forums for this interdisciplinary research since the early
1990s, documenting the evolution from theoretical models of legal
reasoning to innovative applied systems.’

The current wave of Al adoption, however, is qualitatively different. It
is driven by breakthroughs in machine learning, particularly deep learning,
and the proliferation of vast digital datasets, which have enabled Al systems
to perform tasks that were once considered exclusively within the human
domain.” This shift has moved the focus from rule-based expert systems to
data-driven predictive and generative models. Modern Al applications in
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law leverage advanced algorithms to analyze massive quantities of legal
texts, predict litigation outcomes, automate document review, and even
generate legal drafts. This technological leap has transformed Al from a
niche academic pursuit into a practical tool with tangible impacts on legal
practice, smart contracts, and law enforcement, prompting an urgent need
for legal and ethical frameworks to govern its deployment.

2.3. The Foundational Principles of Law in the Digital Age

The pervasive integration of Al necessitates a fundamental re-
evaluation and, in many cases, a reaffirmation of core legal principles. At
the heart of any just legal system lie principles such as due process,
fairness, accountability, and the protection of human rights. These
principles, traditionally applied in a human-centric legal landscape, are now
challenged by technologies that operate autonomously, process vast
amounts of data, and often transcend traditional jurisdictional boundaries.

For instance, the principle of due process, which guarantees fair
treatment through the judicial system, demands that individuals have the
right to understand and challenge decisions that affect them. When Al
algorithms contribute to these decisions, their transparency and
explainability become crucial components of due process.” Similarly, the
principle of fairness dictates that legal outcomes should be impartial and
non-discriminatory. The potential for algorithmic bias, stemming from
biased training data or flawed models, directly threatens this principle,
raising concerns about the perpetuation and exacerbation of existing
societal inequalities.

Accountability, another cornerstone, requires clear lines of
responsibility for actions and their consequences. As Al systems become
more autonomous, determining who is legally responsible for their errors or
harmful outputs—whether the developer, the deployer, or the user—
becomes a complex legal question.® Finally, the overarching principle of
human rights, including privacy, non-discrimination, and the right to a fair
trial, must guide the development and deployment of Al in legal contexts.
The digital age demands that legal frameworks adapt to technologies that
operate with unprecedented speed and scale, ensuring that technological
advancements align with, rather than undermine, these foundational
principles. This section lays the groundwork for understanding how these
principles are challenged and reshaped by Al applications discussed in
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subsequent sections, emphasizing the need for a human-centric approach to
Al governance.

3. Artificial Intelligence in Legal Practice: Reshaping the Legal
Profession

3.1. Enhancing Legal Research and Document Review through Al

Artificial intelligence systems have profoundly revolutionized the
landscape of legal research and document review, transforming what were
once labor-intensive and time-consuming tasks into highly efficient
processes. Al-powered tools are now capable of enabling rapid analysis of
voluminous legal documents, including precedents, statutes, and scholarly
articles. These systems can swiftly identify relevant case law, summarize
complex legal principles, and even predict potential case outcomes with a
notable degree of accuracy by learning from historical data.” For example,
Al-based legal research instruments like Westlaw Edge and Lexis+ Al
leverage sophisticated machine learning algorithms to produce pertinent
case law within seconds, drastically reducing the time traditionally required
for manual searches. This augmentation of legal research capabilities
significantly reduces the overall time and cost associated with these
foundational legal tasks, thereby freeing legal professionals to dedicate their
expertise to higher-level analytical thinking, strategic planning, and client-
facing activities.

3.2. Al-Assisted Legal Drafting and Communication

The impact of Al extends beyond research to the very creation of legal
documents and communications. Generative Al systems, particularly Large
Language Models (LLMs), are increasingly employed in drafting a wide
array of legal documents, ranging from routine electronic communications
to standard contracts and complex framework agreements. These tools offer
substantial efficiency gains by accelerating the initial drafting process,
allowing lawyers to generate first drafts much more quickly than through
traditional methods. Some law firms have even developed proprietary
generative Al solutions to assist attorneys in drafting legal documents and
securely handling confidential client data.®
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However, despite these advancements, the outputs from generative Al
systems still necessitate meticulous human review. A significant concern
remains the phenomenon of "hallucinations,” where Al generates
inaccurate, fabricated, or contextually inappropriate information. This
inherent limitation means that human oversight is not merely advisable but
critical to ensure the accuracy, context specificity, and strict adherence to
legal nuances required in all legal outputs. The role of the human lawyer
thus shifts from primary drafter to a discerning editor and verifier, ensuring
that the Al-generated content is reliable and meets the stringent standards of
legal practice.

3.3. Ethical Obligations and Professional Conduct for Lawyers in
the Al Era

The integration of Al into legal practice raises profound ethical
questions, compelling a reinterpretation and, in some instances, an
expansion of existing professional conduct rules. The rapid evolution of Al
technology is not merely prompting the application of existing ethical rules
to new scenarios; it is fundamentally reshaping and expanding the very
definition of professional responsibility for legal practitioners. This
dynamic adaptation of ethical frameworks by professional bodies is a
critical development.

The Duty of Technological Competence (Model Rule 1.1)

Lawyers are ethically obligated to maintain the requisite knowledge
and skill to provide competent representation. This duty now explicitly
includes staying abreast of the benefits and risks associated with relevant
technology, including Al. This requires continuous study and education on
Al systems, understanding their capabilities, limitations, and potential
pitfalls. The proliferation of Al tools means that a lawyer's competence is
increasingly intertwined with their technological literacy. The American
Bar Association (ABA) and various state bars have recognized this, issuing
guidance that underscores the importance of technological proficiency as a
core component of a lawyer's professional duty.® This ongoing redefinition
of competence highlights a critical shift: the ethical framework is no longer
a static set of rules but a continuously evolving body of principles that
demands ongoing engagement from practitioners to ensure responsible
innovation and uphold the integrity of the profession.
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Upholding Client Confidentiality and Data Security (Model Rule
1.6)

A primary and paramount concern for lawyers utilizing Al is the
potential compromise of client confidentiality. Processing sensitive or
confidential client data through Al systems, particularly those that are
cloud-based or general-purpose Large Language Models, poses significant
risks due to a potential lack of transparent data protection guarantees or
operation outside stringent regulatory frameworks. Lawyers have a strict
duty to make reasonable efforts to prevent inadvertent or unauthorized
disclosure of client information. This means that before using any Al tool,
lawyers must obtain informed consent from clients for confidential
information disclosure, understand the Al provider's data processing
practices, and ensure robust security measures like encryption and data
deletion are in place. Laws such as the Stored Communications Act (SCA)
in the U.S. and global data protection regulations like the General Data
Protection Regulation (GDPR) in the EU impose strict obligations on data
handling, further complicating the use of Al, especially for multinational
firms. The potential for Al systems to learn from and retain client data, even
If anonymized, necessitates extreme caution and explicit contractual
agreements with Al vendors to clarify data ownership and usage rights.*

Considerations for Billing and Reasonable Fees in Al-Augmented
Services (Model Rule 1.5)

The efficiency gains derived from Al tools necessitate a careful re-
evaluation of traditional billing practices. Model Rule 1.5(a) dictates that
lawyers shall not collect unreasonable fees or expenses. If Al significantly
reduces the time required for tasks that were traditionally billed hourly,
charging the same hourly rate for Al-augmented work could be deemed
unreasonable or duplicative. For example, if technology allows a lawyer to
duplicate an agreement with minor alterations in a fraction of the time, the
fee charged must reflect the reduced effort. Transparency with clients
regarding the use of Al and the associated costs is therefore paramount. The
California Bar, for instance, explicitly advises against charging hourly fees
for time saved by Al This area requires lawyers to adapt their business
models to reflect the value added by Al, ensuring fairness to clients while
maintaining the economic viability of legal services.
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Supervision of Al and Nonlawyer Assistance (Model R Partner or
Supervisory Lawyer) and 5.3 (Responsibilities Regarding Nonlawyer
Assistance). These rules require lawyers to oversee both other lawyers and
nonlawyers to ensure their conduct complies with the Rules of Professional
Conduct. A significant language change to Rule 5.3 in 2012 expanded this
ethical obligation to non-human assistance, including work generated by
legal Al. In essence, a lawyer must supervise an Al legal assistant just as
rigorously as they would any human paralegal or clerk. This underscores
the principle of human oversight, emphasizing that the ultimate
responsibility for the accuracy, ethical compliance, and quality of Al-
generated work product rests squarely with the supervising attorney. Law
firms are therefore encouraged to establish clear policies to ensure Al
conduct aligns with professional obligations, mandating thorough human
review and verification of all Al outputs. This prevents the unauthorized
practice of law by Al systems and ensures that tasks requiring legal
reasoning, normative judgments, or direct client interaction remain firmly
within the human domain.*

Table 1: Ethical Considerations for Al Use in Legal Practice

Ethical Description of Specific Key Concerns/
Duty/Principle Impact from Al Guidance/ Challenges
Rule

Technological Lawyers  must | ABA Model | Rapid pace of

Competence understand Al's | Rule 1.1, | technological
benefits and risks | Comment change, need for
to provide continuous
effective education.

representation.

Client Al tools, | ABA Model | Lack of data
Confidentiality especially cloud- | Rule  1.6; | protection

based or general- | Florida Bar | guarantees from
purpose LLMs, | Guidance Al providers, risk

may expose of data breaches,
sensitive  client transparency  of
data. data processing,

client consent for
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data disclosure.

Reasonable Al's  efficiency | ABA Model | Avoiding

Fees reduces time for | Rule 1.5(a); | duplicative or
certain tasks, | California unreasonable
requiring re- | Bar charges for Al-
evaluation of | Guidance augmented
traditional hourly services.
billing.

Supervision & | Lawyers are | ABA Model | Ensuring human

Accountability responsible  for | Rules 5.1, | oversight,
Al-generated 5.3; Florida | verifying
work product as | Bar accuracy,
if it were | Guidance preventing
produced by a unauthorized
human non- practice of law by
lawyer. Al systems.

Bias & | Al systems | ABA Algorithmic bias,

Discrimination trained on biased | Resolution disparate impact
data can | 112; ABA | on marginalized
perpetuate or | Resolution communities,
exacerbate 700; Florida | need for rigorous
existing societal | Bar validation
inequalities  in | Guidance processes.
legal outcomes.

Transparency Opaque Al | ABA Understanding

& decision-making Resolution how Al arrives at

Explainability processes ("black | 112; ABA | decisions,
boxes")  hinder | Resolution documenting
legal scrutiny | 604 design and risks,
and ensuring
accountability. traceability of

outcomes.
Legal Ultimate  legal | ABA Preventing  the
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Responsibility responsibility for | Resolution shifting of
Al's actions | 604 accountability to
remains with algorithms,
human ensuring  human
individuals and authority and
legal entities. control.

This table systematically categorizes the complex ethical landscape of
Al in legal practice. It provides a clear, actionable framework by linking
each ethical duty to its specific impact from Al, relevant rules or guidance,
and associated challenges. This structured presentation enhances
comprehension and facilitates the identification of critical areas requiring
attention for responsible Al integration. The table highlights the proactive
stance of legal bodies in addressing these issues, moving beyond theoretical
concerns to concrete professional obligations.

3.4. The Evolving Role of the Lawyer: From Automation to
Augmented Intelligence

The integration of Al is fundamentally redefining the role of the
lawyer, shifting it from one primarily focused on manual, repetitive tasks to
an augmented intelligence model. Al is increasingly capable of taking over
data-intensive functions such as information retrieval, comprehensive
document review, and the drafting of standard legal documents. This
automation allows legal professionals to offload tedious work, thereby
enhancing efficiency and enabling them to concentrate on more complex,
high-value activities.

Despite these advancements, a significant majority of legal
professionals maintain that Al cannot, and should not, entirely replace
human lawyers. The irreplaceable human elements include emotional and
social intelligence, which are crucial for building and maintaining client
relationships, understanding nuanced human situations, and providing
empathetic counsel. Furthermore, complex legal reasoning, normative
judgments, strategic decision-making, and the ability to navigate ambiguous
legal situations are skills that remain firmly within the human domain and
are not replicable by current Al systems. This perspective points towards an
"augmented lawyer" model, where Al serves as a powerful tool that
amplifies human capabilities, allowing lawyers to perform their duties more
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effectively and efficiently, rather than fully automating the legal
profession. ** The future of legal practice is thus envisioned as a
collaboration between human expertise and artificial intelligence, where
each complements the other's strength.

3.5. Al in Legal Scholarship: Methodologies and Disclosure
Practices

The academic legal community is also grappling with the profound
implications of integrating Al, particularly generative Al, into scholarly
writing and research. As Al tools become more sophisticated, questions
arise regarding their appropriate use, authorship, and the integrity of
scholarship. Legal journals and academic institutions are actively exploring
and developing policies for Al-assisted scholarship, including specific
disclosure requirements and taxonomies for signaling the level of Al
involvement in a published work. For instance, the Texas A&M Journal of
Property Law decided to publish a full volume of Al-assisted scholarship,
proposing a five-level taxonomy for disclosure, ranging from purely human
output to purely Al-generated content, with intermediate levels for Al as a
research aid or drafting tool."*

Central to this discourse are critical ethical considerations such as
plagiarism, copyright, and the authenticity of original thought. While Al
can assist with rudimentary research and help identify new connections
between existing ideas, human authors remain ultimately accountable for
the output. The concern is that over-reliance on Al tools may lead to
derivative outputs, blurring the distinction between genuine creativity and
unintentional plagiarism. > Best practices emphasize careful editing,
verification of Al-generated content, and transparent disclosure of Al's role.
This ongoing dialogue within legal scholarship reflects the broader
challenge of adapting traditional academic standards to a rapidly evolving
technological landscape, ensuring that the pursuit of knowledge remains
grounded in integrity and human intellectual contribution.

4. Smart Contracts: Enforceability, Innovation, and Legal
Ambiguities

4.1. Deconstructing Smart Contracts: Technical Architecture and
Legal Definitions

Smart contracts represent a pivotal innovation at the intersection of

law and technology, fundamentally altering how agreements are formed and
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executed. At their core, smart contracts are self-executing agreements
where the terms are directly encoded into lines of computer code and
deployed on a blockchain or other distributed ledger technology (DLT).
Unlike traditional contracts that rely on intermediaries for enforcement,
smart contracts automatically execute predefined terms once specific
conditions are met, without the need for human intervention. This
automation is a key differentiator, promising enhanced efficiency,
heightened security, and increased transparency in transactions. The
underlying blockchain technology ensures immutability, meaning that once
a contract is deployed and its terms are recorded, they cannot be altered,
thereby ensuring integrity and reducing the risk of manipulation.®® Real-
world applications already span decentralized finance (DeFi), supply chain
management, and insurance, demonstrating their potential to streamline
various business processes.

4.2. The Quest for Legal Enforceability: Compatibility with
Traditional Contract Law Principles

Despite their technical sophistication and inherent advantages, a
central legal challenge for smart contracts lies in reconciling their
automated, code-based nature with foundational principles of traditional
contract law. For an agreement to be legally enforceable, it typically must
satisfy elements such as offer, acceptance, consideration, and the mutual
intention to create legal relations. While smart contracts can technically
fulfill the offer and acceptance requirements through code, determining the
"mutual intention" of parties solely from machine-readable code can be
problematic. Traditional contract law relies heavily on human interpretation
of language, context, and implied understandings, which are difficult to
translate into the rigid logic of code. The absence of human-readable terms
in some smart contracts further complicates their interpretation and the
assessment of valid consideration.'” This tension between the deterministic
nature of code and the nuanced, often ambiguous, language of human intent
poses a significant hurdle to their seamless integration into existing legal
frameworks.

4.3. Inherent Challenges: Immutability, Ambiguity, and the
Oracle Problem

Beyond the foundational compatibility issues, smart contracts face
several inherent challenges stemming from their design. The immutability
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of smart contracts, while a strength in terms of transparency and security,
introduces a critical rigidity. Once deployed on a blockchain, the contract
code cannot easily be altered. This lack of flexibility poses significant risks
when unforeseen circumstances arise or if coding errors (bugs) lead to
unintended outcomes. Unlike traditional contracts that can be renegotiated,
amended, or even voided by human parties or judicial intervention,
reversing an executed smart contract is extremely difficult, if not
impossible, due to the immutable nature of blockchain transactions.

Furthermore, the challenge of coding subjective terms, such as
"reasonable effort,” "best efforts,” or "good faith,” into precise,
unambiguous code is substantial. These terms are common in traditional
contracts and rely on human judgment and interpretation in case of dispute.
Smart contracts, by contrast, eliminate subjectivity by enforcing outcomes
precisely as programmed. This rigidity can lead to disputes when the code's
execution conflicts with the parties' broader, often uncodified, expectations
or the spirit of the agreement.

Another significant technical and legal challenge is the "oracle
problem.” Smart contracts often require external data inputs (e.g., weather
conditions, stock prices, delivery confirmations) to trigger their execution.
These external data sources are known as "oracles." The reliability and
accuracy of these oracles are paramount, as manipulated or inaccurate data
inputs can lead to erroneous contract execution without recourse. *®
Ensuring the trustworthiness of these external data feeds is a complex issue
that directly impacts the integrity and enforceability of smart contracts.

The deterministic and immutable nature of smart contracts, often
touted as "code as law," fundamentally challenges the inherent flexibility,
interpretability, and capacity for equitable remedies that define traditional
contract law. This tension creates an enduring legal dilemma for
jurisdictions worldwide. Traditional contracts, while striving for clarity,
inherently allow for human interpretation, negotiation, and adaptation in the
face of ambiguity, unforeseen events (such as force majeure clauses), or
subjective terms. Legal systems are built around mechanisms for dispute
resolution, involving courts or third-party arbitrators, that rely on human
judgment to interpret the parties' intent, assess the context, and apply
equitable remedies when strict adherence to the literal terms would lead to
an unjust outcome.*

184



The rigidity and immutability of smart contracts stand in direct
contrast to this need for flexibility and human judgment. If a coding error
occurs, or if an unforeseen event renders strict execution of the code unjust
or impossible, modifying or reversing the contract becomes exceedingly
difficult due to the blockchain's design.?’ This can lead to situations where
the outcome is technically correct according to the code, but legally or
ethically undesirable from a human perspective. The legal system is thus
faced with a fundamental choice: either limit smart contracts to only the
most straightforward, unambiguous transactions, or develop novel legal
frameworks that can inject human oversight and judicial discretion into
automated agreements. This is not a problem to be definitively "solved" but
rather an ongoing tension between technological determinism and the
nuanced, adaptive nature of law. The challenge lies in finding a balance that
harnesses the efficiency of automated execution without sacrificing the
human judgment and adaptive capacity essential for resolving complex,
unforeseen contractual disputes and ensuring equitable justice.

4.4. Jurisdictional Responses to Smart Contract Regulation

Global jurisdictions are adopting varied approaches to integrate smart
contracts into their legal frameworks, reflecting a diverse and often
fragmented regulatory landscape. This regulatory heterogeneity creates
significant legal uncertainty, particularly for cross-border transactions, and
acts as a substantial barrier to the widespread adoption and full realization
of smart contracts' potential.

Legislative Developments in the United States

Several U.S. states have taken proactive steps to clarify the legal
status and enforceability of smart contracts, aiming to foster blockchain
innovation within their borders. States like Arizona, Illinois, and Tennessee
have enacted legislation that often amends existing Uniform Electronic
Transactions Acts (UETA) to explicitly recognize blockchain-secured
records and smart contract terms as legally valid electronic signatures or
contracts. ! For instance, Arizona's law defines a smart contract as an
"event-driven program...that can take custody over and instruct transfer of
assets on that ledger" and ensures its legal effect. Similarly, the Illinois
Blockchain Technology Act (BTA), effective January 1, 2020, prevents
smart contracts from being denied legal effect or enforceability solely
because a blockchain was used to create, store, or verify them. The BTA is
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considered one of the more comprehensive state laws, covering contractual
enforceability, evidentiary standards, and even prohibiting local
governments from taxing or regulating blockchain use.??

However, some analysts suggest that these legislative attempts, while
well-intentioned, may inadvertently create non-uniformity across states or
even fail to fully accommodate the technical realities of smart contracts.
Critics argue that some state laws' definitions of smart contracts do not
align with the broader technical understanding, potentially limiting their
applicability or creating unforeseen legal gaps.”® Furthermore, while these
laws bolster enforceability, they do not immunize smart contracts from all
legal challenges, such as those arising from coding mistakes or the lack of
clear contractual remedies for reversal of automated transactions.?

The Stance of the UK Law Commission

In contrast to the U.S. states' legislative interventions, the UK Law
Commission has concluded that the existing common law of England and
Wales is sufficiently robust and adaptable to accommodate and apply to
smart legal contracts without the need for statutory reform. This position
emphasizes the inherent flexibility of common law to evolve with
technological advancements. The Commission's analysis reinforced the
view that the current legal framework is capable of facilitating and
supporting the use of smart legal contracts, encouraging market participants
to include express terms to address potential uncertainties.

Despite this confidence in common law's adaptability, the Law
Commission did highlight specific areas requiring further work, particularly
concerning conflict of laws. The decentralized nature of distributed ledger
technology, which underpins smart contracts, can give rise to multiple
connecting factors across various jurisdictions, making it difficult to
determine where disputes should be adjudicated and which law should
apply. The "problem of digital location"—ascribing real-world locations to
digital actions and objects—is identified as a significant challenge for
private international law in the context of emerging technologies.? This
indicates that while the UK legal system is deemed flexible, practical
challenges in cross-border enforcement persist.

Regulatory Approaches within the European Union
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The European Union's regulatory efforts, while comprehensive, have
focused more broadly on governing digital assets and blockchain
technologies rather than enacting specific, detailed legislation solely for
smart contracts. Initiatives such as the EU Blockchain Strategy and the
Digital Finance Package aim to create a harmonized framework for digital
finance. The elDAS Regulation, for instance, ensures that electronic
signatures and seals are legally binding in cross-border transactions within
the EU.

However, specific clarity on the application of smart contracts to areas
like corporate governance still lacks comprehensive legal frameworks.
Challenges persist in determining the enforceability of automated actions
without human intervention, particularly when they interact with existing
corporate laws. While the EU has made strides in blockchain regulation, the
application of smart contracts specifically to corporate governance still
lacks clarity, posing legal challenges in determining the enforceability of
automated actions without human intervention. This highlights a gap where
the broader regulatory framework for digital assets does not yet fully
address the nuances of smart contract implementation in specific legal
domains.

The current global landscape of smart contract regulation is
characterized by a fragmented, jurisdiction-specific approach, where
different countries and even states within federal systems (e.g., USA) adopt
varied and sometimes incompatible legal frameworks. This regulatory
heterogeneity creates significant legal uncertainty, particularly for cross-
border transactions, and acts as a substantial barrier to the widespread
adoption and full realization of smart contracts' potential. Smart contracts,
by their very nature on a blockchain, are designed to operate globally and
autonomously, transcending traditional geographical boundaries. However,
the diverse and often conflicting legal responses from different
jurisdictions—such as the statutory accommodations in some US states, the
UK's reliance on common law flexibility, and the EU's broader digital asset
focus—create a complex and unpredictable environment.

This divergence results in a "regulatory heterogeneity"?® where the

legal validity, enforceability, and appropriate dispute resolution

mechanisms for a single smart contract can vary significantly depending on

the jurisdiction in which a dispute arises. For international trade and global

business, this leads to considerable "jurisdictional uncertainty” and
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"conflicts of law". Businesses and legal professionals are thus forced to
navigate a maze of differing rules, which can stifle innovation, increase
compliance costs, and limit the scalability that smart contracts inherently
promise. The lack of a uniform or harmonized international legal
framework remains a critical impediment to the full realization of smart
contracts' transformative potential, as the very efficiency and trust that

blockchain technology aims to provide are undermined by legal
unpredictability across borders.
Table 2: Comparative Legal Recognition of Smart Contracts
Jurisdiction Approach Key Legislative/ Challenges/
/Body to Legal Advisory Position Nuances
Recognition
United Statutory Explicitly Potential  for
States Accommodation recognize non-uniformity
(Select via UETA | blockchain- across  states;
States: AZ, | Amendments secured records | debate on
IL, TN) and smart contract | whether
terms as legally | amendments
valid  electronic | fully
signatures/contract | accommodate
S. technical
realities;
limitations on
certain uses.
United Common  Law | Existing English | Identifies
Kingdom Adaptability law is robust and | conflict of laws
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(Law flexible enough to | (jurisdiction,

Commissio accommodate applicable law)
n) smart legal | as an area
contracts without | requiring
statutory reform. further  work
due to
decentralizatio
n.
European Broader Focus on | Lacks specific,
Union Blockchain/Digit | regulating digital | comprehensive
al Asset | assets and | clarity for
Regulation blockchain smart contracts
technology (e.g., | in  corporate

Digital Finance | governance;
Package, eIDAS | challenges in
Regulation for | enforcing

electronic automated
signatures). actions without
human

intervention.

This table provides a concise, comparative overview of the diverse
legal approaches to smart contract recognition across key global players. By
juxtaposing the statutory accommodation in some US states with the UK's
reliance on common law flexibility and the EU's broader regulatory focus, it
immediately highlights the "regulatory fragmentation” that characterizes
this evolving legal domain. This structured comparison allows readers to
quickly grasp the different legal philosophies and their practical
implications, emphasizing the complexities faced by entities operating
across multiple jurisdictions and reinforcing the need for international
harmonization.

4.5. Mechanisms for Dispute Resolution in Smart Contract
Environments

The autonomous execution of smart contracts presents unique
challenges for traditional dispute resolution mechanisms, which are
typically predicated on human intervention, judicial oversight, or third-

189




party arbitration. The self-executing nature of smart contracts means that
once conditions are met, the code executes, potentially leaving little room
for human discretion or negotiation in the event of a dispute.

While courts retain an essential role in overseeing smart contracts,
particularly when issues of validity, interpretation, or unforeseen
circumstances arise, there is a growing interest in alternative dispute
resolution (ADR) mechanisms tailored for blockchain environments. %’
These include blockchain-based arbitration platforms or decentralized
autonomous organizations (DAQOs) that might offer more efficient and
automated solutions for resolving disputes within the digital realm.
However, fundamental questions regarding jurisdiction and applicable law
in cross-border smart contract transactions remain largely unresolved. The
decentralized nature of blockchain makes it challenging to pinpoint a
specific geographical location for a contract or dispute, leading to conflicts
of law and uncertainty about which legal system's rules apply.?® This
highlights the pressing need for international legal harmonization or the
development of robust private international law rules specifically designed
to address the unique characteristics of smart contracts and their global
reach. Without such clarity, the full potential of smart contracts may be
limited by the persistent ambiguities in their enforceability and dispute
resolution across diverse legal landscapes.

5. Conclusion

This article has systematically demonstrated that artificial intelligence
is not merely a supplementary tool but a transformative force fundamentally
reshaping the legal landscape across various domains: legal practice, smart
contracts, and law enforcement. The analysis has revealed that while Al
offers unprecedented opportunities for enhancing efficiency, reducing costs,
and amplifying analytical capabilities, its integration is simultaneously
fraught with complex ethical, legal, and practical challenges that demand
careful navigation.

A primary finding is the imperative for continuous adaptation of
professional ethical duties for legal practitioners. The rapid evolution of Al
technology necessitates that lawyers not only acquire technological
competence but also proactively reinterpret and expand traditional
responsibilities, particularly concerning client confidentiality, data security,
and fair billing practices. The inherent "black box" nature of many Al
systems remains a persistent concern, underscoring the critical role of
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explainability and transparency in maintaining professional integrity and
public trust.

In the realm of smart contracts, the analysis highlighted significant
legal ambiguities and jurisdictional fragmentation. While smart contracts
promise efficiency and automation, their deterministic and immutable
nature often conflicts with the flexibility and nuanced interpretation
inherent in traditional contract law. The diverse and often incompatible
regulatory responses across global jurisdictions create substantial legal
uncertainty, particularly for cross-border transactions, acting as a significant
barrier to their widespread adoption.

Finally, the deployment of Al in law enforcement and criminal justice
presents a profound tension between the pursuit of efficiency gains and the
safeguarding of fundamental rights. Al tools, such as predictive policing
and risk assessment algorithms, while offering proactive crime prevention
capabilities, are highly susceptible to algorithmic bias, which can perpetuate
and exacerbate existing societal inequalities. The challenges of
transparency, accountability, and protecting civil liberties in an Al-enabled
surveillance landscape are paramount, necessitating rigorous judicial
scrutiny of Al-generated evidence and robust regulatory oversight.

Recommendations for Legal Policy, Professional Practice

Based on the comprehensive analysis, several key recommendations
emerge for navigating the future of Al in the legal domain:

For Legal Policy: Policymakers should strive for a balanced approach
that fosters responsible innovation while implementing robust, human-
rights-centric regulatory frameworks. This includes developing clear,
adaptable legislation that directly addresses issues of algorithmic bias,
accountability, and transparency in Al systems, particularly in high-stakes
applications within law enforcement and judicial processes. Active pursuit
of international harmonization of Al laws is crucial to mitigate
jurisdictional conflicts and regulatory arbitrage, especially for technologies
like smart contracts that inherently operate across borders. The EU Al Act
offers a potential blueprint for risk-based regulation, which other
jurisdictions could adapt, while simultaneously learning from the U.S.'s
more agile, sectoral responses to identify best practices. Furthermore,
legislative efforts should focus on clarifying data ownership and intellectual
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property rights in Al-generated content to provide legal certainty for
creators and users alike.

For Professional Practice: Legal professionals must embrace a
proactive stance towards technological competence, continuously updating
their understanding of Al's capabilities, limitations, and ethical
implications. Strict adherence to ethical duties, particularly regarding client
confidentiality, data security, and fair billing practices for Al-augmented
services, is paramount. Law firms should invest in developing internal Al
solutions or carefully vet third-party providers, ensuring that human
oversight remains central to all Al-augmented legal services. This includes
implementing robust internal policies for Al use, mandating a thorough
review of Al-generated work product, and obtaining informed client
consent for the use of Al tools that might involve sensitive data.

! Nayar, Spencer and Michael |. Cooper. "Foreword: The 'Why' & How' of Artificial
Intelligence in Legal Scholarship." Texas A&M Journal of Property Law, Vol. 11, No. 4
(2025): 543-572. Texas A&M University School of Law, United States.

? Guo, Xue, Yuting Huang, Bin Wei, Kun Kuang, Yiquan Wu, Leilei Gan, Xianshan
Huang, and Xianglin Dong. "Specialized or general Al? a comparative evaluation of
LLMs' performance in legal tasks." Artificial Intelligence and Law (forthcoming 2025):
1-37. Springer Nature, Netherlands.

% Lee, Jeongmin. "Legal text classification in Korean sexual offense cases: from
traditional machine learning to large language models with XAl insights." Artificial
Intelligence and Law (forthcoming 2025): 1-22. Springer Nature, Netherlands.

* Terzidou, Kalliopi. "Generative Al systems in legal practice offering quality legal
services while upholding legal ethics." International Journal of Law in Context, First
View (2025). Cambridge University Press, United Kingdom.

> Atiyah, Patrick S., et al. "Smart Contracts and Legal Enforceability: Decoding the
Political Philosophy of Code as Law." ResearchGate (2024).

® Guo, Xue, Yuting Huang, Bin Wei, Kun Kuang, Yiquan Wu, Leilei Gan, Xianshan
Huang, and Xianglin Dong. Op-cit, 1-37.

" Ibid., 1-37.

® Rohr, Jonathan. "Smart Contracts in Traditional Contract Law, Or: The Law of the
Vending Machine.” Cleveland State Law Review, Vol. 67, No. 1 (2019): 67-101.
Cleveland State University, United States.

® Donn, Th. D. Lamappulage. "The Prospects and Challenges of Enforcing Autonomous
Agreements on the Blockchain." Centre for International Governance Innovation (CIGI)
Papers No. 271, Canada (2020).

% Ibid.

1 Ibid.

192



2 Tomlinson, Bill, Andrew W. Torrance, and Rebecca W. Black. "ChatGPT and Works
Scholarly: Best Practices and Legal Pitfalls in Writing with AL." SMU Law Review
Forum, Vol. 76 (2023): 108. Southern Methodist University, United States.

8 Tomlinson, Bill, Andrew W. Torrance, and Rebecca W. Black. Op-cit, 108.

¥ McKee, William. "Police and Facial Recognition Technology: How Innovation Can
Threaten Privacy." Columbia Science and Technology Law Review Blog (2024).

> Grimm, Paul W., Maura R. Grossman, and Gordon V. Cormack. "Artificial Intelligence
as Evidence." Northwestern Journal of Technology and Intellectual Property, Vol. 19,
Iss. 1 (2021): 9. Northwestern University, United States.

1 American Bar Association. "Ethical Implications of the Use of Legal Technologies for
Innovative M&A Lawyers." Business Law Today (2025).

" Rechtsnormen. "The Impact of Artificial Intelligence on the Criminal Justice System:
Ethical and Legal Challenges.” Journal of Law, Vol. 2, No. 4 (2024).

8 Waisberg, Noah. Al For Lawyers: How Artificial Intelligence is Adding Value,
Amplifying Expertise, and Transforming Careers. Hardcover. 2024.

¥ Washington, Ryan. "Ethical Implications of Al in Criminal Justice: Balancing
Efficiency and Due Process." Research Review International Journal of
Multidisciplinary, Vol. 9, No. 7 (2024): 93-105.

20 cwik, Cynthia H. Artificial Intelligence: Legal Issues, Policy, and Practical Strategies.
Paperback. 2024.

2 Rourke, Nathan. Mind Crime: The Moral Frontier of Artificial Intelligence. Paperback.
2024.

22 Deeks, Ashley S. The Double Black Box: National Security, Artificial Intelligence, and
the Struggle for Democratic Accountability. Hardcover. 2024.

2 police Foundation. "Policing and Artificial Intelligence." (2024).

? ResearchGate. "Using Artificial Intelligence in Law Enforcement and Policing to
Improve Public Health and Safety.” (2024).

% NAACP. "Al and Predictive Policing: Balancing Technological Innovation and Civil
Liberties." (2024).

%6 Stanford Law. "A Human Rights-Based Approach to Transatlantic Al Governance: The
Case of Biometrics Development.” (2024).

%" Geistfeld, Mark A. Civil Liability for Artificial Intelligence and Software (Tort and
Insurance Law, 37). Hardcover. 2024.

% Terzidou, Kalliopi. "Generative Al systems in legal practice offering quality legal
services while upholding legal ethics.” International Journal of Law in Context, First
View (2025). Cambridge University Press, United Kingdom.

193



S S ¢ 500 & dgylondl OISHEN A ghame oSl B30}
A3 el BN iy e By
Jomeall gty oin
(L) @0 Rmalr o5 2n iae
o oy Gk 31 3,555 b
() Ak e ol D sl
haytam.alagel@gmail.com | 3,580 0y, +218913450249 [ty cold) )

e asgtas slan s Aol (old) 0glal 4ulad) aud) Uey Gud Skl (ST g
A gl S L Olae Blew & ALl ods Jsliiy oS pis b Ol b 3
il Aesall Leaxt 4]y AST e eldll G oS 1iyp2 SIS S
sodall o bl oV ST lalSaly ciad )l i Sl S L 3 samend) YISy
GEI ekl il Be Slapts 55 g0 ) palEy AST sgdall Lo didlaally 2l

REISER AP RTHIE RIS (I
S ST spaall (a5 Geasetd) (OIS Alggne (ol S R ledll LIS

4 Sl
Abstract:
Artificial intelligence introduces a qualitative shift in the foundations of
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Abstract:

John McCarthy is one of the founding fathers of artificial intelligence, along with Alan
Turing and Marvin Mansky.

McCarthy coined the term "artificial intelligence" in 1955 and organized the famous
Dartworth Conference in 1956.

Acrtificial intelligence in law is the application of artificial intelligence techniques to
improve legal processes in terms of efficiency and cost savings. This includes
document management, contract analysis, and case prediction.

Artificial intelligence may have several implications for both private and public law,
having contributed to the facilitation and improvement of many problems.

Keywords: Improving legal processes; the relationship between artificial intelligence and
law; the effects of artificial intelligence on law; The legal personnality of artificial
intelligence; The place of artificial intelligence in justice.
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Protecting personal data in the era of artificial intelligence according to
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Abstract:
Avrtificial intelligence poses a significant challenge to personal data protection
systems, given its ability to collect and analyze vast amounts of information in
ways that are difficult to legally regulate. In Algeria, Law No. 18-07 is the
primary legislative framework for personal data protection, but its implementation
faces technical and legislative obstacles as Al technologies evolve. Some aspects,
such as automated processing and automated decision-making, remain unclear in
this law, exacerbating the problem in the absence of explicit legal texts regulating

the relationship between Al and digital privacy.
Keywords: Personal Data Protection, Artificial Intelligence, Law No. 18-07.
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Abstract:

Artificial intelligence, with its various material and moral technologies,
constitutes a smart technology that must be used in the judicial field. The desired
goal is to uncover the truth, achieve justice, and speed up the resolution. This
study required two approaches: a descriptive approach to address the various
newly emerging legal terms, and an analytical approach to examine the various
international legislations that have recognized it in their legal and judicial
systems. In the end, the importance of this smart technology in the judiciary
emerged through the speed and accuracy of resolution.

Keywords: Artificial intelligence, smart justice, predictive justice, smart
investigation, smart proof.
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Artificial Intelligence in the Business Environment: An Intersection of
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Abstract:
It has become widely accepted to focus on ethical principles in corporate
management, especially in light of the widespread corruption and growing
criticism directed at business administration. As a result, institutions and
organizations are increasingly striving to implement business ethics and corporate
governance principles by issuing ethical charters that employees are required to
follow to ensure sound company management. However, the advancement of

technology and the prevalence of artificial intelligence systems have posed new
challenges, which will be addressed in this study.

Keywords: Governance, Business Ethics, Business Environment, Avrtificial
Intelligence, Companies.
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Abstract:

The legal landscape is rapidly evolving in the field of artificial intelligence
regulation, with several countries and international organizations adopting
legislative frameworks to ensure the safe and responsible use of this technology.
At the international level, the European Union has taken the lead with the "EU
Acrtificial Intelligence Act,” which aims to classify risks and ensure transparency.
At the national level, these laws focus on protecting privacy, preventing
discrimination, and ensuring accountability. Despite the challenges, legislation is
considered a crucial step in achieving a balance between innovation and the
protection of rights.

Keywords: Artificial Intelligence, International Organizations, International
Protection, National Legislation.
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