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Abstract— This paper presents an observer-based Sensor
Fault-Tolerant Control scheme for a DC-DC buck converter
operating under sensor faults and measurement noise. The
proposed method employs a switching observer designed to
estimate and compensate for sensor faults, ensuring stable
converter operation even under simultaneous voltage and current
sensor failures. The observer functions at the control level, serving
as a protective layer that shields the double-loop control structure
from faulty sensor feedback. Unlike conventional residual-based
or multi-observer methods, the proposed approach utilizes a single
observer that dynamically adapts to the converter’s switching
modes, significantly reducing computational burden while
enhancing estimation accuracy. The observer design is formulated
within an #€ . framework, and its stability conditions are derived
in terms of Linear Matrix Inequalities . Simulation results
conducted in MATLAB/Simulink under multiple fault cases
demonstrate that the proposed FTC scheme effectively identifies
and compensates sensor faults within microseconds, maintaining
precise voltage regulation and current tracking under all tested
conditions.

Keywords— DC-DC converter; sensor fault-tolerant control;
switched linear system; fault estimation; LMI; power electronics

. INTRODUCTION

This However, DC-DC converters must satisfy
application-specific performance requirements, such as fast
transient response, low output voltage ripple, and robust
voltage regulation under load and parameter variations [8] .
Thus, a significant research efforts has gone into designing
advanced control strategies to achieve optimal converter
performance[9]. Traditional double-loop control structures
consisting of an inner current loop and an outer voltage loop,
have s been the basis for many control algorithms suggested
in recent decades [10]. Both linear and nonlinear control
schemes have effectively implemented to DC-DC buck
converters to improve dynamic performance and steady-state
accuracy [11]

However, as these converters grow more important due to
their widespread adoption particularly in mission-critical
systems, introduces new a challenge especially in maintaining
high availability, reliability, safety, and fault diagnosis in
case of failure or potential anomaly problems [12] [13]. A
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various fault detection and isolation schemes are designed to
name a few [14], [15], [16], [17], [18]. Nevertheless, one of
the most important yet often overlook issues is the possibility
of unknown sensor malfunctions or failure. Sensors faults can
significantly impair system performance and stability
especially considering the closed loop control since the
control algorithms are highly dependent on the measured
values from sensors. While many studies have focused on
control technique to improve the performance of the
converter, most of the reported works assume non faulty
sensors. Ensuring, a sensor fault tolerant control in a DC-DC
converters is still a difficult , especially in the presence of
strong measurement noise that can obscure fault
characteristics and hinder accurate estimation[19] [20].
Consequently, developing fault tolerant strategies capable of
detecting and compensating for sensor faults in real time is
vital for ensuring the reliable operation of Buck converter.
That can tolerate sensor fault even in the presence of noise.
For instance, in [21] sensor fault detection and Fault-Tolerant
Control is proposed, in which a residual based decision logic
is introduced to detect the occurrence of fault however such
schemes often suffer from latency due to thresholds. In [19]
authors proposed residual based scheme using two crossing
Extended Kalman Filters (KF) in which each observer is used
to estimate a signal fault free state of the buck converter
essentially using it as an analytical redundancy. however,
besides the use of residual based scheme, the KF is considered
one of the most computationally consuming algorithms due to
the online recursive estimation. A similar scheme is proposed
in using two Higher order sliding mode observer in [22], but
these often suffer from chattering effects caused by
measurement noise. Motivated by the aforementioned
limitations, this study provides a sensor fault-tolerant control
(S-FTC) technique to capable of ensuring the reliable
operation of the buck converter even in the presence of severe
sensor faults and abnormal measurement noise. The proposed
scheme employs a single switching model-based observer
designed to function at the control level to estimating the
sensor faults and compensating it. Thereby the FTC scheme
acts as a protective layer that keeps the control loops shielded
from the adverse impacts of incorrect sensor measurement.
Unlike residual-based fault identification methods that use
threshold logic or multiple estimators. With the proposed
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scheme uses a single observer to simultaneously isolate and
mitigate for both wvoltage and current sensor faults,
consequently maintaining system stability and performance
under faulty conditions without the need for complex fault
decision mechanisms. Furthermore, the observer design
ensures robustness against sensor fault by leveraging an H,,
based framework, with stability guaranteed through Linear
Matrix Inequalities (LMIs).

The remaining part of the present paper is organized as
follows; Section 11 presents the modeling of the DC-DC buck
converter. Section I11 introduces the proposed Sensor Fault-
Tolerant Control scheme, including the design of the observer,
the design procedure, and the control reconfiguration strategy.
Section 1V provides detailed simulation results that validate
the effectiveness and robustness of the proposed approach
under various fault scenarios. Finally, Section V concludes the
paper and outlines possible directions for future work.

II.  MODELING OF DC-DC Buck CONVERTERS

The DC-DC buck converter present a significant challenge
due to its inherent nonlinear and time-varying nature due to
the periodic switching of semiconductor devices. A widely
used method To accurately capture it dynamics is switching
linear system representation in which the converter is treated
as a linear time-invariant system within each switching mode,
by applying Kirchhoff's circuit laws to each configuration, to
each configuration, a collection of linear state-space models
governed by a continuous time switching signal ¢(t) and
modeled as a switched linear system of the form [15] [23]:

x(t) = A(p(t)x(t) + B(p(t)u(t) Q)

y(@) = Cx(0) @)

In these state space representation, x(t) represents the

state vector typically containing the inductor current and the

capacitor voltage, u(t) is the input vector. The matrices

{Apt), Byey and C } are the collection of linear state space

models, and ¢ (t)is the switching signal indicating the active
mode.
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Fig. 1. Topology of a Buck DC-DC converter.
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As shown in Fig. 1, the buck converter operates in
Continuous Conduction Mode (CCM), where the dynamic
behavior of the power stage is governed by the state of the
switch Spuck, , controlled by a PWM signal. Accordingly, the
converter dynamics can be expressed as a switched linear
system of the form:

w0 = [0 u =,

1

Z — RioadCout Cout
a(®) 1 Thuck

L Ll 0

c=|, 7l @3)
The possible values for switching signal ¢(t)are given in
Table I,

— 0
y Bogey [Sbuck|
L

TABLE | Possible switching signal values.

o(t) 1 2
Sbuck 1 0

The switched state-space representation provides the
foundation for developing an observer-based sensor fault

control strategy, which enables fault isolation and
compensation  while ensuring system stability and
performance.
I1l.  SENSORFAULT TOLERANT CONTROL
SCHEME

A. Design of Observer

In DC-DC converters, sensors are employed to feedback
the required information of output voltage and inductor
current for the control system. However, in practice, sensor
faults/failures are disposed to occur, either due to single event
or accumulated degradation over time. These faults are
classified as catastrophic or wear-out failures and exhibit the
following fault modes [24] [25]:

Generally, these faults/failures can be mathematically
modelled as affine deviations in the output, as demonstrated
in [26] [27]:

y () = Cx(t) + Qf(®) ®3)

Where y/(t) is the faulty measurements, f5(t) =
(£ f¥] represents the unknown fault in the matrix. In some
recent research works [28] [24] [29], it is reported that the
complete sensor outage is one of the most severe faults that
may lead to instability. Therefore, this paper considers all
sensor faults, including complete sensor outages and noisy
sensors. The observer design for the buck converter begins
with formulating an augmented state-space model that
incorporates the sensor fault as part of the system dynamics.
the augmentation process follows the same general principle.
The resulting system model, which includes the fault term (3),
is expressed as follows:

Ex(t) = Ax*(t) + Bypyu(t) + Qf;

Y (©) = Cxe(2) @

Where: B
@ =0 rora=4 9

7 0
By [ o 1o =o,|E [0 O],C [c 1
the following observer is constructed for the augmented
system (3) as described by:

2(t) = Nz(t) + Gyult) + Jy’ (t)
24(t) = z(t) + Ly  (©)

Where z(t) is the augmented state observer, £4(t) is the
estimated state vector, and WV, J,7, are constant observer
gains to be determined. The proposed observer is based on
unknown input observer [30]and formulated as a switching
observer, tailored to account for the inherent switching
dynamics of the DC-DC buck converter. Which embeds the
switching behavior directly within the term G, ) through its
dependence on the input matrix B, ., whose structure will be
determined later. This formulation ensures that the observer’s
internal dynamics remain consistent with the converter’s
active switching state, enabling dynamic adaptation to the
operating mode. Consequently, the proposed switching

®)



observer in (5) achieves accurate estimation, overcoming the
limitations of classical approaches and aligning closely with
the converter’s real-time behavior. Denoting the estimation
error as e(t) =x*(t) —x*(t) , which can be further
expanded as:

e(®) = x*(t) —2(t) =x%(t) —z(t) — Ty  (t)
= x%(t) — z(t) — T, Cx*(t)

e(t) = (I - TOx(t) — z(¢) (6)
The error (6) can further be expressed as:
e(t) = [Ex(t) — z(t) Y]
Where
TE =(I-70) 8)

The time derivative of the error (7) along the system-
augmented dynamics (4) is:

é(t) = ZEx(t) — 2(t) = T, (Ax(t) + B,yyu(t) +
Qrfy) = Nz(t) = Gpyu®) — Iy’ () ©)

&(t) = TAX () + TiByyu(t) + T,Qpf; — Na(t) —
Gp(eyt(t) — JCx(2) (10)

From (5) we have z(t) = £¢(t) — L,y (t)
é() = (RA - JOx*(O*+(T1Byry — Gy )ult)
+T,Qsf; — N2A(E) + NT,Cx%(t) (11)
Since e(t) = x2(t) — £%(t), then:

e(t) = (A~ JC + NTOx(0) + (TiByr) —
G )u(®) + Qs fs = N (x(8) = e(t)) (12)
Setting K=J — N7,

é(t) = (A — KC — N)x*(O)+(T By — Gy ut)

+71Qrfs + Ne(t) (13)
If the following conditions hold:
N =T,A—-KC
Gevy = 1By (14)
K=3J-N7,
The state estimation error dynamics (13) can be reduced to:
é(t) = Ne(£)+71Q7f5(0) (15)

Equation (15) indicates that the observer defined in (5) design
essentially involves solving (14)and determining a suitable
gain matrix V'such that the resulting error dynamics (15) are
stable. The design objective is to ensure the stability of the
observer system matrix V' while minimizing the influence of
the unknown sensor fault f; (t)on the estimation performance.

Let V(t) = e"Pe be a Lyapunov function candidate for the
error dynamics in (15) where P = PT is a positive definite
matrix with appropriate dimension, Then the time derivative
of V(t) is:

V(t) = eT(t)Pe(t) + & (t)Pe(t) (16)
V(© = (We(®) + T £(0) Pe(®) +eT(OP(We(®) +
7,Q¢f5) (17
V() =eT () (PN + NTP)e(t) +
2e()PT1Qrf5(1) (18)

From (18), it can be observed that the sensor fault f; (t) still
affects the error dynamics. To achieve the asymptotic
convergence of the estimation error in (15) while ensuring
robustness against the influence of f,(t) the observer is
designed to satisfy the following #,, performance index is
considered, as proposed in[31]:

17l =

sup Ir®le, _ Vi (19
”fs(t)”L2¢0 ||fs(t)||1:2
Wherer(t) = y(t) — () = Cx%(t) — Cx%=Ce(t) and +/u
is a small positive constant representing the attenuation level
of the standard induced £,gain from the sensor fault to the
estimation error. i.e. This implies a quantifiable limit on how
much the sensor fault can affect the estimation error in an
L, sense .

The following Theorem provides sufficient conditions for the
existence of the proposed switching observer in the form of
(5) with a prescribed H, performance index for the
augmented system (4).

Theorem. For a given positive constant u, the error system
(15), if there exist a symmetric positive definite matrix P =
PT > 0 and a matrix @ with appropriate dimensions such
that the LMI (20) hold, then the error dynamics are
asymptotically stable and satisfy an H, performance
attenuation level \/i1 i.e.,

17211, < V&

Furthermore, under these conditions, the observer (5) is
feasible, with the observer gain computed as K = P~1® and
the relationships given by (14).

He(PT,A—®C) PTQ; CT
—u2l 0|0 (20

* * -1

Lyp = *

Proof: To attain robustness to the sensor fault in the £, sense,
we impose the following constraint on our stability criteria:

Az =7 (Or@®) - OLO+VE) <0 (1)

Integration of both sides of the above condition with respect
to t over the time period [0, o] gives:

17T @r® — w2 £ @ £,0)dt + V() — V(0) (22)

Assuming a zero initial-condition V' (0) = 0 and recognizing
that the Lyapunov function is always non-negative V() = 0
e the previous inequality simplifies to:

\/fom rT(®Or(t)dt < uz\/fooo fTOf()dt vt >0 (23)

Therefore, we have

27T (Or®)dt
NoO o o T < ‘u2
/f0°° FTOf(®at

or equivalently
176,41l < v (25)
In other words, (21) enforces the minimization of the worst

case effect of the sensor fault on the estimation error (15).
Therefore, from (21) and by using (18) we obtain:

Az =T (@r@) — @2 @ f@) +V(2) < e ()(PN +
NTP)e(t)

+2e(PT Qs f(8) + eT(CTCe() — w2 £ (D £ (1) (26)

vt >0 (24)



Using V' = ;A — KC
Az < eT () (PTLA—PKC + ATT,"P — CTKTP)e(t)
+2eO)PTLQsfs(t) + e ()CTCe(t) — W2 £ (D (D)(27)

Consequently, the expression is
He(PT,A—PKC) PT,
Az < [e(®) fs(t)]T([ e(PTy . ) 1Qf] +

) e

He(PT,A—PKC) PT;Q;
e
* —u=l

(28)
It follows that

Az < [e() fs(t)]T<[

[cT mﬂﬂ)z%% (29)
By applying Schur-complement,
AIII.Z <
T/Hd?ﬂA—?K@ PT,Q CT\ e(t)
[e(t) f:(0)] | " —yzlf Ol |[f;(t)]
\ © )

(30)

Notice that the above matrix inequality is nonlinear by
setting ¢ = PK consequently we find the LMI in (20).
therefore If the condition (20) is feasible, Then r7 (t)r(t) —
W2 I (@) f, () + V(t) < 0 Thus, the observer error dynamics
is asymptotically stable with the prescribed attenuation level
defined in (19) enforces the minimization of the worst case
effect of the sensor fault on the estimation error if (15) is
satisfied. Thus, the observer error dynamics is asymptotically
stable with the prescribed H,, performance attenuation level
Vi subject to [l (), < Vallf;(0)lly,.

This completes the proof of Theorem 1.m

B. Design procedure
Based on the previous subsection, the design procedure of the
switched observer in (5) for fault estimation can be
summarized as follows: for the buck type converter
1. Construct the augmented system in the form of (4).
2. Select the matrices 7; and 7, in the form of (14).
these matrices are computed to satisfy the following
decoupling condition:
TE+T,C=1
Which is equivalent to

31)

El_
5 %] =1
Since the block matrix [g] is non-square, the solution is

obtained using the Moore-Penrose pseudoinverse.
Consequently, the transformation matrices are computed as:

m o= =(EE) B e

;
Where [g] denotes the pseudoinverse of the stacked matrix.

3. Solve the LMI condition in (20) to obtain matrices
@, and P, ensuring the observer satisfies the stability
andH,, performance constraints. then calculate the
gainK = P~ 1¢.

(32)

4. Calculation v of J and using (14).
5. Implement the switched observer and obtain the fault
estimation.
the implementation of the proposed observer requires
dynamic adaptation of the gain matrix G, computed as:
Gevy = TiBy) (34)
where 77 is the design matrix obtained in Step 2, and B,
denotes the system input matrix. the DC-DC buck converter
under consideration exhibits switching dynamics, making
B, afunction of the switching signal S, Consequently,
in the actual implementation, G, must also dynamically
adapt to the switching signal, ensuring consistency between
the observer structure and the converter’s operating mode.
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Fig. 2. FTC scheme for the buck converter.

C. Control reconfiguration

The block diagram the overall FTC scheme for the buck
converter is depicted in Fig. 2. based on the proposed
Switching Observer. The adopted control is cascaded PI
control architecture, where the inner current loop is designed
to operate with a bandwidth approximately eight times higher
than that of the outer voltage loop. To ensure fast current
dynamics while maintaining overall closed-loop stability, the
bandwidth of the inner loop is further constrained to be one-
tenth of the converter’s switching frequency[32]. The fault
compensation is achieved at the controller level by
continuously compensating the faulty sensor measurements
using fault estimates provided by the Switching Observer.
Unlike conventional residual-based FTC approaches, which
rely on explicit fault detection, isolation, and subsequent
switching logic, often leading to delays and potential false
alarms, as shown in Fig. 2. Consequently, when a fault occurs,
the FTC promptly compensates for its effect, while in the
absence of faults, the estimation remains near zero, thereby
enabling seamless operation without introducing control
discontinuities.

IV. SIMULATION RESULTS

To evaluate the performance and effectiveness of the
proposed observer-based sensor fault-tolerant control (S-
FTC) scheme, a buck converter was modeled and simulated in
MATLAB/Simulink operating in CCM. with a step change in
load is introduced to assess the FTC response under varying
operating conditions. The controller parameters of DC-DC
converters are selected based on conventional bandwidth
separation, ensuring that the inner current loop bandwidth is
significantly faster than the outer voltage loop, as detailed in



section Il. The observer parameters were obtained by solving
the LMI (20 ) with an attenuation levels set to +/u = 0.001.
To comprehensively evaluate the fault-tolerant performance,
3 test cases were formulated. Each case introduces different
types of sensor faults with distinct activation intervals to
emulate realistic and challenging operating conditions,
including both simultaneous and sequential faults.
Test Case 1: Bias Faults

Positive and negative bias faults were introduced in both
the voltage and current sensors. The voltage sensor
experienced a sensor fault £;*(t) = —10 +8sin(6nt) , and
the current sensors during t={0.2,0.6}s and t={0.7,1.1}s ,
subsequently, both sensors experienced simultaneous sensors
during t= {1.2, 1.7} s mathematically express as f(t) =
10 +8sin(6mt), and £ (t) = —1 +sin(8mt)

Test Case 2 : Time-Varying and Random Noise Faults

To evaluate robustness under dynamic disturbances, time-
varying faults and random noise faults were introduced. The
voltage sensor was affected by a slowly varying sinusoidal
fault f7(t) = 20sin(12nt) ,while the current sensor
experienced similar time varing fault of theform fi =
1.4 sin(14mt) both during t= {0.2, 0.6} s. In addition, a
random noise fault ¥ = v,+/0.0001, withv, ~ N (0,1) and
= w,1/0.00001 with wy, ~ N (0,1) is applied to the
voltage and current sensors during t={1.2, 1.7} s and t={0.7,
1.1} s, respectively.

Test Case 3 open-Circuit Fault and Sudden Sensor Fault

In the final test, the current sensor was subject to complete
sensor failure with the measured current is zero, and sudden
complete sensor failure is set to occur at the same instant as
the load variation, exacerbating the situation at t=0.9s in the
voltage sensor.

The results for these scenarios are illustrated in Fig. 3to 5.
Each figure contains the measured inductor current
ireasured (t) and the output voltage V,¢4s%7ed (t) along with
their corresponding sensor fault £ (t), £2(t) and sensor fault
estimation £(t), f(t) as well as the reconfigured inductor

current denoted if*"™"*"**** (¢) and output voltage denoted

Vocompensated (t),

FI1G.3 results of case 1: (a) voltage sensor fault and its estimation, (b)
faulty, actual, and the reconfigured value of the output voltage, (c) inductor
sensor fault and its estimation, (d) faulty, actual and reconfigured value of
the inductor current.

As demonstrated in (a) and(c) of Fig.3 to 5 the switching
observer provides a highly accurate estimation of the sensor
faults £X(t), f2(t) which closely track their actual injected
values fi(t), f¥ (t) across all fault types. This precision is

maintained during start-up and load changes, as well as during
abrupt fault occurrences.

2 04 oe

(©)
FIGURE 4 results of case 2: (a) voltage sensor fault and its estimation,
(b) faulty, actual, and the reconfigured value of the output voltage, (c)
inductor sensor fault and its estimation, (d) faulty, actual and reconfigured
value of the inductor current.

1
Timels] els]

(c) (d)
FIGURE 5 results of case: 3 (a) voltage sensor fault estimation, (b)
faulty, actual, and the reconfigured value of the output voltage, (c) inductor
sensor fault estimation, (d) faulty, actual and reconfigured value of the
inductor current.

The estimation errors consistently maintain low, with
maximum values of approximately 0.02 A for the current and
0.05 V for the voltage, ensuring a robust basis for
compensation. The effectiveness of the proposed observer
based sensor FTC effectively mitigate sensor faults within 1
Ws in the buck converter even if the sensor faults occurred
concurrently, as presented in (b) and (d) of Fig.3 through 5
across all faults as the buck converter continues to function
normally without performance degradation.as can be seen in

the compensated output voltage V°"™Pe™S€4 () and

o
inductor current if*™P°™*%**? () waveforms consistently

overlap their true values throughout all four scenarios.

In conclusion, the results presented in Fig.3 to 5
unequivocally demonstrate that the proposed observer
provides a highly effective sensor FTC solution for the buck
converter. The scheme's ability to provide rapid, accurate, and
seamless fault mitigation across various fault types and
operational conditions confirms its effectiveness in ensuring
the stable and reliable operation of the converter.



V. CONCLUSION

This paper has proposed an observer-based sensor fault-
tolerant control scheme for DC-DC buck converters. the
proposed method estimates and compensate sensor faults,
including bias, noise, sudden sensor fault and complete sensor
failure. the observer design, established within an H based
LMI framework, guarantees stability and robustness against
sensor disturbances. Simulation results have validated that the
proposed FTC approach can effectively mitigate multiple
simultaneous sensor faults with minimal delay and without
degrading converter performance. this method offers faster
response, lower computational complexity, and seamless
control reconfiguration. Future work will focus on
experimental validation on hardware.
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