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Abstract—With the widespread use of DC Microgrid, 

operation safety is important factor that requires careful 

consideration. Indeed, unexpected sensor faults can 

seriously affect the Microgrid stability, which highly 

impairs the system performance if they are not 

compensated. This paper aims to increase the reliability of 

a DC Microgrid by isolating and tolerating sensor faults at 

the primary level of DC-DC converters, operated in a 

decentralized DC Microgrid without the use of 

communications. The simultaneous fault isolation and 

mitigation are based on a single sliding mode observer. To 

verify the effectiveness of this approach, a simulation of a 

DC Microgrid with multiple distributed generation units 

subjected to faulty sensors is implemented in 

Matlab/Simulink. The obtained results validate the ability 

of the proposed method to isolate and tolerate sensor faults. 

Keywords—DC Microgrids, Fault-tolerant control, Sliding 

mode observer, Sensor fault, Fault detection, Fault isolation. 

I. INTRODUCTION  

DC Microgrids (MGs), which typically consist of multiple 

distributed generation units, energy storage systems, and 

loads, are increasingly being adopted in a wide range of 

applications such as commercial and residential settings, as 

well as electrified transportation including electric vehicles 

and ships .[1] [2]. This is mainly attributed to their high 

efficiency, low cost, and ease of deployment, alongside 

enhanced flexibility. Such interest has given considerable 

momentum to the design of flexible and robust control 

strategies [3]. The primary objectives in controlling DC MGs 

are stability, voltage regulation, and power sharing. The 

evolution of control strategies has progressed from 

centralized and decentralized approaches toward fully 

distributed schemes [4] [5]. However, the growing interest in 

flexible and reliable control strategies for DC MGs is largely 

driven by their increasing implementations, which 

necessitates enhanced operational safety, reliability, and 

effective fault detection in the event of failures or anomalies. 

To improve reliability, it is crucial to minimize 

communication links, making decentralized control strategies 

particularly advantageous, as they do not require 

communication between local controllers of distributed 

generation units (DGUs), as communication-based control 

can be vulnerable to cyber-attacks and costly communication 

[6] [7]. Among these, primary droop control has emerged as 

a widely adopted decentralized strategy, effectively 

performing simultaneous voltage regulation and power 

sharing [8].  On the other hand, regardless of the control 

structure employed, sensors are vital in the operation of DC 

MGs, providing essential feedback for the various control 

systems, making their measurement accuracy critical. 

Erroneous sensor measurements can lead to diminished 

control performance, instability, component damage, 

improper triggering of protection mechanisms, and 

jeopardize the operation of the entire distributed generation 

system [9] [10]. Consequently, there is a pressing need for 

fast and accurate fault identification and fault-tolerant control 

methods to address these challenges. Motivated by this, 

increasing researchers have begun to focus on fault diagnosis 

and fault tolerance control. In [11], the authors introduced a 

model predictive control with a novel dual extended Kalman 

filter to tolerate sensor fault in a centralized DC MG. 

However, both MPC and EKF suffer from high 

computational burden. In [12], a hybrid fault-tolerant control 

was proposed, taking advantage of sliding mode observer and 

hardware redundancy. However, integrating extra hardware 

can significantly increase costs, which may influence the 

applicability of the solution for industrial use. In [13] a 
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distributed sensor fault tolerant control was proposed for the 

power line of a DC MG. The proposed method relies on the 

integrity of information exchange, which can be prone to 

noise, delay, or cyber-attacks. Additionally, the method 

assumes the non-faulty sensors of the power converters of 

each DGU. In [14], a decentralized sensor fault tolerant 

control scheme was designed using a residual-based fault 

detection (FD) logic to locate and tolerate the faulty sensor. 

However, the scheme cannot handle the occurrence of 

simultaneous sensor faults. Hence, this paper proposes an 

SMO with an augmented state to isolate and tolerate sensor 

faults in real-time at the level of a DGU power converter in 

DC MG systems. To improve the operational integrity and 

reliability of decentralized DC Microgrid by addressing the 

voltage and current sensor faults in the power converter of a 

DGU aiming to effectively handle the sensor faults using a 

singular SMO even if the fault co-occurs in voltage and 

inductor current sensors. 

The rest of the paper is structured as follows. Section II 

outlines the modeling framework and baseline control. 

Section III describes the fault isolation and tolerance strategy. 

Section IV reports the results and discussion, and Section V 

provides the conclusion. 

II. MODELING AND CONTROL 

Typical topology of DC MG constructed by connecting i 
distributed generation unit (DGUs), and different loads 
connected to a common DC bus as shown in Fig.1. 
Considering that, a DGU consists of a DC source and buck 
converter. Although the system is simple in structure, it is 
widely used in more electric aircraft, more electric ships and 
other fields [15] [7] [16]. 

 

Fig 1. An islanded DC Microgrid with i distributed 

generator. 

According to Fig. 1, DGU converters can be modelled 

using the average state space model as: 
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Where common DC bus voltage i

dcV  and inductor 

current ( )i

Li t  of each DGU are the measurable state 

variables of the system, ( )iu t  is the duty cycle, Vin is the 

input voltage, and i

oi  is the load current shared by the 

DG-i. 

The dynamics of each converter can be rewritten as 

follows: 
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This paper aims to regulate the output voltage to its 

desired reference in the presence of a single and/or 

simultaneous sensor fault. The primary control for the 

islanded DC MG encompasses voltage, current, and 

droop control. To achieve voltage and power sharing, 

the bandwidth of the inner current loop is designed to 

be higher than the outer voltage loop. For the DG-i, the 

voltage reference dp

dcV  is obtained from the droop curve: 
*dp i

dc dc i oV V i                     (3) 

Where V*dc is the voltage reference and 
i is the droop 

ratio of the DG-i influences current sharing by 

determining the sensitivity of output voltage to changes 

in load current, thus affecting the equitable distribution 

of power among distributed generators. 

III. FAULT TOLERANT CONTROL  

A. Sensor faults 

In practice, sensors are frequently subjected to various 

types of faults, which can be classified as catastrophic 

and wear-out failures. This study specifically focuses 

on wear-out failures common in control system sensors. 

From a time dependency perspective, these faults can 

be categorized into three types: abrupt faults 

(characterized by step functions), incipient faults 

(exhibiting drift-like behaviors), and intermittent faults 

(represented by pulse). From a modeling standpoint, 

wear-out sensor faults are typically represented in the 

existing literature as an unknown additive signal [14] 

[11]. So, the measurement of the system output can be 

expressed as follows: 

( ) ( ) ( ) i i i i i

sy t C x t E f t                             (4) 

Where ( )i

sf t  is the sensor fault of ith DG, which is 

assumed unknown but bounded by a known positive 

scalar ( ) i i

sf t  . iE  represents a distribution matrix 

that indicates the sensor measurements are prone to 

possible faults, with the same dimension as the system 

outputs. Combining with (4), the state space model of 

the MG under sensor faults can be described as: 
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B. Design of the sliding mode observer 

The goal is to design a decentralized sliding mode 

observer for the adopted DC MG to accurately detect 

sensor faults despite the inherited uncertainties by 

adding the system output to the dynamics of the system 

in order to estimate fault-free states. For this, a new 

state ( )t  is introduced as follows:  

( ) ( ) ( )f ft t y t                    (6) 

Where  , is a stable matrix. Substituting y(t) from (2) 

yields : 

( ) ( ) ( ) ( )   f f f st t Cx t Ef t        (7) 

The augmented state-space model formed by 

combining (7) and (5) is expressed as: 
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Notice that ( )t is a (measurable) output of a ‘fictitious’ 

system. To design the observer, the following 

conditions should be met [17, 18]: 

A1. ( ) ( )i i irank C E rank E  

A2. The pair ( , )i iA C is observable 

It follows from the assumption A2 that there exists a 

matrix  i with appropriate dimensions such that 

 i i iAC is stable, thus for any 0iQ the Lyapunov 

equation: 

( ) ( )     i i i T i i i i i iA C P P A C Q  (10) 

has a unique solution 0iP . And from A 1, there exists 

an arbitrary matrix F such that: 

iT iE P F C                              (11) 

Based on the augmented system (8), the following SMO 

is designed: 
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Where ˆ( ) ( ) ( ) i i i

ye t y t y t is the output estimation error, 

 i is a design parameter that must be selected to satisfy 

(10) to ensure the convergence of the observer. The 

discontinuous vector  iv  is defined by: 
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Where  is a positive scalar to be determined later. 

Define the state estimation errors ˆ( ) ( ) ( ) i i ie t x t x t , 

then the error dynamics after the occurrence of sensor 

faults can be obtained using (8) and (12) as follows: 

( ) ( ) ( ) ( )   i i i i i i i i

y se t A C e t E f v
            

(14) 

We consider the Lyapunov function as: 

( ) i i iT i iV e e P e            (15) 

The time derivative of ( )i iV e  along the trajectories of 

the system is equal to: 
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From the (10) and setting iQ  to  identity matrix I with 

appropriate dimensions in (16) yield: 

( ) 2 ( ) ( ) i i iT i i

yV e E P e t               (17) 

By setting i  , it results 0iV ,  which proves the 

state estimation error is stable. The value  of  should be 

determined according to the fault magnitude ( )i i

sf t   

C. Sensor fault isolation and control reconfiguration 

The sensor fault isolation is achieved through an 

evaluation of the residual of the sensor measurement and fault-

free estimate of the corresponding sensor. The current and 

voltage residuals are defined by: 

ˆˆ ;i L L v dc dcr i i r V V   
               (18) 

 In order to detect the sensor fault, the residual signal is 

compared to a constant predetermined threshold value as in 

(19). Whenever the error exceeds a threshold value then it is 

considered a fault; this can be summarized by the following 

logic: 

    
 

      

th th

i i v V

th th

i i v v

r J fault r J fault

r J no fault r J no fault
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where 
th

iJ  and 
th

VJ are the constant thresholds for the 

current and voltage residuals, respectively, which are set at 5% 

of the nominal values of the respective sensor's measurements. 

The current and voltage sensors are continuously monitored 

for faults. When a fault is detected in any current sensor, the 

current feedback is automatically sourced from the observer. 

Likewise, if any voltage sensor fails, it is disregarded, and the 

required voltage is obtained from the observer. The proposed 

sensor fault-tolerant control (SFTC) strategy is depicted in 

Fig. 2. 

 

Fig 2. Proposed sensor Fault Tolerant Control Strategy 



IV. SIMULATION RESULTS   

To validate the effectiveness of the proposed sensor fault-
tolerant control strategy, the test model depicted in Fig. 1 is 
built in MATLAB/Simulink, comprising three DGUs. Each unit 
is equipped with the proposed SFTC (Fig. 2) to ensure proper 
voltage regulation and current sharing. The simulation step is 
set at 10μs and switching frequency of 40 kHz. The parameters 
of the model are detailed in Table I. 

Two simulation scenarios are addressed to evaluate the 
proposed strategy. In the first scenario, the SFTC will be 
deactivated, and in the second, it will be activated. For brevity, 
the sensor faults are considered to occur on the voltage and 
current sensor of DG-1. In both scenarios, an abrupt sensor 

fault 1( ) 8sf t   and 1( ) 2sf t   are applied to the voltage and 

current sensors of DGU1 at t=0.6s and t=0.9s, respectively. 
To further verify the robustness against load changes, DGUs 
are connected and operated as a Microgrid at the beginning. 
The power load PCPL is increased by 50% and decreased back 
at t=0.15s and t=0.5s, respectively.  

A. Performance of the Microgrid without the proposed 

SFTC 

 In this scenario, the performance of the Microgrid with 
only the baseline controller is observed under faulty voltage 
and current sensors. The response curves of the measured and 
SMO based estimated voltages and current dynamics of the 
DC Microgrid are depicted in Fig .3 and Fig .4, respectively.  

 

Fig 3. Microgrid measured and observed inductor 
currents dynamics without FTC. 

 

Fig. 4 Microgrid measured and observed output voltages 
dynamics without FTC. 

The figures show that the current sharing and voltage 
regulation are preserved despite the load variations. However, 
when the fault occurs in the voltage sensor, the measured 
inductor current of DGU 1 and its estimate diverge to zero. 

Thus, the deviation-induced a current demand on the other two 
DGUs. As a result, the DC Microgrid's stability and 
functionality are seriously jeopardized. There is also a chance 
that the increased load current on the DGUs 2 and 3 will blow 
fuses. This outcome emphasizes how crucial it is to put in 
place a fault-tolerant control strategy in order to preserve 
operational integrity. 

TABLE I.  Systems parameters. 

Parameters  Values  

iL  7mH  

iC  335 F  

i

Lr  0.1m  

i

inV  
1 100inV V 2 80inV V 3 120inV V

 

R  3  

 

B. Performance of the Microgrid with the proposed SFTC 

When a sensor failure is identified, the suggested sensor FTC 

technique takes effect and reconfigures the control. The 

results of the fault flags and the response curves of the 

measured and observed voltages and currents dynamics of the 

DC Microgrid are depicted in Figs .5, 6, and 7, respectively.  

 

 

Fig 5. Voltage and current fault flags of DGU 1. 

 
Fig 6. Microgrid measured and observed inductor currents 

dynamics. 

As depicted by Fig. 5, the fault flag accurately identifies 

faults in voltage and current sensors without triggering false 

alarms due to load variations. This demonstrates the 

effectiveness of the proposed methods in reliably detecting 

simultaneous sensor faults. 



 
Fig. 7 Microgrid measured and observed output voltages 

dynamics 

 

Fig. 6 and Fig .7 illustrate the current and voltage responses 

under the proposed SFTC. Although degraded performance 

due to sensor faults, the strategy successfully isolates and 

reconfigures the controller, ensuring system stability, and 

maintaining both voltage regulation and current sharing 

under fault conditions. 

 

V. CONCLUSION   

In this paper, a fault isolation and tolerance control strategy 

based on an SMO is proposed for a DC Microgrid system 

with voltage and current sensor faults in the distributed 

generator converter level. After establishing the faulty model 

of the power converter, an augmented SMO is designed to 

decouple the sensor fault using a new filtered state of the 

measurement. Based on this, a fault-tolerant control is 

achieved so that the DC Microgrid operates under faulty 

sensors. Simulation results verify the effectiveness of the 

proposed strategy. 
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