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Chapter 06

The Role of Artificial Intelligence in Enhancing Digital

Sovereignty and Cybersecurity:

A Case Study of Algeria
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Abstract

Artificial Intelligence (AI) is increasingly becoming a pivotal
tool in strengthening digital sovereignty and cybersecurity,
particuiariy for nations seeking to safeguard their digitai
infrastructure against evoiving threats. This study examines the role
of Al in enhancing Algeria’s cybersecurity framework and digital
autonomy, focusing on its applications in threat detection, data
protection, and critical infrastructure security. Through a case study
approach, the paper evaluates Algeria’s current cybersecurity
iandscape, identifies key chalienges, and expiores how Al-driven
solutions can mitigate risks while reinforcing national digital
sovereignty. The findings highlight the potential of Al in improving
proactive defense mechanisms, automating incident response, and
reducing dependency on foreign cybersecurity technologies. The
study concludes with policy recommendations for integrating Al into
Aigeria’s national cybersecurity strategy to ensure resilience and

technological self-sufficiency.

Keywords: Artificial Intelligence (AI), Digital Sovereignty,
Cybersecurity, Algeria, Threat Detection.
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1. Introduction

The digital realm increasingly defines the contemporary global
landscape, which has become indispensable for national security,
economic prosperity, and the overall well—being of societies. Within
this context, the concepts of digital sovereignty and cybersecurity
have emerged as critical pillars for nations seeking to navigate the
complexities and challenges of the digital age. Digital sovereignty, at
its core, concerns the ability of a nation to exercise control over its
digital infrastructure, data, and technological development,
safeguarding its interests and the rights of its citizens. Cybersecurity,
on the other hand, focuses on protecting digital assets and systems
from a wide array of threats in cyberspace. The intersection of these
two domains is becoming ever more crucial as nations strive to
maintain autonomy and security in an increasingly interconnected

world.

The advent of artificial intelligence (AI) represents a
transformative force with the potential to significantly impact both
digital sovereignty and cybersecurity. Al, with its advanced
capabilities in data analysis, automation, and pattern recognition,
offers new avenues for enhancing a nation's control over its digital
resources and for bolstering its defenses against sophisticated cyber
threats. However, the rise of Al also presents potential challenges,
including concerns about data privacy, algorithmic bias, and the
concentration of Al power in the hands of a few global entities.

Consequently, the pursuit of what is increasingly termed "Al
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sovereignty” has gained momentum, reﬂecting the desire of nations

to maintain control over their Al development and deployment.

Nations today face a complex landscape of digital threats,
ranging from sophisticated state—sponsored attacks aimed at critical
infrastructure and sensitive data to the pervasive challenges of
cybercrime, including ransomware, phishing, and identity theft.
These threats can have significant consequences for national security,
economic stability, and public trust. In this environment, the
strategic application of Al in both enhancing digital sovereignty and

strengthening cybersecurity capabilities is of paramount importance.

The central research question addressed in this article is: What
is the role of artificial intelligence in enhancing digital sovereignty
and achieving cybersecurity, and how has Algeria specifically
addressed these challenges?

To answer this question, the article aims to: define digital
sovereignty and cybersecurity from recent academic perspectives;
analyze the potential of Al in strengthening the various components
of digital sovereignty; examine the crucial role of Al in enhancing
cybersecurity capabilities across detection, prevention, and response;
present a detailed case study of Algeria's efforts in pursuing digital
sovereignty and cybersecurity, with a particular focus on its adoption
and development of Al; and finally, identify the key challenges and

opportunities that Algeria faces in this evolving landscape.
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The structure of this article will proceed as follows:

Section 2 will establish the conceptual framework by defining
digitai sovereignty and cybersecurity.

Sections 3 and 4 will anaiyze the synergistic role of Al in
enhancing digital sovereignty. Section IV will explore Al as a

cornerstone Of modern cybersecurity.

Section 5 will present a detailed case study of Algeria's Pursuit
of digitai sovereignty and cybersecurity.

Section 6 will discuss the challenges and opportunities for

Algeria in this context.

Finaﬂy, Section 7 will conclude with a summary of key findings

and broader implications.
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2. Conceptual Framework: Digital Sovereignty and

Cybersecurity

The concept of digital sovereignty has garnered increasing
attention in academic and policy circles as the digital realm becomes
more central to state power and societal functioning. Recent
academic definitions highlight various facets of this evolving idea.
Digital sovereignty is broadly understood as the capacity ofa country
or region to exercise control over its digital infrastructure, data usage,
and technological advancements without being unduly influenced by
external forces. This encompasses the authority to make strategic
decisions, create laws, and enforce them within the digital sphere.
Some scholars define it as the ability to have control over one's digital
destiny, encompassing the data, hardware, and software that a nation
relies on and creates. This perspective emphasizes the importance of
fostering homegrown tech industries, particularly where national

security consequences are significantl.

From a political economy standpoint, digital sovereignty can be
seen as the manifestation of a political claim by a community to act as

an autonomous agent in the digital realm. This understanding

! Sean Fleming, what is digital sovereignty, and how are countries approaching it? | World

Economic Forum, Accessed May 9, 2025 https://www.weforum.org/stories/2025/01/europe-

digital-sovereignty/
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underscores that sovereignty is not merely about technoiogicai control

but also about a conscious assertion of autonomy in the digital space1

Furthermore, digital sovereignty is increasingiy viewed as
encompassing the need to maintain and shape modes of freedom for
individuals and groups within digitized societies. This perspective
suggests that digital sovereignty should be normativeiy oriented
towards Vuinerabiiity and freedom, remaining open to tensions and

ambivalences in the digitai environment?.

The demand for digital sovereignty often involves an idea of
greater autonomy, freedom of choice, co—determination, and control
over "the digital". However, it is important to recognize that achieving
complete self—sufﬁciency in all areas of the digital realm is neither
possible nor sensible. Rather, the goai is often to create sufficient
decision—making scope and reduce dependencies on potential
hegemonic actors in the digital space. Ultimately, digital sovereignty
can be understood as the power ofa governing body to rule over itself

in the digital realm, free from any interference by outside sources or

bodies?.

! Marilia Maciel, Digital sovereignty: The end of the open internet as we know it? (Part 1) —

Diplo Foundation, Accessed May 9, 2025 https://www.diplomacy.edu/blog/digital-sovereignty-

the-end-of-the-open-internet-as-we-know-it-part-1/

2 Braun, M., & Hummel, P. (2024). Is digital sovereignty normatively desirable? Information,

Communication & Society, 1—14. https://doi.org/10.1080/1369118X.2024.2332624

3 Pohle, J., & Thiel, T. (2020). Digital sovereignty. Internet Policy ~Review, 9(4).

https://doi.org/10.14763/2020.4.1532
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Key components of digitai sovereignty include data sovereignty,
technoiogicai sovereignty, cybersecurity sovereignty, and iegal
sovereignty. Data sovereignty refers to the ability of a country or
region to exercise full control over the data collected and processed
within its territory, inciuding establishing iegai and regulatory
frameworks for data protection and management. Technological
sovereignty denotes the capacity to independentiy deveiop and
manage a nation's technological infrastructure and resources, which is
crucial for national security and innovation. Cybersecurity sovereignty
ensures the protection of a nation's digitai infrastructure and systems
from cyber threats through the irnplementation of standards and
incident management mechanisms. Finaliy, legal sovereignty refers to
the abiiity to create and enforce a nation's own legai rules in the digital
space, regulating online services and digital platformsl. These
components highlight the multifaceted nature of digital sovereignty
and the various dimensions that nations must address to assert their

autonomy in the digital age.

Cybersecurity, as a crucial element of digitai sovereignty, is
defined in academic literature as the appiication of technologies,
processes, and controls to protect systems, networks, programs,
devices, and data from cyberattacks. Its primary aim is to reduce the
risk of cyberattacks and to safeguard against the unauthorized
expioitation of digital assets. Fundamentaily, cybersecurity involves

ensuring the confidentiality, integrity, and availability of information

! Hulké G, Kalman J and LapsanszkyA (2025) the politics of digital sovereignty and the European
Union’s legislation: navigating crises. Front. Polit. Sci. 7:1548562. doi: 10.3389/fp0s.2025.1548562
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in the digital realm'. Confidentiality entails keeping sensitive
information private and accessible oniy to authorized individuals,
often through methods like encryption and access controls. Integrity
ensures that data has not been tampered with and remains accurate
and complete throughout its iifecycle. Availability means keeping
systems and data accessible to authorized users when needed, while

protecting against disruptions such as cyberattacks.

A more comprehensive academic definition views cybersecurity
as the collection and coordination of resources, inciuding personnei,
infrastructure, structures, and processes, to protect networks and
cyber—enahled computer systems from events that compromise
integrity and interfere with property rights2. This definition
emphasizes the proactive and resource-intensive nature of
cybersecurity in addressing present and emerging challenges in the
digitai environment. It is also understood as a multidisciplinary
process that involves prevention, detection, and response to attacks>.
This includes identifying potentiai vulnerabilities and instituting

effective strategies to minimize the impact of possibie threats®.

! What is Cybersecurity? - CISA, Accessed May 9, 2025 https://www.cisa.gov/news-

events/news/what-cybersecurity

2 Francesco Schiliro, Towards a Contemporary Definition of Cybersecurity, arxiv.org,

https://doi.org/10.48550/arXiv.2302.02274

3 Cybersecurity - Glossary | CSRC - NIST Computer Security Resource Center, Accessed May 9,

2025 https://csrc.nist.gov/glossary/term/cybersecurity

* Francesco Schiliro, Towards a Contemporary Definition of Cybersecurity - ResearchGate,

Accessed May 9, 2025 DOI:10.48550/arXiv.2302.02274D01:10.48550/arXiv.2302.02274
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Key principles and practices of cybersecurity include
authentication, which verifies the identity of users trying to access
systems; authorization, which determines what verified users can
access; and the irnpiementation of strong password practices, reguiar
software updates, data backup strategies, and robust access control
mechanisms. User education and awareness training are also critical
components, as human error remains a ieading cause of data

breachesl.

The reiationship between digital sovereignty and cybersecurity
is deepiy intertwined. Cybersecurity is not rnereiy a technical issue but
a fundamental condition for achieving and maintaining digital
sovereignty. A state's inabiiity to effectiveiy protect its digitai
infrastructure and data from cyber threats directiy undermines its
capacity to exercise control over its digitai space and safeguard its
national interests in the digitai age. Converseiy, a strong commitment
to digitai sovereignty provides the iegai and poiicy framework for
impiementing and enforcing robust cybersecurity measures
nationaiiyz. Cyber incidents can strike at the very core of a nation's
sovereignty by disrupting critical infrastructure, enabiing the theft of
intellectual property and state secrets, faciiitating disinformation
campaigns, and creating dominance by foreign ICT suppiiers.

Therefore, the pursuit of digitai sovereignty inherentiy necessitates a

1 What is Cyber Security? Definition & Best Practices - IT Governance, Accessed May 9, 2025

https://www.itgovernance.co.uk/what-is-cybersecurity

2 Benjamin de Carvalho, Digital Sovereignty, Policy Brief, 2(2022), Accessed May 9, 2025.

http://dx.doi.org/10.13140/RG.2.2.13315.27680
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strong focus on establishing and maintaining a high level of
cybersecurityl.

Table 1: Academic Definitions of Digital Sovereignty

Definition

Ability to manage and regulate digital infrastructure, data, and

technological developrnent

Control over digital destiny, including data, hardware, and

software

Capacity to control digital infrastructure, data use, and

technological advancements without undue influence

A political community consciously understands itself as an

autonomous agent in the digital realm

Maintaining and shaping modes of freedom for individuals and

groups within digitized societies

More autonomy, freedom of choice, co-determination, and

control over "the digital"

Power of a governing body to rule over itself in the digital realm,

free from external interference

! Paul Timmers, Matthijs Punter, Claire Stolwijk, Cybersecurity and Digital sovereignty -
Bridging the gaps, securitydelta.nl, Accessed May 9, 2025
https://securitydelta.nl/media/com_hsd/report/702/document/Whitepaper-digital-

sovereignty.pdf
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3.The Synergistic Role of Artificial Intelligence

Artificial intelligence offers a powerful suite of tools and
capabilities that can significantly enhance various aspects of digital
sovereignty, particularly in the realms of data, technology, and
cybersecurity. By leveraging Al, nations can strengthen their control

over their digital assets and reduce their reliance on external entities.

In the context of data sovereignty, Al provides advanced
capabilities for enhanced data analysis and localization. Al-driven
algorithms can be employed for robust data encryption and
protection, ensuring that sensitive information remains secure within
national borders. The concept of sovereign Al further underscores
this, advocating for the development of Al models based on a
country's own unique data, research, and intelligence. This approach
allows nations to maintain greater control over the data used to train
Al systems and the data generated by them, reducing the risk of
foreign access or interference. The ability of Al to efficiently analyze
large datasets can also help in identifying and managing sensitive
national data, providing a deeper understanding of national

resources and trendsl.

Technological sovereignty can also be significantly bolstered
hy the strategic application of Al. Al can facilitate the development

of tailored technological solutions to address specific industrial and

1 Niall McCarthy, Navigating Digital Sovereignty in the Age of Al - Planet Crust, Accessed May

9, 2025 https://www.planetcrust.com/decoding-digital-sovereignty-meaning-navigating-ai-

era/?utm_ campaign=blog
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national needs, thereby reducing reliance on imported technoiogiesl.
By investing in national Al capabilities and infrastructure, countries
can direct their technological future in alignment with their unique
strategic priorities and cultural values®. The development of domestic
Al capabiiities aims to reduce dependence on foreign Al
technologies, protecting nations from potentiai supply chain
disruptions and reinforcing national sovereignty in critical
technoiogicai domains®. This focus on homegrown innovation can
stimulate domestic Al innovation, enhance national economic

competitiveness, and create high—vaiue jobs within the country“.

While the role of Al in cybersecurity sovereignty will be
expiored in greater detail in the subsequent section, it is important
to note here that Al is also playing an increasing role in legal
sovereignty within the digital realm. AI—powered tools can assist in
deveioping and enforcing legal rules in the digital space by

monitoring compliance with data protection and Al governance

! Sanjay Misra, Petter Kvalvik, Bjorn Axel Gran, Kai Morgan Kjelerbakken, Aida Omerovic,
Nadia Saad Noori, Book on Digital Sovereignty - IFE, Routledge, (Taylor & Francis Group),

2025, Accessed May 9, 2025 https://ife.no/en/research-fields/digital-sovereignty-artificial-

intelligence-human-centric-ai-cybersecurity-digital-trust-icds-2024/

2 Brian Letort, what is sovereign Al and why is it growing in importance? - Digital Realty, 2025,

Accessed May 9, 2025 https://www.digitalrealty.com/resources/articles/what-is-sovereign-ai

3 Muath Alduhishy, Sovereign Al: What it is, and 6 ways states are building it | World Economic

Forum, 2024, Accessed May 9, 2025 https://www.weforum.org/stories/2024/04/sovereign-ai-

what-is-ways-states-building/

+ The Rise of Sovereign Al: National Strategies, Global Implications, Alphanome.Al, Accessed

May 9, 2025 https://www.alphanome.ai/post/the-rise-of-sovereign-ai-national-strategies-global-

implications
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regulations. The ability of Al to analyze vast amounts of digital data
can help in identifying potential violations of national laws, ensuring
that online services and digital platforms operate within the

established legal framework.

The concept of Al sovereignty has emerged as a critical subset
of digital sovereignty, reﬂecting the growing understanding that
control over Al development and deployment is essential for overall
national autonomy in the digital age. Concerns about the increasing
dominance of a small number of companies in the Al landscape have
driven the need for nations to assert control over their use of Al
through the development of national infrastructure and skills’.
Pursuing Al sovereignty is seen as the latest and perhaps most crucial
step in the ongoing quest for digital sovereignty, as Al continues its
rapid spread into virtually every aspect of society, culture, and

economyz.

! Michael Webb, What is Al Sovereignty, and why does it matter for education? - Artificial
intelligence, Accessed May 9, 2025

https://nationalcentreforai jiscinvolve.org/wp/2024/08/02/what-is-ai-sovereignty-and-why-does-

it-matter-for-education/

2 Akash Kapur, From Digital Sovereignty to Digital Agency - New America, Accessed May 9,

2025  https://www.newamerica.org/planetary-politics/briefs/from-digital-sovereignty-to-digital-

agency/
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Table 2: Key Components of Digital Sovereignty and Al

Enhancement
Component Description Al Enhancement
Data Control over data Enhanced data
Sovereignty collected and | analysis and
processed within a localization, Al-driven
nation's borders encryption and
protection, Building
Al on national data
Technological Independent Developing  tailored
Sovereignty development and solutions, investing in
control of | national Al
technologicai capabilities, reducing
infrastructure reliance on foreign Al
Cybersecurity Protection of | (Covered in Section
Sovereignty digital IV)
infrastructure
from cyber threats
Legal Ability to create | Developing and
Sovereignty and enforce laws enforcing legal rules,
in the digitai space | Monitoring and
enforcing data
protection and Al
governance
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4. Al as a Cornerstone of Modern Cybersecurity

Artificial intelligence has become an indispensable component
of modern  cybersecurity strategies, offering significant
enhancements across threat detection, prevention, and response. Its
ability to process and analyze vast quantities of data at high speeds,
identify complex patterns, and adapt to evolving threats makes it a
crucial asset in defending against increasingly sophisticated

cyberattacks.

In the domain of threat detection, Al excels at analyzing
massive datasets from various sources, including network traffic, user
behavior, and system logs, to identify patterns and anomalies that
may indicate malicious activity. Machine learning algorithms, a key
subset of Al, are particularly effective in performing behavioral
analysis and anomaly detection, establishing baselines of normal
activity and ﬂagging any deviations that could signify a potential
threat. Al systems can also monitor networks, endpoints, and
applications in real-time, providing continuous Vigilance against
emerging threats. Furthermore, Al enables predictive analytics,
allowing security teams to anticipate future threats based on the
analysis of historical attack data and emerging trends'. This

capability is vital for identifying new and complex threats, such as

1t Al In Cybersecurity: Enhancing Threat Detection And Prevention, Boston Institute of Analytics,

Accessed May 9, 2025 https:/ /bostoninstituteofanalytics.org/blog/ai-in-cybersecurity-enhancing-

threat-detection-and-prevention/
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Zero—day exploits and advanced persistent threats (APTs), which

often evade traditional signature—based detection methods!.

Al also plays a critical role in threat prevention. AI—powered
threat hunting tools can proactively search for hidden threats within
an organization's systems, identifying and neutralizing them before
they can cause harm. Predictive analytics capabilities allow Al to
identify vulnerabilities in systems and recommend necessary patches
or security measures to prevent potential exploitation by attackers.
Al enhances endpoint security by continuously monitoring activity
on user devices and detecting and neutralizing threats directly at the
endpoint, thus preventing breaches before they occur. Some
organizations even use Al to simulate social engineering attacks,
helping to identify potential vulnerabilities in human behavior and

allowing for targeted training to improve overall security awareness>.

The application of Al in threat response has revolutionized
how organizations manage and mitigate cyber incidents. Al-driven
systems can automate responses to certain types of attacks, enabling
faster mitigation and reducing the potential for significant damage.
AI-powered incident response systems can analyze security alerts in
real-time, prioritize threats based on their severity, and automate
workflows for investigating, containing, and eradicating attacks. This

includes capabilities such as isolating affected systems and blocking

! What is Al in cybersecurity? EC-Council University, Accessed May 9, 2025

https://www.eccu.edu/blog/the-role-of-ai-in-cyber-security/

2 Al and Cybersecurity: A New Era | Morgan Stanley, 2024, Accessed May 9, 2025

https://www.morganstanley.com/articles/ai-cybersecurity-new-era
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malicious IP addresses automaticallyl. Moreover, Al-driven threat
intelligence provides security teams with a deeper understanding of
attack trends, allowing them to proactively adapt their security

measures and stay ahead of emerging threats®.

Machine learning (ML) is a fundamental component of many
Al applications in cybersecurity. Supervised learning involves
training ML models on labeled datasets of known benign and
malicious samples, enabling them to predict whether new, unseen
samples are malicious. Unsupervised learning, on the other hand,
allows ML algorithms to analyze unlabeled data and discover hidden
structures, relationships, and patterns, which can be invaluable for
uncovering new attack patterns and anomalies. Reinforcement
learning, a third type of ML, involves training models through trial
and error, rewarding correct actions and penalizing incorrect ones,
which can be particularly useful for identifying innovative ways to
solve complex cybersecurity problems. Machine learning also enables
the rapid processing and synthesis of large volumes of security data,
allowing security teams to operationalize intelligence from various

3

sources in near real-time3. Through continuous learning from

! Al-Powered Incident Response: Revolutionizing Threat Detection and Mitigation - Cyble,

Accessed May 9, 2025 https://cyble.com/knowledge-hub/ai-powered-incident-response/

2 Courtney Goodman, Al in Cybersecurity: Transforming Threat Detection and Prevention -
Balbix, 2025, Accessed May 9, 2025 https://www.balbix.com/insights/artificial-intelligence-in-

cybersecurity/
3 Lucia Stanham, Machine Learning (ML) in Cybersecurity: Use Cases - CrowdStrike, 2023,

Accessed May 9, 2025 https://www.crowdstrike.com/en-us/cybersecurity-101/artificial-

intelligence/machine-learning/
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evolving data, ML models can improve their accuracy over time,
reduce false positives, and adapt to the ever—changing threat

landscapel.

5. Algeria's Pursuit of Digital Sovereignty and

Cybersecurity

Algeria has recognized the increasing importance of the digital
realm for its national development and has embarked on a
comprehensive digital transformation strategy. The government has
placed a significant focus on improving the nation's digital
infrastructure, regulatory frameworks, and the provision of digital
services to its citizens. A key objective of this strategy is to position
Algeria as a leading digital hub in the region by the year 20209,
fostering an ecosystem where technology drives economic growth,
innovation flourishes, and global partnerships thrive. Digital
sovereignty has been identified as a central pillar in achieving this
vision, with the government expressing a clear commitment to

strengthening Algeria's control over its digital destinyz.

In line with its digital sovereignty goals, Algeria has
undertaken several significant cybersecurity initiatives. In 2020, the
government established the National Council for Information

Systems Security (CNSSI). Operating within the Ministry of

! What Is Machine Learning in Cybersecurity? | The University of Tulsa, 2024, Accessed May 9,

2025 https://online.utulsa.edu/blog/what-is-machine-learning-cybersecurity/

2 Connected Algeria accelerates the nation's transition towards a competitive, digitally»driven

economy., Accessed May 9, 2025 https://www.connectedalgeria.dz/about
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National Defense, the CNSSI is responsible for developing the
national strategy for information systems security. The government
also created the Agency for Information Systems Security, tasked
with implementing and enforcing the policies and strategies
approved by the CNSSI. Furthermore, Algeria has put in place laws
related to data protection and cybercrirne, including Law No. 07-18
on the protection of natural persons in the processing of personal
data’. The National Information Security Repository (NISR),
published in 2020, provides a set of recommendations, best practices,
guidelines, and controls to improve the security of information
systems for individuals and companies, aligning with various
international standards®. Efforts to strengthen national cybersecurity
agencies and overall strategies are ongoing, as Algeria aims to build

a more secure digital landscape3.

Algeria has also recognized the strategic importance of artificial
intelligence for its digital sovereignty and has taken proactive steps
to build capabilities in this field. In 2023, the government established
an Al Council, jointly under the Ministry of Higher Education and
Scientific Research and the Ministry of Knowledge Economy,

! Hana Saada, “Algeria Aims to Enhance its Digital Sovereignty,” Says Head of National Authority
for the Protection of Personal Data - Dzair Tube, 2024, Accessed May 9, 2025 https://www.dzair-

tube.dz/en/algeria-aims-to-enhance-its-digital-sovereignty-says-head-of-national-authority-for-

the-protection-of-personal-data/

2 Abdeldjalil Fortas, Cybersecurity and governance | The State of Software Engineering in Algeria,

2025, Accessed May 9, 2025 https:/ /state-of-algeria.dev/docs/insights/cybersecurity/

3 Algeria's Cybersecurity Journey: A Nation on the Rise! - EKSec, 2024, Accessed May 9, 2025

https://eksec.net/algerias-cybersecurity-journey-a-nation-on-the-rise/
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Startups, and Micro—Enterprises. The nation has also adopted a
National Artificial Intelligence Strategy, aiming to improve Algerian
skills in Al through education, training, and research, and to ieverage
Alasa deveioprnent tool across various socio-economic sectors. This
strategy focuses on key areas such as scientific research, creating a
supportive environment for Al development, building local expertise,
and assisting startups in providing AI—powered solutions’. To
support these efforts, Algérie Télécom, the state-owned telecom
company, announced the launch of an investment fund dedicated to
startups specializing in Al cybersecurity, and robotics®>. The
government also ernphasizes the importance of aiigning Al strategies
with national priorities, including cybersecurity, recognizing the

potential of Al to enhance the nation's digital defenses.

! Benjamin FLAUX, Algeria Unveils AL Strategy to Boost Digital Transformation - Ecofin Agency,

2024, Accessed May 9, 2025 https://www.ecofinagency.com/public-management/1012-46241-

algeria-unveils-ai-strategy-to-boost-digital-transformation

2 Algeria earmarks $11 million to support Al, cybersecurity startups - Techpression, Accessed

May 9, 2025 https://techpressionmedia.com/algeria-earmarks-11m-to-support-ai/
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Table 3: Algeria's Digital Sovereignty and Cybersecurity Initiatives

Initiative Description
National Council for Develops national strategy

Information Systems Security for information systems

(CNSSI) security.

Agency for Information | Implements and enforces

Systems Security cybersecurity Policies and
strategies.

Law No. 07-18 on the | Establishes legal framework

protection of natural persons in

the processing of personal data

for data protection.

National Information Security

Provides guidelines and best

Repository (NISR) practices for information
security.
Al Council Scientific advisory body for

Al strategy and policy.

National Artificial Inteliigence

Aims to improve Al skills

Strategy and leverage Al for socio-
economic development.
Investment fund for AI, | Supports the growth of the

cybersecurity, and robotics
W

startups

tech ecosystem in these key

areas.
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6. Challenges and Opportunities for Algeria

Despite the progress made, Algeria faces several Chaiienges in
its pursuit of digitai sovereignty and robust cybersecurity. The
regulatory environment in Algeria has been described as slow to
adapt to rapidly evolving international digital trends, which can
hinder the growth of the digital economy and the adoption of new
technoiogies. Gaps in digital infrastructure persist, particularly in
rural areas where access to high—speed broadband remains limited,
creating a digital divide within the country. Enhancing digital skills
and awareness among a broader segment of the population is also
crucial for maximizing the benefits of digital transformation and

improving overall cybersecurity posturel.

Baiancing the need for stringent data protection reguiations,
which are essential for digital sovereignty, with the need to foster an
environment conducive to the development and deployment of Al
technoiogies presents another chaiienge. Additionaﬂy, Algeria’s
reliance on imported hardware and software for its digital
infrastructure could potentially create vulnerabilities and undermine

its digitai sovereignty in the long term?.

1 Hadia Beghoura, Algeria - Digital Economy - International Trade Administration, 2024,

Accessed May 9, 2025 https://www.trade.gov/country-commercial-guides/algeria-digital-

economz

2 Algeria earmarks $11 million to support Al, cybersecurity startups - Techpression, Accessed

May 9, 2025 https://techpressionmedia.com/algeria-earmarks-11m-to-support-ai/
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However, Algeria also has significant opportunities to further
advance its digital sovereignty and cybersecurity goals. The strong
commitment and strategic focus on digital transformation at the
highest levels of government provide a solid foundation for
continued progress. The government's proactive investments in Al
and cybersecurity startups and the development of national digital
infrastructure are likely to yield positive results in the coming years.
The establishment of key institutions such as the AI Council and the
CNSSI demonstrates a forward-thinking approach to governance
and coordination in these critical areas'. With its strategic location
and growing digital capabilities, Algeria has the potential to emerge
as a regional leader in digital transformation, setting an example for
other nations in the Middle East and North Africa. Furthermore, by
strategically leveraging Al to enhance its cybersecurity capabilities,
Algeria can better protect its critical infrastructure, sensitive data,

and national interests in the increasingly complex digital landscapez.

! Maria Buza, Sherif Taha, DPA Digital Digest: Algeria [2025 Edition], Digital Policy Alert, 2025,

Accessed May 9, 2025 https://digitalpolicyalert.org/digest/dpa-digital-digest-algeria

2 Driving Innovation in Al for a Smarter Algeria, aicouncil, Accessed May 9, 2025
https://aicouncil.dz/
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7. Conclusion

The analysis presented in this article underscores the critical
and increasingly intertwined roles of artificial intelligence, digital
sovereignty, and cybersecurity in the contemporary global context.
Al offers powerful tools for enhancing a nation's control over its
digital assets and for strengthening its defenses against the growing
spectrum of cyber threats. Digital sovereignty provides the
overarching framework for nations to assert their autonomy in the
digital realm, while cybersecurity serves as the essential foundation
for ensuring the security and resilience of digital infrastructures and

data.

Algeria's journey towards digital transformation highlights the
nation's commitment to embracing the opportunities and addressing
the challenges of the digital age. The establishment of national
strategies and institutions focused on digital sovereignty,
cybersecurity, and artificial intelligence demonstrates a proactive
approach to building a secure and autonomous digital future. While
challenges related to infrastructure, regulation, and skills
developrnent remain, Algeria's strategic investments and policy
initiatives, particularly in the realm of Al position it for potential

leadership in the region's digital evolution.

The experiences of Algeria offer valuable lessons for other
developing nations seeking to strengthen their digital sovereignty
and cybersecurity in the age of AL A holistic and strategic approach

that integrates Al into national digital frameworks, addresses specific
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national challenges, and leverages unique opportunities is crucial for
success. As the digital landscape continues to evolve at a rapid pace,
the ongoing commitment to innovation, adaptation, and
international collaboration will be essential for all nations striving to

secure their digital future.
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